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Executive Summary 

 

Traditional tools for managing and monitoring IT infrastructures are out of step with the constant change 
happening in todayôs data centers. When problems arise, finding the root cause or gaining visibility across the 
infrastructure to pro-actively identify and prevent outages is nearly impossible. Virtualization and cloud 
infrastructures introduce additional complexity, resulting in an environment that is more challenging to control and 
manage. 

Splunk software reliably collects and indexes machine data, from a single source to tens of thousands of sources, 
all in real time. Organizations typically start with Splunk to solve a specific problem, and then expand from there to 
address a broad range of use cases, such as application troubleshooting, IT infrastructure monitoring, security, 
business analytics, Internet of Things, and many others. As operational analytics become increasingly critical to 
day-to-day decision-making and Splunk deployments expand to terabytes of data, a high-performance, highly 
scalable infrastructure is critical to ensuring rapid and predictable delivery of insights. Cisco UCSôs ability to 
expand to thousands of servers allows the Splunk deployments to scale horizontally while continuously delivering 
exceptional performance. 

The Cisco Validated Design (CVD) for Splunk Enterprise describes the architecture and deployment procedures 
for Splunk Enterprise on a Distributed High Performance reference architecture based on Cisco UCS Integrated 
Infrastructure for Big Data (see Distributed Splunk Reference Architecture Solution Brief). The configuration 
consists of eight (8) Cisco UCS C240 M4 rack servers as indexers, three (3) Cisco C220 M4 rack servers as 
search heads and two (2) Cisco C220 M4 rack servers to perform administrative functions, along with one (1) 
archival node (Cisco UCS C3260 rack servers) for frozen data. 
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Solution Overview 

 

This CVD describes architecture and deployment procedures for Splunk Enterprise using eight (8) Cisco UCS 
C240 M4 rack servers as indexers, three (3) Cisco UCS C220 M4 rack servers as search heads, and two (2) 
Cisco UCS C220 M4 rack servers to perform administrative functions, along with 1 archival server for frozen 
data (Cisco UCS C3260 rack server). This architecture is based on the Cisco UCS Integrated Infrastructure for 
Big Data with Splunk. The reference architecture named Distributed Deployment with High Capacity consists 
of 16 indexers for storage, of which 8 are considered for this CVD as well as an additional archival server for 
attached storage. The solution goes into detail configuring distributed search on Splunk Enterprise platform 
along with the Archival node (Cisco UCS C3260 rack server with one server blade). Figure 1   shows the 
architecture for the Splunk Enterprise deployment.  

 Clustered Distributed Search Deployment Architecture of Splunk Enterprise Figure 1  

 

Audience 

The intended audience of this document includes, but is not limited to, sales engineers, field consultants, 
professional services, IT managers, partner engineering, and customers who want to deploy Splunk Enterprise 
on Cisco UCS Integrated Infrastructure for Big Data. 

Purpose of the Document 

This CVD offers a dependable deployment model for Splunk Enterprise which can be implemented rapidly and 
customized to meet Splunk requirements. The configuration detailed in the document can be extended to 
larger clusters. In this CVD, eight Splunk Indexers provide capacity to index up to 2 TB of data per day 
(without replication). This configuration can scale to index hundreds of terabytes to petabytes of data every 24 
hours, delivering real-time search results and meeting Splunk application demands with seamless data 
integration and analytics to multiple users across the globe. 

Technology Overview 
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The Cisco UCS solution for Splunk Enterprise is based on Cisco UCS Integrated Infrastructure for Big Data 
and Analytics, a highly scalable architecture designed to meet a variety of scale-out application demands with 
seamless data integration and management integration capabilities built using the following components: 

Cisco UCS 6200 Series Fabric Interconnects 

Cisco UCS 6200 Series Fabric Interconnects provide high-bandwidth, low-latency connectivity for servers, with 
integrated, unified management provided for all connected devices by Cisco UCS Manager. Deployed in 
redundant pairs, Cisco Fabric Interconnects offer the full active-active redundancy, performance, and 
exceptional scalability needed to support the large number of nodes that are typical in clusters serving big data 
applications. Cisco UCS Manager enables rapid and consistent server configuration using service profiles, 
automating ongoing system maintenance activities such as firmware updates across the entire cluster as a 
single operation. Cisco UCS Manager also offers advanced monitoring with options to raise alarms and send 
notifications about the health of the entire cluster.   
The Cisco UCS 6296UP 96-Port Fabric Interconnect is shown in Figure 2   

 

 Cisco UCS 6296UP 96-Port Fabric Interconnect Figure 2  

 

Cisco UCS 6300 Series Fabric Interconnects 

Cisco UCS 6300 Series Fabric Interconnects provide high-bandwidth, low-latency connectivity for servers, with 
Cisco UCS Manager providing integrated, unified management for all connected devices. The Cisco UCS 
6300 Series Fabric Interconnects are a core part of Cisco UCS, providing low-latency, lossless 40 Gigabit 
Ethernet, Fibre Channel over Ethernet (FCoE), and Fibre Channel functions with management capabilities for 
systems deployed in redundant pairs. Figure 3  shows the Cisco UCS 6332 UP-Port Fabric Interconnect. 

 Cisco UCS 6332 UP 32-Port Fabric Interconnect Figure 3  

 

 Note: This Cisco Validated Design is built using second generation Fabric Interconnects (Cisco UCS 6296, 
as shown above), but the Cisco UCS 6332 can be used as well. 

Cisco UCS C-Series Rack Mount Servers 

Cisco UCS C-Series Rack Mount C220 M4 High-Density Rack servers (Small Form Factor Disk Drive Model) 
and Cisco UCS C240 M4 High-Density Rack servers (Small Form Factor Disk Drive Model) are enterprise-



 Technology Overview                                                                                                                                                                                                                                                                                                                               
 
 
 

11 
 

class systems that support a wide range of computing, I/O, and storage-capacity demands in compact 
designs. Cisco UCS C-Series Rack-Mount Servers are based on the Intel Xeon E5-2600 v4 product family 
with 12-Gbps SAS throughput, delivering significant performance and efficiency gains over the previous 
generation of servers. The servers use dual Intel Xeon processor E5-2600 v4 series CPUs and support up to 
768 GB of main memory (128 or 256 GB is typical for big data applications) and a range of disk drive and SSD 
options. The Performance-optimized option supports 24 Small Form Factor (SFF) disk drives. The Capacity-
optimized option supports 12 Large Form Factor (LFF) disk drives, along with 4 Gigabit Ethernet LAN-on-
motherboard (LOM) ports. Cisco UCS virtual interface cards 1227 (VICs) designed for the M4 generation of 
Cisco UCS C-Series Rack Servers are optimized for high-bandwidth and low-latency cluster connectivity, with 
support for up to 256 virtual devices that are configured on demand through Cisco UCS Manager. The Cisco 
UCS C240 M4 Rack Server is shown in Figure 4   

 

 Cisco UCS C240 M4 Rack Server Figure 4  

 

Cisco UCS C3260 Rack Server 

Cisco UCS C3260 Rack Server is an advanced, modular rack server with extremely high storage density. 
Based on the Intel Xeon processor E5-2600 v4 series, it offers up to 560 TB of local storage in a compact 4-
rack-unit (4RU) form factor. With its individually hot-swappable hard-disk drives, and its built-in enterprise-
class Redundant Array of Independent Disks (RAID) redundancy, the Cisco UCS C3260 helps you achieve the 
highest levels of data availability. The Cisco UCS C3260 is ideal for Snapshots, active archiving, compliance, 
media storage, and distributed file systems for scenarios in which high storage capacity is important. Cisco 
UCS virtual interface cards 1300 (VICs) designed for the M4 generation of Cisco UCS C-Series Rack Servers 
and C3260 are optimized for high-bandwidth and low-latency cluster connectivity, with support for up to 256 
virtual devices that are configured on demand through Cisco UCS Manager. The Cisco UCS C3260 Server is 
shown in Figure 5   

 

 Cisco UCS C3260 Server Figure 5  
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Cisco UCS Virtual Interface Cards (VICs) 

Cisco UCS Virtual Interface Cards (VICs), unique to Cisco, incorporate next-generation converged network 
adapter (CNA) technology from Cisco, and offer dual 10-Gbps ports designed for use with Cisco UCS C-
Series Rack-Mount Servers. Optimized for virtualized networking, these cards deliver high performance and 
bandwidth utilization and support up to 256 virtual devices. The Cisco UCS Virtual Interface Card (VIC) 1227 is 
a dual-port, Enhanced Small Form-Factor Pluggable (SFP+), 10 Gigabit Ethernet and Fiber Channel over 
Ethernet (FCoE)-capable, PCI Express (PCIe) modular LAN on motherboard (mLOM) adapter. Cisco VIC 
1227 provide dual 10 Gigabit Ethernet. The Cisco VIC 1387 can also be used in conjunction with 3

rd
 

generation Cisco UCS Fabric Interconnects 6332 for taking advantage of 40 Gigabit Ethernet connectivity. The 
System IO Controller (SIOC) with VIC1300 on C3260 can work as dual 40 Gigabit Ethernet or dual 10 Gigabit 
Ethernet ports (with appropriate QSFP to SFP+ convertors).  

 Cisco UCS VIC 1227 Figure 6  

 

 Cisco UCS VIC 1387 Figure 7  
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Solution Design 

Cisco UCS Manager 

Cisco UCS Manager resides within the Cisco UCS 6200 Series Fabric Interconnects. It makes the system self-
aware and self-integrating, managing all of the system components as a single logical entity. Cisco UCS 
Manager can be accessed through an intuitive graphical user interface (GUI), a command-line interface (CLI), 
or an XML application-programming interface (API). Cisco UCS Manager uses service profiles to define the 
personality, configuration, and connectivity of all resources within Cisco UCS, radically simplifying provisioning 
of resources so that the process takes minutes instead of days. This simplification allows IT departments to 
shift their focus from constant maintenance to strategic business initiatives. 

 Cisco UCS Manager Figure 8  

 

Splunk for Big Data Analytics 

All your IT applications, systems, and technology infrastructure generate data every millisecond of every day. 
This machine data is one of the fastest growing, most complex areas of big data. It is also one of the most 
valuable, containing a definitive record of user transactions, customer behavior, sensor activity, machine 
behavior, security threats, fraudulent activity, and more. 

Splunk Enterprise provides a holistic way to organize and extract real-time insights from massive amounts of 
machine data from virtually any source. This includes data from websites, business applications, social media 
platforms, app servers, hypervisors, sensors, traditional databases, and open source data stores. Splunk 
Enterprise scales to collect and index tens of terabytes of data per day, across multi-geography, multi-
datacenter, and hybrid cloud infrastructures. 

Key Features of Splunk Enterprise 

Splunk Enterprise provides the end-to-end, real-time solution for machine data, delivering the following 
core capabilities: 

  Universal collection and indexing of machine data, from virtually any source ¶
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  Powerful search processing language (SPL) to search and analyze real-time and historical data ¶

  Real-time monitoring for patterns and thresholds; real-time alerts when specific conditions arise ¶

  Powerful reporting and analysis ¶

  Custom dashboards and views for different roles ¶

  Resilience and horizontal scalability ¶

  Granular role-based security and access controls ¶

  Support for multi-tenancy and flexible, distributed deployments on-premises or in the cloud ¶

  Robust, flexible platform for big data apps ¶
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Deployment Hardware and Software 

Architecture 

Reference Architecture for the Splunk Enterprise deployment is shown in Table 1   

Table 1   Cisco UCS Reference Architecture for Splunk Enterprise (with Archival Nodes)  

Indexer 8 Cisco UCS C240 M4 Rack Servers, each with: 

¶ 2 Intel Xeon processor E5-2680 v4 CPUs (28 cores) 

¶ 256 GB of memory 

¶ Cisco 12-Gbps SAS modular RAID controller with 

 2-GB flash-backed write cache 

¶ Cisco UCS VIC 1227 

¶ 24 1.8-TB 10K SFF SAS drives in a RAID10 configuration 

¶ 2 120-GB (or 240-GB) SSDs for the operating system 

Search head 3 Cisco UCS C220 M4 Rack Servers, each with: 

¶ 2 Intel Xeon processor E5-2680 v4 CPUs (28 cores) 

  256 GB of memory 

¶ Cisco 12-Gbps SAS modular RAID controller with 

 2-GB flash-backed write cache 

¶ Cisco UCS VIC 1227 

¶ 2 600-GB 10K SFF SAS drives 

Administration and master nodes 2 Cisco UCS C220 M4 Rack Servers, each with: 

¶ 2 Intel Xeon processor E5-2620 v4  

¶ 128 GB of memory 

¶ Cisco 12-Gbps SAS modular RAID controller with 2-GB flash-

backed write cache 

¶ Cisco UCS VIC 1227 

¶ 2 600-GB 10K SFF SAS drives 

Archival Storage 

(Frozen data) 

1 Cisco UCS C3260 Rack Server with: 

¶ 2 Intel Xeon processor E5-2620 v4 CPUs (16 cores) 

¶ 256 GB of memory 

¶ Cisco 12-Gbps SAS modular RAID controller with 

4-GB flash-backed write cache 

¶ Cisco UCS VIC 1227 

¶ 2 600-GB 10K SFF SAS drives 

¶ 60 X 4TB 7200 RPM drives 

Networking 2 Cisco UCS 6296UP 96-Port Fabric Interconnects 

Recommended indexing capacity Up to 2 TB per day 

Retention capability 2 TB per day with 4 month retention 

Recommended indexing capacity with replication Up to 1 TB per day 

Total storage capacity 172 TB 

Servers 14 

Rack space 29 RU 

 

Rack and PDU Configuration 

The rack consists of two vertical power distribution units (PDU), two Cisco UCS 6296UP Fabric Interconnects, 
eight Cisco UCS C240 M4 servers, five Cisco UCS C220 M4 servers, and one Cisco UCS C3260 server. All 
the devices are connected to each of the vertical PDUs for redundancy, thereby ensuring availability during 
power source failure. 

Table 2  describes the rack configurations used in this CVD. 

Table 2   Rack Configurations 

Cisco 42 RU Rack Master Rack 
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Cisco 42 RU Rack Master Rack 

42 Cisco UCS FI 6296UP 

41 

40 Cisco UCS FI 6296UP 

39 

38 Cisco UCS C220 M4 

37 Cisco UCS C220 M4 

36 Unused 

35 Cisco UCS C220 M4 

34 Cisco UCS C220 M4 

33 Cisco UCS C220 M4 

32 Cisco UCS C240 M4 

31 

30 Cisco UCS C240 M4 

29 

28 Cisco UCS C240 M4 

27 

26 Cisco UCS C240 M4 

25 

24 Cisco UCS C240 M4 

23 

22 Cisco UCS C240 M4 

21 

20 Cisco UCS C240 M4 

19 

18 Cisco UCS C240 M4 

17 

16 Unused 

15 Unused 
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Cisco 42 RU Rack Master Rack 

14 Unused 

13 Unused 

12 Unused 

11 Unused 

10 Unused 

9 Unused 

8 Unused 

7 Unused 

6 Unused 

5 Unused 

4 Cisco UCS C3260 

3 

2  

1  

 

Port Configuration on Fabric Interconnects 

Table 3  shows the network connectivity configurations used for developing this CVD. 

Table 3   Port Types and Port Numbers 

Port Type Description Port Number 

Network Uplink port 1 

Server Cisco UCS C220 M4 Servers 4 to 8 

Server Cisco UCS C240 M4 Servers 9 to 16 

Server Cisco C3260 Server 17 

 

Configuration and Cabling for Cisco UCS C240 M4 Rack Servers 

The Cisco UCS C240 M4 rack server is equipped with Intel Xeon E5-2680 v4 processors, 256 GB of memory, 
Cisco UCS Virtual Interface Card 1227, Cisco 12-Gbps SAS Modular Raid Controller with 2-GB FBWC, 
twenty-four 1.8-TB 10K SFF SAS drives, and two 120-GB SATA SSD for Boot. 

All eight servers of this category are directly connected to the ports on the Cisco UCS FI 6296 Fabric 
Interconnects as shown below. These ports are configured as server ports in the Cisco UCS Manager. 

Figure 9  illustrates the port connectivity between the Fabric Interconnect and Cisco UCS C240 M4 
server. Eight Cisco UCS C240 M4 servers are used as indexers in this rack configuration. 
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 Fabric Topology for Cisco UCS C240 M4 Rack Server Figure 9  

 

 

Configuration and Cabling for Cisco UCS C220 M4 Rack Servers 

This solution makes use of five C220 M4 rack servers that are configured with two different classes of CPUs. 

 The servers that function as the search heads are equipped with Intel Xeon E5-2680 v4 processors, 256 ¶

GB of memory, Cisco UCS Virtual Interface Card 1227, Cisco 12-Gbps SAS Modular Raid Controller with 

2-GB FBWC, and 2 600 GB 10K SFF SAS drives. 

 The servers that function as the admin nodes are equipped with Intel Xeon E5-2620 v4 processors,128 ¶

GB of memory, Cisco UCS Virtual Interface Card 1227, Cisco 12-Gbps SAS Modular Raid Controller with 

2-GB FBWC, and 2 600 GB 10K SFF SAS drives. 

All five servers of this category are directly connected to the ports on the Cisco UCS Fabric Interconnects 
6296 Fabric Interconnects as shown below. These ports are configured as server ports in the UCS Manager. 

 

Figure 10  illustrates the port connectivity between the Fabric Interconnect and Cisco UCS C220 M4 servers. 
Five Cisco UCS C220 M4 servers are used in the rack configuration. 

 Fabric Topology for Cisco UCS C220 M4 Rack Server Figure 10  
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Configuration and Cabling for the Cisco C3260 Rack Server 

The C3260 rack server is equipped with two Intel Xeon E5-2680 v4 processors, 256 GB of memory, one SIOC 
containing Cisco UCS 1300 series Virtual Interface Card, Cisco 12-Gbps SAS Modular Raid Controller with 4-
GB FBWC, 60 6-TB 7.2K LFF SAS drives, and two 120-GB SATA SSD for Boot. 

The servers of this category are all directly connected to the ports on the Cisco UCS FI6296 Fabric 
Interconnects as shown below. These ports are configured as server ports in the UCS Manager. 
 
Figure 11  illustrates the port connectivity between the Fabric Interconnect and Cisco UCS C3260 server 
as a server port. One Cisco UCS C3260 server is used in master rack configurations. 
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 Fabric Topology for Cisco UCS C3260 Rack Server Figure 11  

 

 

The SIOC card has two 40 Gigabit Ethernet ports. In order to connect these ports to the Cisco UCS Fabric 
Interconnect 6296, we will need make use of the QSFP-to-SFP+ converters per port (PID: CVR-QSFP-
SFP10G). 

For more information on physical connectivity and single-wire management, go to: 
http://www.cisco.com/en/US/docs/unified_computing/ucs/c-series_integration/ucsm2.1/b_UCSM2-1_C-
Integration_chapter_010.html 
 

For more information on physical connectivity illustrations and cluster setup, go to: 
http://www.cisco.com/en/US/docs/unified_computing/ucs/c-series_integration/ucsm2.1/b_UCSM2-1_C-
Integration_chapter_010.html 

Rack Appearance 

Figure 12  shows the single rack configuration containing five Cisco C220 M4 servers and eight Cisco UCS 
C240 M4 servers, along with one Cisco UCS C3260 as an archival server. Each server is connected to each 
Fabric Interconnect by means of a dedicated (i.e. directly) 10 Gigabit Ethernet link. Individual server 
connectivity diagrams can be seen above. 

 

http://www.cisco.com/en/US/docs/unified_computing/ucs/c-series_integration/ucsm2.1/b_UCSM2-1_C-Integration_chapter_010.html
http://www.cisco.com/en/US/docs/unified_computing/ucs/c-series_integration/ucsm2.1/b_UCSM2-1_C-Integration_chapter_010.html
http://www.cisco.com/en/US/docs/unified_computing/ucs/c-series_integration/ucsm2.1/b_UCSM2-1_C-Integration_chapter_010.html%23reference_FE5B914256CB4C47B30287D2F9CE3597
http://www.cisco.com/en/US/docs/unified_computing/ucs/c-series_integration/ucsm2.1/b_UCSM2-1_C-Integration_chapter_010.html%23reference_FE5B914256CB4C47B30287D2F9CE3597
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 Splunk Distributed Search with Indexer and Search Head Clustering Configuration Figure 12  
 

 

 Note: 2.4 TB/day is computed based on the indexerôs capability of indexing 300 Gigabytes per day for core 
IT operational analytics use cases.  

Software Distributions and Versions 

The software versions tested and validated in this document are shown in Table 4   

Table 4   Software Versions  

Layer  Component Version or Release 

Compute Cisco UCS C240 M4 C240M4.2.0.13d 
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Cisco UCS C220 M4 C220M4.2.0.13d 

Cisco UCS C3260 C3260M4.2.0.13c 

Network Cisco UCS 6296UP UCS 3.1(2b) A 

Cisco UCS VIC1227 Firmware 4.1 (2d) 

Cisco UCS VIC1227 Driver 2.3.0.20 

Storage LSI SAS 3108 24.12.1-0049 

Software Red Hat Enterprise Linux Server 6.8 (x86_64) 

Cisco UCS Manager 3.1 (2b) 

Splunk Enterprise 6.4.3 

 

To learn more about Splunk Enterprise, visit: http://www.splunk.com. 

 Note: The latest drivers can be downloaded from the link below: 
https://software.cisco.com/download/release.html?mdfid=283862063&flowid=25886&softwareid=2838531
58&release=1.5.7d&relind=AVAILABLE&rellifecycle=&reltype=latest.  
The latest supported RAID controller driver is already included with the RHEL 6.8 operating system. 
Broadwell CPUs, i.e. E5-2600 v4 processors, are supported from Cisco UCS firmware 3.1(2b) onward. 

Fabric Configuration 

This section provides details for configuring a fully redundant, highly available Cisco UCS 6296 Fabric 
Interconnect configuration. 

 Initial setup of Fabric Interconnect A and B. 1.

 Connect to UCS Manager with the virtual IP address using a web browser. 2.

 Launch UCS Manager. 3.

 Enable server, uplink, and appliance ports. 4.

 Start discovery process. 5.

 Create pools and policies for the Service Profile template. 6.

 Create Service Profile template and 13 Service Profiles. 7.

 Associate Service Profiles to servers. 8.

Performing Initial Setup of Cisco UCS 6296 Fabric Interconnects 

This section describes the steps to perform initial setup of the Cisco UCS 6296 Fabric Interconnects A and B. 

Configure Fabric Interconnect A 

 Connect to the console port on the first Cisco UCS 6296 Fabric Interconnect. 1.

 At the prompt to enter the configuration method, enter console  to continue. 2.

 If asked to either perform a new setup or restore from backup, enter setup  to continue. 3.

 Enter y  to continue to set up a new Fabric Interconnect. 4.

 Enter y  to enforce strong passwords. 5.

http://www.splunk.com/
https://software.cisco.com/download/release.html?mdfid=283862063&flowid=25886&softwareid=283853158&release=1.5.7d&relind=AVAILABLE&rellifecycle=&reltype=latest
https://software.cisco.com/download/release.html?mdfid=283862063&flowid=25886&softwareid=283853158&release=1.5.7d&relind=AVAILABLE&rellifecycle=&reltype=latest
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 Enter the password for the admin user. 6.

 Enter the same password again to confirm the password for the admin user. 7.

 When asked if this Fabric Interconnect is part of a cluster, answer y  to continue. 8.

 Enter A for the switch fabric. 9.

 Enter the cluster name for the system name. 10.

 Enter the Mgmt0 IPv4 address. 11.

 Enter the Mgmt0 IPv4 netmask. 12.

 Enter the IPv4 address of the default gateway. 13.

 Enter the cluster IPv4 address. 14.

 To configure DNS, answer y . 15.

 Enter the DNS IPv4 address. 16.

 Answer y  to set up the default domain name. 17.

 Enter the default domain name. 18.

 When asked to Join centralized management environment (UCS Central)? , select No. 19.

 Note: UCS Central extends the policy-based functions and concepts of Cisco UCS Manager across 
multiple Cisco UCS domains in one or more physical locations. If you are using multiple UCS domains, 

select Yes for this question. 

 

 Review the settings that were printed to the console, and if they are correct, answer yes  to save the 20.

configuration. 

 Wait for the login prompt to make sure the configuration has been saved. 21.

Configure Fabric Interconnect B 

 Connect to the console port on the second Cisco UCS 6296 Fabric Interconnect. 1.

 When prompted to enter the configuration method, enter console  to continue. 2.

 The installer detects the presence of the partner Fabric Interconnect and adds this Fabric Interconnect 3.

to the cluster. Enter y  to continue the installation. 

 Enter the admin password that was configured for the first Fabric Interconnect. 4.

 Enter the Mgmt0 IPv4 address. 5.

 Answer yes  to save the configuration. 6.
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 Wait for the login prompt to confirm that the configuration has been saved. 7.

For more information on configuring Cisco UCS 6200 Series Fabric Interconnect, go to: 

http://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/2.0/b_UCSM_GUI_Configuration
_Guide_2_0_chapter_0100.html. 

Logging Into Cisco UCS Manager 

To login to Cisco UCS Manager, complete the following steps: 

 Open a web browser and navigate to the Cisco UCS 6296 Fabric Interconnect cluster address. 1.

 Click the Launch  link to download the Cisco UCS Manager software. 2.

 If prompted to accept security certificates, accept as necessary. 3.

 When prompted, enter admin  for the user name and enter the administrative password. 4.

 Click Login  to log in to the Cisco UCS Manager.  5.

Upgrading UCSM Software to Version 3.1(2b) 

This document assumes the use of UCS 3.1(2b). Refer to Cisco UCS 3.1 Release. Upgrade the Cisco UCS 
Manager software and UCS 6296 Fabric Interconnect software to version 3.1(2b). Also, make sure the UCS C-
Series version 3.1(2b) software bundles are installed on the Fabric Interconnects. 

Adding a Block of IP Addresses for KVM Access 

To create a block of KVM IP addresses for server access in the Cisco UCS environment, complete the 
following steps: 

 Select the LAN tab at the top of the left window.  1.

 Select Pools  > IP Pools  > IP Pool ext - mgmt. 2.

 Right-click IP Pool ext - mgmt. 3.

 Select Create Block of IPv4 Addresses  as shown in Figure 13   4.

 Adding Block of IPv4 Addresses for KVM Access: Part 1 Figure 13  

 

http://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/2.0/b_UCSM_GUI_Configuration_Guide_2_0_chapter_0100.html
http://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/2.0/b_UCSM_GUI_Configuration_Guide_2_0_chapter_0100.html
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Firmware-Mgmt/3-1/b_UCSM_GUI_Firmware_Management_Guide_3_1.html
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 Enter the starting IP address of the block and number of IPs needed, as well as the subnet and 5.
gateway information. (Figure 14  ) 

 Click OK to create the IP block. 6.

 Click OK in the message box. 7.

 Adding Block of IPv4 Addresses for KVM Access: Part 2 Figure 14  

 

Enabling Uplink Ports 

To enable uplink ports, complete the following steps: 

 Select the Equipment  tab on the top left of the window. 1.

 Select Equipment  > Fabric Interconnects  > Fabric Interconnect A (primary)  > 2.

Fixed Module . 

 Expand the Ethernet Ports  section. 3.

 Select Port 1 (which is connected to the uplink switch), right-click, then select Reconfigure  > 4.

Configure as Uplink Port . (Figure 15  ) 

 Select Show Interface  and select 10GB for Uplink Connection . 5.

 A pop-up window appears, asking to confirm your selection. Click Yes, then click OK to continue. 6.

 Select Equipment  > Fabric Interc onnects  > Fabric Interconnect B (subordinate)  > 7.

Fixed Module . 

 Expand the Ethernet Ports  section. 8.

 Select Port 1 (which is connected to the uplink switch), right-click, then select Reconfigure  > 9.

Configure as Uplink Port . 

 Select Show Interface  and select 10GB for Uplink Connection . 10.
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 A pop-up window appears, asking to confirm your selection. Click Yes, then click OK to continue. 11.

 Enabling Uplink Ports Figure 15  

 

Configuring VLANs 

VLANs are configured as shown in Table 6. 

Table 5   VLAN Configurations 

 

Both VLANs must be trunked to the upstream distribution switch connecting the Fabric Interconnects. For this 
deployment, default VLAN1 is configured for management access (Installing and configuring OS, clustershell 
commands, setup NTP, user connectivity, etc) and for Splunk data ingestion from the forwarders. VLAN 
vlan11_DATA1 will be used for the replication traffic between the indexers. This enables Splunk to take 
advantage of the UCS dual 10Gigabit Ethernet (10GigE) links to isolate the inter-server traffic (i.e. index 
replication) from the ingress traffic (data ingestion from forwarders) on separate 10GigE links. 

 Note: We are using default VLAN1 for management traffic. 

 

To configure the VLANs in the Cisco UCS Manager GUI, complete the following steps: 

 Select the LAN tab in the left pane in the UCS Manager GUI. 1.

 Select LAN > VLANs. 2.

 Right-click the VLANs under the root organization. 3.

 Select Create VLANs  to create the VLAN. (Figure 16  ) 4.

VLAN Fabric NIC Port Function Failover 

default(VLAN1) A eth0 Management, User 

connectivity, Data 

Ingestion 

Fabric Failover to B 

vlan11_DATA1 B eth1 Data Replication Fabric Failover to A 



 Deployment Hardware and Software                                                                                                                                                                                                                                                                                                                               
 
 
 

27 
 

 Creating VLAN Figure 16  

 

 Enter vlan11_DATA1 for the VLAN Name. 5.

 Click the Common/Global  radio button for vlan11_DATA1 . 6.

 Enter 11  in the VLAN IDs  field. 7.

 Click OK and then, click Finish . 8.

 Click OK in the success message box. 9.

 Creating VLANs for Splunk Data Traffic Figure 17  

 

Figure 18   shows the created VLANs. 
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 List of VLANs Figure 18  

 

Enabling Server Ports  

These steps provide details for enabling server ports: 

 Select the Equipment  tab on the top left of the window. 1.

 Select Equipment  > Fabric Interconnects  > Fabric Interconnect A (primary)  > 2.

Fixed Module . 

 Expand the Ethernet Ports  section. (Figure 19  ) 3.

 Select all the ports that are connected to the servers (including the C3260), right-click them, and select 4.

Reconfigure  > Configure as a Server Port .  

 A pop-up window appears to confirm your selection. Click Yes, then OK to continue. 5.

 Select Equipment  > Fabric Interconnects  > Fabric Interconnect B  (subordinate)  > 6.

Fixed Module . 

 Expand the Ethernet Ports  section. 7.

 Select all the ports that are connected to the servers (including the C3260), right-click them, and select 8.

Reconfigure  > Configure as a Server Port . 

 A pop-up window appears, asking to confirm your selection. Click Yes then OK to continue. 9.

 Enabling Server Ports Figure 19  
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Creating a Storage Profile for Boot Drives 

 Go to the Storage tab and expand Storage  Ą Storage Policies . 1.

 Right click on Disk Group Policies  and click Create Disk Group Polici es  as shown in 2.

Figure 20   

 Create Disk Group Policy Figure 20  

 

 In the Create Disk Policy  window, configure the following parameters and click OK as shown in 3.

Figure 21   

 Name = Boot_SSD  a.

 RAID Level = RAID 1 Mirrored  b.

 Disk Group Configuration = Automatic  c.

 Number of Drives = 2 d.

 Drive Type = SSD e.

 Use Remaining Disks = checked  f.

 Strip Size = 64 KB  g.

 Access Policy = Platform Default  h.

 Read Policy = Read Ahead  i.

 Write Cache Policy = Always Write Back  j.

 IO Policy and Drive Cache = Platform Default  k.
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 Create Disk Group Policy Figure 21  

 

 In the Storage tab, right click on Storage Profile , and click Create Storage Profile  as 4.

shown in Figure 22   
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 Create Storage Profile Figure 22  

 

 Enter ñBoot_SSDò in the name field. Under Local LUNs click ñ+ò to add local LUN, as shown in 5.

Figure 23   

 Create Storage Profile Figure 23  

 

 In the Create Local LUN  window, enter the name Boot_SSD  as shown in Figure 24   6.

 Check the Expand to Available  checkbox to use all available space. 7.
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 Under the Select Disk Group Configuration  drop down list, choose Boot_SSD , which was 8.

created earlier. 

 Click OK and OK again to complete the configuration. 9.

 Create Local LUN Figure 24  

 

Creating Pools for Service Profile Templates 

Creating an Organization 

Organizations are used as a means to arrange and restrict access to various groups within the IT organization, 
thereby enabling multi-tenancy of the compute resources. This document does not assume the use of 
organizations; however, the necessary steps are provided for future reference. If you create an organization, 
you can choose it instead of root in the remaining instructions of this document (e.g., step 2 of the next 
section, Creating MAC Address Pools). 

To configure an organization within the Cisco UCS Manager GUI, complete the following steps: 

 Click New on the top left corner in the right pane in the UCS Manager GUI. 1.

 Select Create Or ganization  from the options. 2.

 Enter a name for the organization. 3.

 (Optional) Enter a description for the organization. 4.

 Click OK. 5.

 Click OK in the success message box. 6.

Creating MAC Address Pools 

To create MAC address pools, complete the following steps: 
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 Select the LAN tab on the left of the window. 1.

 Select Pools  > root . 2.

 Right-click MAC Pools  under the root organization. 3.

 Select Create MAC Pool  to create the MAC address pool as shown in Figure 25   4.

 Enter the MAC Pool name, which is ucs . 5.

 (Optional) Enter a description of the MAC pool. 6.

 Select the Assignment Order  to be Sequential . 7.

 Click Next . 8.

 Click Add. 9.

 Specify a starting MAC address. 10.

 Specify a size of the MAC address pool, which is sufficient to support the available server resources, 11.
as shown in Figure 26   

 Click OK. 12.

 Creating MAC Pool Window Figure 25  

 

 Specifying First MAC Address and Size Figure 26  

 



 Deployment Hardware and Software                                                                                                                                                                                                                                                                                                                               
 
 
 

34 
 

13. Click Finish  as shown in Figure 27   

 Adding MAC Addresses Figure 27  

 

14. When the message box displays, click OK, as shown in Figure 28   

 Confirming Newly Added MAC Pool Figure 28  

 

Creating Server Pools 

A server pool contains a set of servers. These servers typically share the same characteristics. Those 
characteristics can be their location in the chassis, or an attribute such as server type, amount of memory, 
local storage, type of CPU, or local drive configuration. You can manually assign a server to a server pool, or 
use server pool policies and server pool policy qualifications to automate the assignment. Follow these steps 
to configure the server pool within the Cisco UCS Manager GUI: 

 Select the Servers  tab in the left pane in the UCS Manager GUI. 1.

 Select Pools  > root . 2.

 Right-click Server Pools .  3.

 Select Create Server Pool . 4.

 Enter the server pool name, which is ucs ,  as shown in Figure 29   5.

 (Optional) Enter a description for the server pool. 6.

 Click Next  to add the servers. 7.
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 Setting Name and Description of Server Pool Figure 29  

 

 Select all the Cisco UCS C240 M4 and all five Cisco UCS C220 M4 servers to be added to the server 8.

pool and then click >> to add them to the pool, as shown in Figure 30   

 Click Finish . 9.

 Click OK, and then click Finish . 10.
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 Adding Servers to the Server Pool Figure 30  

 

Creating Policies for Service Profile Templates 

Creating Host Firmware Package Policy 

Firmware management policies allow the administrator to select the corresponding packages for a given 
server configuration. These include adapters, BIOS, board controllers, FC adapters, HBA options, ROM, and 
storage controller properties as applicable.Follow these steps to create a firmware management policy for a 
given server configuration using the Cisco UCS Manager GUI: 

 Select the Servers  tab in the left pane in the UCS Manager GUI. 1.

 Select Policies  > root . 2.

 Right-click Host Firmware Package s . 3.

 Select Create Host Firmware Package . 4.

 Enter the host firmware package name, which is ucs_FW_3_1_ 2b_C, as shown in Figure 31   5.

 Name the Host Firmware Package appropriately to include the actual firmware version and package. 6.

 Click the Simple  radio button to configure the host firmware package. 7.

 Select the appropriate Rack Package  that you have. 8.

 Click OK to complete creating the management firmware package. 9.
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 Click OK. 10.

 Creating Host Firmware Package Figure 31  

 

Creating QoS Policies 

To create the QoS policy for a given server configuration using the Cisco UCS Manager GUI, complete the 
following steps: 

Platinum Policy 

 Select the LAN tab in the left pane in the UCS Manager GUI. 1.

 Select Policies  > root . 2.

 Right-click QoS Policies . 3.

 Select Create QoS Policy . 4.

 Enter Platinum  as the name of the policy, as shown in Figure 32   5.

 Select Platinum  from the drop down menu. 6.
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 Keep the Burst (Bytes)  field as default (10240). 7.

 Keep the Rate (Kbps)  field as default (line-rate). 8.

 Keep Host Control  radio button as default (none). 9.

 Once the pop-up window appears, click OK to complete the creation of the policy. 10.

 Creating Platinum QoS Policy Figure 32  

 

Setting Jumbo Frames  

To set up Jumbo frames and enable QoS, complete the following steps: 

 Select the LAN tab in the left pane in the UCS Manager GUI. 1.

 Select LAN Cloud  > QoS System Class , as shown in Figure 33   2.

 In the right pane, select the General  tab. 3.

 In the Platinum  row, enter 9000  for MTU. 4.

 Check the Enabled  check box next to Platinum . 5.

 In the Best Effort  row, select best - effort  for weight. 6.

 In the Fiber Channel  row, select none  for weight. 7.

 Click Save Changes . 8.

 Click OK. 9.
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 Setting Jumbo Frames  Figure 33  

 

Creating Local Disk Configuration Policy  

To create local disk configuration in the Cisco UCS Manager GUI, complete the following steps: 

 Select the Servers  tab on the left pane in the UCS Manager GUI. 1.

 Go to Policies  > root . 2.

 Right-click Local Disk Config Policies . 3.

 Select Create Local Disk Configuration Policy . 4.

 Enter the local disk configuration policy name, which is ucs , as shown in Figure 34   5.

 Change the Mode to Any Configuration . Check the Protect Configuration  box. 6.

 Keep the FlexFlash State  field as default (Disable). 7.

 Keep the FlexFlash RAID Reporting State  field as default (Disable). 8.

 Click OK to complete the creation of the local disk configuration policy. 9.

 Click OK. 10.
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 Configuring Local Disk Policy Figure 34  

 

Creating Server BIOS Policy 

The BIOS policy feature in Cisco UCS automates the BIOS configuration process. The traditional method of 
setting the BIOS is done manually and is often error-prone. By creating a BIOS policy and assigning the policy 
to a server or group of servers, you can enable transparency within the BIOS settings configuration. 

 Note: BIOS settings can have a significant performance impact, depending on the workload and the 
applications. The BIOS settings listed in this section is for configurations optimized for best performance 
which can be adjusted based on the application, performance, and energy efficiency requirements.  

To create a server BIOS policy using the Cisco UCS Manager GUI, complete the following steps: 

 Select the Servers  tab in the left pane in the UCS Manager GUI. 1.

 Select Policies  > root . 2.

 Right-click BIOS Policies . 3.

 Select Create BIOS Policy . 4.

 Enter the BIOS policy name, which is ucs . Figure 35   5.
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 Change the BIOS settings to match the following figures: 6.

 Creating Server BIOS Policy ï Main Screen Figure 35  
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 Creating Server BIOS Policy for Processor Figure 36  
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 Creating Server BIOS Policy for Intel Directed IO Figure 37  

 

 

 Creating Server BIOS Policy for Memory Figure 38  

 

 Click Finish  to complete creating the BIOS policy. 7.

 Click OK. 8.

Creating Boot Policy 

To create boot policies within the Cisco UCS Manager GUI, complete the following steps: 

 Select the Servers  tab in the left pane in the UCS Manager GUI. (Figure 39  ) 1.

 Select Policies  > root . 2.
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 Right-click the Boot Policies . 3.

 Select Create Boot Policy . 4.

 Creating Boot Policy Part 1 Figure 39  

 

 Enter the boot policy name, which is ucs . (Figure 40  ) 5.

 (Optional) Enter a description for the boot policy. 6.

 Keep the Reboot on Boot Order Change  check box unchecked. 7.

 Keep the Enforce vNIC/vHBA/iSCSI Name  check box checked. 8.

 Keep Boot Mode  as the default (Legacy). 9.

 Expand Local Devices  > Add CD/DVD  and select Add CD/DVD . 10.

 Expand Local Devices  and select Add Local Disk . 11.

 Expand vNICs  and select Add LAN Boot  and enter eth0 . 12.

 Click OK to add the boot policy. 13.

 Click OK. 14.
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 Creating Boot Policy Part 2 Figure 40  

 

Creating Power Control Policy 

To create the Power Control policies within the Cisco UCS Manager GUI, complete the following steps: 

 Select the Servers  tab in the left pane in the UCS Manager GUI. (Figure 41  ) 1.

 Select Policies  > root . 2.

 Right-click Power Control Policies . 3.

 Select Create Power Control Policy . 4.
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 Creating Power Control Policy Part 1 Figure 41  

 

 Enter the power control policy name: ucs . (Figure 42  ) 5.

 (Optional) Enter a description for the power control policy. 6.

 Select No cap  for the Power Capping  selection. 7.

 Click OK to create the power control policy. 8.

 Click OK. 9.
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 Creating Power Control Policy Part 2 Figure 42  

 

Creating a Maintenance Policy 

To create a maintenance policy, complete the following steps: 

 Select the Servers  tab in the left pane in the UCS Manager GUI. (Figure 43  ) 1.

 Select Policies  > root . 2.

 Right-click Maintenance Policies . 3.

 Select Create Maintenance Policy . 4.
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 Creating Maintenance Policy - Part 1 Figure 43  

 

 Enter the maintenance policy name: user_ack . 5.

 Select User Ack  as the Reboot Policy  by clicking on it.  6.

 Click OK to create the maintenance policy. 7.

 Click OK. 8.

 Creating Maintenance Policy - Part 2 Figure 44  
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Creating Chassis Profiles for C3260 Rack Servers 

A chassis profile is required for discovering the C3260 server nodes. To create a chassis profile the following 
steps need to be performed.  

- Create Disk zoning policy to discover and allocate the hard disk drives per server node. 

- Assign chassis firmware policy 

- Create a chassis profile template. 

- Create and associate a chassis profile with the C3260 chassis. 

 Note: In this solution, all the 60 drives of the chassis are allocated to one server node. 

Creating Disk Zoning Policy 

 Click the Chassis  tab on the top of the left navigation pane in UCS Manager. 1.

 Expand Policies  -> Root  -> Disk Zoning Policies . (Figure 45  ) 1.

 Right-click on Disk Zoning Policies  and click Create Disk Zoning Policy .  2.

 Chassis Profile Screen Figure 45  

 

 In the Create Disk Zoning Policy  window, enter the Name UCS and click ñ+ò to add the disk 3.

zoning information. (Figure 46  ) 
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 Disk Zoning Policy Screen Figure 46  

 

 In the Add Slots to Policy  window, select the Dedicated  radio button.  4.

 From the Server  drop down list choose ñ1ò.  5.

 From the Controller  drop down list, choose ñ1ò.  6.

 For the Slot Range  field, enter 1-60 and click OK.  7.
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 Add Slots to Policy Figure 47  

 

 Click OK to finish creating the disk zoning policy. 8.

 Note: In this configuration, a single server is used, which holds 60 drives. In a two-server configuration, 
there would only be room for 56 drives, with each server assigned to 28 drives. 

Creating Chassis Firmware Package Policy 

 In the Chassis  tab, expand Chassis  > Policies  > Root . 1.

 Right click on Chassis Firmware Packages and click Create Chassis Firmware Packages. (Figure 48  ) 2.
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 Chassis Firmware Packages  Figure 48  

 

 In the Create Chassis Firmware Package window, enter UCS as the Name. 3.

 From the Chassis Packages  drop down list, choose the appropriate package (must be 3.1(2b) or 4.

above) and click OK. 

 Create Chassis Firmware Screen Figure 49  
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Creating a Chassis Profile Template 

 Under Chassis Profile Template, right-click and click Create Chassis Profile Template. (Figure 50  ) 1.

 Chassis Profile Template Figure 50  

 

 Enter UCS for the Name. Select Updating Template for Type . 2.

 Identify Chassis Profile Template Figure 51  

 

 Click Next  and Next  again.  3.
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 Expand the Chassis Firmware Package  section. From the Chassis Firmware Package  drop 4.

down list choose UCS and click Next . (Figure 52  ) 

 UCS Policies Figure 52  

 

 From the Disk Zoning Policy  drop down list, choose UCS and click Finish . Click OK at the 5.

success message. (Figure 53  ) 
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 Disk Zoning Policy Figure 53  

 

 Right-click on Chassis Profiles  and click Create Chassis Profile from Templates  (not 6.

to be confused with the option to create multiple chassis profiles).(Figure 54  ) 

 Create Chassis Profile from Templates Figure 54  

 

 The Create Chassis Profile From Template  window will appear. For Name, enter Chassis .  7.
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 Enter a description (optional).  8.

 From the Chassis Profile Template  drop down list, choose UCS. Click OK. (Figure 55  ) 9.

 Create Chassis Profile from Template Figure 55  

 

 Click OK on the success dialog box. 10.

Associating Chassis Profile to Individual Chassis 

 In the Cisco UCS Manager UI, select the Equipment  tab. Under Equipment , expand Chassis . 1.

 Select the chassis and click Associate Chassis Profile . (Figure 56  ) 2.
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 Associate Chassis Profile Figure 56  

 

 Select Chassis Profile Chassis and click OK. (Figure 57  ) 3.

 Associate Chassis Profile Figure 57  

 

 Once the chassis profile is associated, all 60 disks will be assigned to the server node.  4.
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 To verify that, go to Equipment Ą Chassis Ą Chassis 1 Ą Servers Ą Server 1. 5.

 Click on the tabs Inventory  Ą Storage  Ą Disks . 6.

 Expand Storage Controller SAS 1. (Figure 58  ) 7.

 Storage Controller SAS 1 Figure 58  

 

 

Creating a Service Profile Template 

To create a service profile template, complete the following steps: 

 Select the Servers  tab in the left pane in the UCS Manager GUI. 1.

 Right-click Service Profile Templates . 2.

 Select Create Service Profile Template . (Figure 59  ) 3.

 Creating Service Profile Template Figure 59  

 

 

The Create Service Profile Template window appears.  

To create the service profile template, complete the following steps: 

 Enter the service profile template name: ucs . (Figure 60  ) 4.

 Click the Updating Template  radio button. 5.

 In the UUID section, select Hardware Default  as the UUID Assignment . 6.

 Click Next  to continue to the next section. 7.
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 Identify Service Profile Template Figure 60  

 

Configuring the Storage Policy for the Template 

To configure storage policies for the template, complete the following steps: 

 Click on the Local Disk Configuration Policy  tab. 1.

 Select ucs  for the local disk configuration policy. (Figure 61  ) 2.

 Click Next  to continue to the next section. 3.
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 Configuring Storage Settings Figure 61  

 

Configuring Network Settings for the Template 

To configure the network settings for the template, complete the following steps: 

 Keep the Dynamic vNIC Connection Policy  field set to default. (Figure 62  ) 1.

 Click the Expert  radio button for the option, How would you like to configure LAN 2.
connectivity?  
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 Configuring Network Settings for the Template Figure 62  

 

 Click Add to add a vNIC to the template. 3.

 The Create vNIC  window displays. Name the vNIC eth0 . (Figure 63  ) 4.

 Select ucs  in the Mac Address Assignment  pool. 5.

 For Fabric ID, click the Fabric A  radio button and check the Enable failover  check box. 6.

 Check the default  check box for VLANs and click the Native VLAN  radio button. 7.

 Set MTU size to 9000 . 8.

 In the Adapter Performance Profile section, set Adapter Policy  to Linux . Set QoS Policy  to 9.

Platinum . Set Network Control Policy  to Default . 

 In the Connection Policies  section, keep the Connection Policies  set at Dynamic vNIC . 10.

Keep the Dynamic vNIC Connection Policy  as <not set> . 

 Click OK. 11.
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 Configuring vNIC eth0 Figure 63  

 

 

 Click Add to add a vNIC to the template. 12.

 The Create vNIC window appears. Name the vNIC eth1 . (Figure 64  ) 13.
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 Select ucs  in the Mac Address Assignment  pool. 14.

 Click the Fabric B  radio button and check the Enable failover  check box for the Fabric ID. 15.

 Check the vlan11_DATA1  check box for VLANs, and click the Native VLAN  radio button 16.

 Set MTU size as 9000 . 17.

 In the Adapter Performance Profile  section, set Adapter Policy  as Linux . Set QoS 18.

Policy  as Platinum . Set Network Control Policy  as Default . 

 In the Connection Policies  section, keep the Connection Policies  as Dynamic vNIC . 19.

Keep the Dynamic vNIC Connection Policy  as <not set> . 

 Click OK. 20.
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 Configuring vNIC eth1 Figure 64  

 

Configuring SAN Connectivity for the Template 

To configure SAN connectivity, complete the following steps: 

 For How would you like to configure SAN connectivity? , select no vHBAs. (Figure 65  ) 1.

 Click Next  to go to the next section. 2.

 Zoning information is not specified. Click Next  to go to the next section. 3.
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 Configuring Network Settings for the Template Figure 65  

 

Configuring vNIC/vHBA Placement Policy for the Template 

To configure the vNIC/vHBA placement policy, complete the following steps: 

 Keep the default option for the Select Placement  field. (Figure 66  ) 1.

 Select eth0  and eth1  and assign the vNICs in the following order: 2.

 eth0 a.

 eth1 b.

 Review to make sure that both vNICs were assigned in the appropriate order. 3.

 Click Next  to continue to the next section. 4.



 Deployment Hardware and Software                                                                                                                                                                                                                                                                                                                               
 
 
 

66 
 

 vNIC/vHBA Placement Figure 66  

 

Configuring vMedia Policy for the Template 

 Skip the vMedia policy. (Figure 67  ) Click Next  to go to the next section. 1.

 UCSM vMedia Policy Window Figure 67  

 

Configuring Server Boot Order for the Template 

To set the boot order for the servers, complete the following steps: 
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 Select ucs  in the Boot Policy  name field. (Figure 68  ) 1.

 Review to make sure that all of the boot devices were created and identified. 2.

 Verify that the boot devices are in the correct boot sequence. 3.

 Click OK. 4.

 Click Next  to continue to the next section. 5.

 Configure Boot Policy Figure 68  

 

Configuring the Maintenance Policy for the Template 

To configure the maintenance policy, complete the following steps: 

 Select user_ack  at the Maintenance Policy  field. (Figure 69  ) 1.

 Click Next  to continue to the next section. 2.
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 Configure Maintenance Policy Figure 69  

 

Configuring Server Assignment for the Template 

To assign the servers to the pool in the Server Assignment window, complete the following steps: 

 Select ucs  for the Pool Assignment  field. (Figure 70  ) 1.

 Keep the Ser ver Pool Qualification  field at default. 2.

 Expand the Firmware Management  section. 3.

 For the Host Firmware Package , select ucs_FW_3_1_1h_C from the drop-down list. 4.
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 Server Pool and Host Firmware Policy Selection Figure 70  

 

Configuring Operational Policies for the Template 

In the Operational Policies Window, complete the following steps: 

 In the BIOS Configuration  section, select ucs  in the BIOS Policy  field. (Figure 71  ) 1.

 Expand the Power Control Policy Configuration  section. Select ucs  in the Power 2.

Control Policy  field. 

 Click Finish  to create the service profile template. 3.

 Click OK in the pop-up window to proceed. 4.
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 Selecting BIOS and Power Control Policy Figure 71  

 

Creating a Service Profile Template for C3260 

We need a separate service profile template for the server in C3260. We will start with a copy of our existing 
service profile and add a storage profile and boot policy. 

 Select the Servers  tab in the navigation pane. 1.

 Go to Servers  > Service Profile Templates  > root . 2.

 Right-click Service Profile Templates ucs . 3.

 Select Create a Clone . (Figure 72  ) 4.
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 Creating a Clone of a Service Profile Template Figure 72  

 

 Enter C3260 for the Clone Name  and select root  for the organization. (Figure 73  ) 5.

 Create Clone From ucs Figure 73  

 

 Select the new service template in the navigation pane. 6.

 Select the Storage  and Storage Profiles  tabs. (Figure 74  ) 7.
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 Storage Profile Tab for C3260 Template Figure 74  

 

 Click on Modify Storage Profile . 8.

 Click on the Storage Profile Policy  tab. 9.

 Choose Boot_SSD  for the Storage Profile . (Figure 75  ) 10.
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 Storage Profile Policy Figure 75  

 

 Click OK to finish modifying the storage profile. Click OK on the success dialog box. 11.

 Click on the Boot Order  tab. (Figure 76  ) 12.
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 Boot Order Figure 76  

 

 The current boot policy is ucs . Click on Modify Boot Policy  to change it. 13.

 Click Create Boot Policy . 14.

 Enter LUN for the name. 15.

 Expand Local Devices  and select Add Local LUN . (Figure 77  ) 16.
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 Add Local LUN Image Path Figure 77  

 

 In the Add Local LUN Image Path  window, select Primary , enter a LUN Name, and click OK. 17.

(Figure 78  ) 

 Create Boot Policy Figure 78  

 

 After creating the new boot policy, select it in the Modify Boot Policy  screen and click OK. 18.
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Creating Service Profiles from Template 

 Select the Servers  tab in the left pane of the UCS Manager GUI. 1.

 Go to Service Profile Templates  > root . (Figure 79  ) 2.

 Right-click Service Profile Templates  ucs . 3.

 Select Create Service  Profiles From Template .  4.

 Creating Service Profiles from Template Figure 79  

 

 

The Create Service Profile from Template window appears. 

 In the Create Service Profile from Template  window enter the following:  5.

 In the field Naming Prefix , enter ucs . (Figure 80  ) a.

 In the field Enter Name Suffix Starting Number, enter 1. b.

 In the field Number of Instances , enter 13. c.
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 Selecting Name and Total number of Service Profiles Figure 80  

 

 

 Association of the Service Profiles will take place automatically. 

 

 Repeat the above steps to create a service profile from the C3260 Service Profile Template. Use the 6.
parameters in Figure 81  . 

 Selecting Name and Total number of Service Profiles for C3260 Figure 81  

 

Identifying the Servers 

 In the Equipment  Tab, select Rack- Mounts  for the Filter , and click on Servers . In the right pane 1.

all thirteen servers are displayed along with their details. (Figure 82  ) 
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 Cisco UCS Rack Servers Associated with Created Service Profiles Figure 82  

 

 (Optional) Double click on an individual server instance and enter an appropriate text string (name or 2.
role) in the User Label as shown below. (Figure 83  ) This could be helpful in identifying the serverôs 
application specific roles. 

 (Optional) Using the User Label Field to Identify the Application Specific Roles Figure 83  

 




















































































































































































































































































































































