BUILT-IN BUSINESS
APPLICATION TOOL

Advantages for users

* Fully seamless operation of
the security solution

Advantages for the Security
Administrator

* Solution adopted by users

Advantages for the System
Administrator
e Easy integration of the
solution

* Modular configuration of the
security policy

Advantages for the CSO/CISO
e Quick return on investment
through constant and
seamless use of the solution
Advantages for third-party
vendors

e Focus on the business core
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BUILD DATA PROTECTION
INTO YOUR BUSINESS APPLICATIONS

A corporation’s gold mine, information assets are relentlessly
exposed to numerous occasions in which its sensitive data is lost
or pilfered — malicious behavior from inside the company, the theft
of workstations or terminals, data leaks due to the exploitation of
a vulnerability, unauthorized access to a workstation or even the
careless configuration of a security policy.

In an era where infrastructures have become outsourced, how
do you guarantee the confidentiality of your business data when
mobile coworkers have become part and parcel of everyday life?
Is there any way to get protected from external interception and
internal indiscretion?

PROTECT YOUR BUSINESS APPLICATIONS

Whether they are linked to the process, production or the sales
model, your business applications are the foundation of your
organization's value chain. The implementation of a solution to
protect exchanged data, which is part of your sensitive assets,
is an absolute necessity.

Stormshield Data Connector enables the addition of a security
layer to your business applications and therefore the closely
adapted protection of your assets Your security policy will as
such be fully integrated into your traffic while at the same time
lowering the risks relating to the manipulation of sensitive data.

The automatic application of your security policy removes one
more barrier from using a security solution. The process being
completely seamless, end users will not be tempted to bypass
the occasionally restrictive processes relating to the use of the
security solution.

DATA SECURITY




ABOUT

Stormshield, a  fully-owned
subsidiary of Airbus Defence
and Space CyberSecurity, offers
innovative end-to-end security
solutions to protect networks
(Stormshield Network Security],
workstations (Stormshield
Endpoint Security) and data
(Stormshield Data Security).

WWW.STORMSHIELD.EU

Telephone number

CIKEEED 09 69 3296 29)

APPEL NON SURTAXE

E-mail contact page

Noncontractual document. In order to keep improving
the quality of its products, Stormshield reserves the
right to make changes without prior notification.
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DETECTION CRITICALITY ENCRYPTION VERIFICATION AUTHORIZATION
Stormshield Data Security

COMPOSITION DISTRIBUTION SCAN DIFFUSION
CHANNEL THIRD-PARTY OR BUSINESS APPLICATION
ATRUSTED SOLUTION

Data encryption has been recognized as the answer to the
restrictions relating to the security of sensitive data. Besides the
automatic implementation of your security policy, Stormshield
Data Connector provides a global response to your legal duties.

Based on a product - Stormshield Data Security - that has
obtained a high level of certification, using Stormshield Data
Connector guarantees trustworthy protection.

When you integrate this solution into your business applications,
you will be adding this level of trust to your business traffic.
Likewise, you can extend this guarantee by making the solutions
in your security ecosystem work together.

Furthermore, since the Stormshield Data Connector solution is
deployed in your organization's network, you maintain control
over your confidential data as well as your encryption keys.

COMPATIBILITY

WINDOWS 0S POWERSHELL
e Windows ¢ e Version 3.0
e Windows 8.1
e Windows 10 MICROSOFT .NET
e Version 4.5.2
WINDOWS SERVER

e Windows Server 2008 R2.
e Windows Server 2012 R2.
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