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CHAPTER 1: Overview

Overview

The Gemalto Bluetooth Device Manager (GBDM) application for Windows 7, 8.1 and 10, and the Bluetooth
Smart Card Reader Manager for Mac use the standard PCSC interface to communicate transparently with
SafeNet Reader CT1100, SafeNet Reader K1100 and Ezio Bluetooth Reader.

The GBDM for Window (7, 8.1 and 10) and Mac provides a PC/SC compliant way to operate with Gemalto
Bluetooth smart readers. Any application using the Microsoft Windows native PC/SC layer can communicate
with a smart card via the Gemalto Bluetooth reader as easily as a USB reader.

A corporate application will provide smart card logon, email signature & encryption, SSL authentication and
more.

An eBanking application will provide transaction signing operations between the reader and an online eBanking
server.

. .Net Framework 4.5.1 must be installed.

e Update your operating system with the latest Microsoft updates.

This document is intended for Administrators and Integrators.
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CHAPTER 1: Overview

Supported Operating Systems

The following Windows operating systems are supported:
e Windows 7 SP1 (32-bit, 64-bit)

e Windows 8.1 (32-hit, 64-bit)

e Windows 10 (32-bit, 64-bit)

@ NOTE: Windows 7 and 8.1 must be used with a Bluegiga dongle.

The following Mac operating systems are supported:
e (0OS X 10.10 Yosemite
e (0OS X 10.11 El Capitan

Supported Gemalto Bluetooth Smart Readers

The Gemalto Bluetooth Device Manager (GBDM) operates with the following readers:

e SafeNet Reader CT1100 (Smart Card badge holder)
e SafeNet Reader K1100 (Smart Card Token)

e Ezio Bluetooth Reader

Gemalto Bluetooth Device Manager Integration Guide
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CHAPTER 2: Installing Windows and Mac Components

Installing Windows and Mac Components

This chapter contains information about how to install the Gemalto Bluetooth Device Manager (GBDM) on
Windows 7, Windows 8.1 and Windows 10 operating systems.

The installation package can be accessed from the following link:
http://support.gemalto.com/index.php?id=download_driver_bluetooth_reader

Operating System Installation File Name Product Version Number

Windows 7 and 8.1 Setup.exe 2.2.44
BLE_Devices_Bundle_Win7_Win8_2.2.44.msi

Windows 10 BLE_Devices_Bundle_Win10 2.2.44.msi 2.2.44

Mac Bluetooth Smart Card Reader Manager.dmg 1.0.9

The GBDM is a middleware service, which allows the Bluetooth dongle to communicate with readers.

The GBDM provides the link & the logic between the Gemalto PC/SC driver & the Gemalto Bluetooth smart
reader. The GBDM is launched automatically when the operating system is started and runs in the background
as long as Windows is running. It is visible in your system Services, and on the system tray bar.

Installing the GBDM wiill also install the Bluegiga Bluetooth Low Energy dongle driver (on Windows 7 and 8.1) as
well as the Gemalto PC/SC Virtual driver (V1.1.2.0).

It is recommended that you enable the USB Wake Support feature by installing the ControlVault driver and
firmware on your DELL laptop (The relevant links are available in the Bluetooth_Device_Manager_Release
Notes), or by using the system BIOS on DELL laptops.

For more intomation, see the Gemalto_Bluetooth Device_Manager Customer Release Notes.

Gemalto Bluetooth Device Manager Integration Guide
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CHAPTER 2: Installing Windows and Mac Components

@ NOTE: The Bluegiga dongle is used only on Windows 7 and 8.1 (It is not used on
Windows 10).

During the GBDM installation, ensure that the Bluegiga Bluetooth Low Energy
dongle is disconnected. After the GBDM has been installed, perform the following:

1. Connect the Bluetooth Low Energy dongle.
The Device Setup window opens.

Device Setup

Installing Bluegiga Bluetooth Low Energy (COM3)

Please wait while Setup installs necessary files on your system, This may take

s 5 several minutes.

| Close

2. Letthe installation run and complete automatically.

3. Restart your operating system.

To install the Gemalto Bluetooth Device Manager:

This installation will install the Gemalto Bluetooth Device Manager (GBDM).

1. From the files provided by Gemalto, double-click either one of the following file names:
e On Windows 7 and 8.1, double-click the BLE_Devices_Bundle_Win7_Win8_2.2.xx.msi file.
e On Windows 10, double-click the BLE_Devices_Bundle_Win_10_2.2.xx.msi file.

The Welcome to the Bluetooth Low Energy Devices Bundle Installation Wizard window opens.

Bluetooth Low Energy Devices Bundle - InstallShield Wi...

Bluetooth Low Energy Devices Bundle Setup is preparing the
u InstallShield Wizard, which will guide you through the program
setup process, Please wait.

Configuring Windows Installer

Cancel

The Preparing to install... window opens.

Gemalto Bluetooth Device Manager Integration Guide
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CHAPTER 2: Installing Windows and Mac Components

Windows Installer

| @ Preparing to install...

The Bluetooth Low Energy Devices Bundle — InstallShield Wizard window opens.

i Bluetooth Low Energy Devices Bundle - InstallShield Wizard “

Welcome to the InstallShield Wizard for
Bluetooth Low Energy Devices Bundle

The InstallShield(R) Wizard will install Bluetooth Low Energy
Devices Bundle on your computer. To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

<Back [ Nexts ||  cancel

2. Click Next.
The License Agreement window opens.

i Bluetooth Low Energy Devices Bundle - InstallShield Wizard E

e iz
Please read the following license agreement carefully.

END USER LICENSE AGREEMENT -

+* IMPORTANT-READ CAREFULLY:

This End-User License Agreement for Gemalto software
(“EULA") is a legal and binding agreement between You

and the subsidiary or affiliate of Gemalto NV.

(“*Gemalto®™) that distributed this version of the

Software (as defined below) under thi=s EULA. “You” are

a person or legal entity wishing to use the Software.

Thiz EULA governs Your use of all of the Software v

@I accept the terms in the license agreement

()1 do not accept the terms in the license agreement

InstallShield

3. Select | accept the terms in the license agreement and click Next.
The Ready to Install the Program window opens.

Gemalto Bluetooth Device Manager Integration Guide
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CHAPTER 2: Installing Windows and Mac Components

15 Bluetooth Low Energy Devices Bundle - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

< Back || Install Cancel

4. Click Install.

The Installing Bluetooth Low Energy Devices Bundle window opens and the installation begins.

4 Bluetooth Low Energy Devices Bundle - InstallShield Wi.. = &

Installing Bluetooth Low Energy Devices Bundle
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs Bluetooth Low Energy
Devices Bundle. This may take several minutes.

Status:
Writing system registry values

InstallShield

< Back Mext =

# Bluetooth Low Energy Devices Bundle - InstallShield Wi... —

Installing Bluetooth Low Energy Devices Bundle
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs Bluetooth Low Energy

Windows Installer

_Adl| Preparing to install...
%y
53]

L&

InstallShield

< Back Mext =

Cancel

Gemalto Bluetooth Device Manager Integration Guide
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CHAPTER 2: Installing Windows and Mac Components

During the installation process, a security window opens asking if you would like to install the Bluegiga
device software. This window is relevant only to Windows 7 and 8.1.

>3]

Windows Security

Would you like to install this device software?

Always trust software from "Bluegiga Technologies Install | | Don't Install

@ You should only install driver software from publishers you trust. How can | decide which

MName: libush 1.0
Publisher: Bluegiga Technologies Oy

device software is safe to install?

@ NOTE: Ensure that the Always trust software from “Bluegiga Technologies
Oy” check box is selected.

When running the BLE_Device_Bundle.msi installation in silent mode, the system
requests that you confirm whether or not you trust the Bluegiga software.

Selecting the check box, followed by clicking Install confirms this.

This process is performed only once. If the BLE_Device_Bundle software is
upgraded, or uninstalled and then re-installed, the user will not be prompted with
the Always trust software from “Bluegiga Technologies Oy” check box again.

To work around this, the IT division can trust the Bluegiga certificate via the Group
Policy Object (before the BLE_Device_Bundle is installed) using the Trusted
Publishers certificate store.

5. Click Install.
The InstallShield Wizard Complete window opens.

#

Bluetooth Low Energy Devices Bundle - InstallShield Wizard H

InstallShield Wizard Completed

The InstaliShield Wizard has successfully installed Bluetooth
Low Energy Devices Bundle. Click Finish to exit the wizard.

< Back Cancel

6. Click Finish.

Gemalto Bluetooth Device Manager Integration Guide
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CHAPTER 2: Installing Windows and Mac Components

The Gemalto Bluetooth Device Manager appears in the system tray.
Depending on how your system is set up, the icon may also appear in your hidden system tray notification

area. Click to open the hidden icons.

1:46 AM
11/12/2015

)

Ensure that the Bluetooth Low Energy Devices Bundle exists under Programs and Features.

‘_-—-IJ Currently installed programs Total size:  77.0 MB
RQL 4 programs installed

I Programs and Features = B
)] - 1 » Control Panel + Programs + Programs and Features v ¢ | | SearchPrograms and Festures 0
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
' Turn Windows features on or
off Organize ~ - @
Install 2 program from the o
network Name Publisher Installed On
O Bluetooth Low Energy Devices Bundle Gemalto 29/11/2015
=7 Microsoft Visual C++ 2008 Redistributable - 36 9.03... Microsoft Corperation 18/03/2014
(5) Safenet PKIClient-x32-10.00 SafeNet, Inc. 29/11/2015
[ vMware Teals VMware, Inc. 18/03/2014
< >

=

Task Manager - o IEN

File Options  View

.Iiluuis:si P-el:fﬁ'mance I ﬁwrustury I S‘tartup | .Users. [‘D‘d.aiis. Services

% Trustedinstaller
i TP

4 tmiisten

S sppsve

4 Spooler

4 SNMPTRAP

4 SamSs

4 Rpclocator

L ntrteran

Name PID Description Status Group : s
| Becid Service 4304 Becid Service Running
5 ighCUlISenice1,0,0.0 Intel(R) HD Graphics Contrel Pan... Stopped
‘& cphs Intel(R) Content Protection HECI... Stopped
L SACSV 5732 SACSHy Running
i W5earch 3500 Windows Search Running
% WMPNetworkSve Windows Media Player Network ..  Stopped
i WMI Pesformance Adapter Stopped
Windows Defender Service Stopped

Windows Defender Network Insp...  Stopped
Block Level Backup Engine Service  Stopped

Volume Shadow Copy Stopped
Wirtual Disk: Stopped
Credential Manager Stopped
Interactive Services Detection Stopped
Windows Modules Installer Stopped
OfficeScan NT Firewall Stopped
1772 OfficeScan NT Listener Running
Software Protection Stopped
1416 Print Spooler Running
SNMP Trap Stopped
720 Security Accounts Manager Running
Remote Procedure Call (RPC) Lo..  Stopped
1600 OfficeSean NT RealTime Scan Runninn he

@ Fewer details

% Open Services

Ensure that the Bccid Service is running in the Task Manager window.

Gemalto Bluetooth Device Manager Integration Guide
Product Version 1.0, Document Reference: 007-013530-002 , Revision A.
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CHAPTER 2: Installing Windows and Mac Components

9. Ensure that the Bluegiga Bluetooth Low Energy (e.g. COM3) exists under Computer

Management>Device manager>Ports (COM & LPT).

NOTE: This window is relevant only to Windows 7 and 8.1.

On a Windows 10 Operating System only the Gemalto Virtual PC/SC Multi-slots
Reader is installed.

&

Fle Action View Help

A Computer Mansgement (Locs
o it System Tooks
() Task Scheduler
o [ Event Viewes
[gt] Shared Folders
¥ Local Users and Graups
@l Peformance
i Device Manager
a [ Storage
&= Disk Management
Tl Sendces and Applicstions

o nFE HE® NS

Computer Management

- o HEM|

a & Antec
& Audio inputs and outputs
{8 Computer
o Disk drives
# % Display adagters
&, Intel(R) HD Graphics 4600
b _'_} DVDYCD-ROM diives
i g Human Interface Devices
. IDE ATASATAP| controllers
= Keyboards
I Mice and other painting devices
B Maonitors
o WF Metwork adagters
a [y Other deviees
Ui 5M Bus Controller

o= Print queues
. B Processons
+ 8 Smant card readers
L Seftware devices
% Sound, video and game controllers
3 Storage controllers
4 (M System devices
8 ACPI Fan
/M ACPI Fan
M ACPI Fan
/& ACPI Fan
M ACP| Fan
/8 ACP| Fixed Festure Button
B ACP| Processor Aggragatar
8 ACP| Thermal Zone
1 ACP Thermal Zone
& Composite Bus Enumerator
Disect memory access contreller
B High Definttion Audic Centroller
™ High Definition Audio Controlles
M High precision svent timer
18 Intel(R] 52801 PC) Bridge - 24E
8 |rtel(R) B2B02 Firmware Hub Device
1M intel(R] Management Engine Interface
& WD Bus Enumerator
M Microsoft ACPI-Comphiant System
B Mecrosolt System Management BIOS Driver
8 Microsoft Virual Drive Enumerator
M NDIS Virtusl Network Adapter Enurnerster

10. Ensure that Gemalto Virtual PC/SC Multi-slots Reader appears under Computer Management>Device
Manager>System Devices.

lﬁ NOTE: Ensure the latest version of Gemalto Virtual PC/SC Multi-slots Reader is

V1.1.2.0 by right-clicking Gemalto Virtual PC/SC Multi-slots

Reader>Properties>Driver.

Your SafeNet Reader CT1100, SafeNet K1100 and Ezio readers are now ready to work with the operating

system.

Gemalto Bluetooth Device Manager Integration Guide
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CHAPTER 2: Installing Windows and Mac Components

Uninstalling the GBDM from Windows Operating Systems

The GBDM can be uninstalled by removing the Bluetoot
Programs.

1. Goto Control Panel>Programs>Programs and Fe

Bundle and select Uninstall.

h Low Energy Devices Bundle from Add Remove

atures, right-click Bluetooth Low Energy Devices

53 Programs and Features = =
@ A » Control Panel » Programs » Programs and Features v G Search Programs and Features @
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
&) Turn Windows features on or
° Organize * = - @
Install 3 program from the s
network Name Publisher Installed On
O Bluetooth Low Energy Devices Bundle Gemalto 29/11/2015
[2 Microsoft Visual C++ 2008 Redistributable - x86 8.0.3...  Microsoft Corporation 18/03/2014
(5) Safenet PKIClient-x32-10.00 Safelet, Inc. 28/11/2015
[ vMware Tools VMware, Inc. 18/03/2014
< >
f-—l7 Currently installed programs Total size:  77.0 MB
k‘.‘ [ 4 programs installed
o

Bluetooth Low Energy Devices Bundle - InstallShield Wi...

Bluetooth Low Energy Devices Bundle Setup is preparing the
u Installshield Wizard, which will guide you through the program
N setup process, Please wait.

Configuring Windows Installer

Cancel

The Bluegiga Driver files are uninstalled (on Windows 7 and 8.1), followed by the GBDM files.

Gemalto Bluetooth Device Manager Integration Guide
Product Version 1.0, Document Reference: 007-013530-002 , Revision A.
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CHAPTER 2: Installing Windows and Mac Components

2. On the InstallShield Wizard window, click Next.

i Bluetooth Low Energy Devices Bundle - InstallShield Wizard H

Welcome to the InstallShield Wizard for
Bluetooth Low Energy Devices Bundle

Low Energy Devices Bundle. To continue, dick Next.

The Installshield(R) Wizard will allow you to remove Bluetooth

<gack [ Nexts ]|  Cancel

The Remove the Program window opens.

1 Bluetooth Low Energy Devices Bundle - InstallShield Wizard “

Remove the Program
You have chosen to remove the program from your system.

removal, this program will no longer be available for use.

If you want to review or change any settings, dick Back.

Instalishicld

Click Remove to remove Bluetooth Low Energy Devices Bundle from your computer. After

3. Click Remove.

The Uninstalling Bluetooth Low Energy Devices Bundle window opens.

13! Bluetooth Low Energy Devices Bundle - InstallShield Wi.. — &

[F—
Uninstalling Bluetooth Low Energy Devices Bundle
The program features you selected are being uninstalled.

Please wait while the InstalShield Wizard uninstalls Bluetooth Low Energy
Devices Bundle. This may take several minutes.

Status:

InstallShield

Gemalto Bluetooth Device Manager Integration Guide
Product Version 1.0, Document Reference: 007-013530-002 , Revision A.
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CHAPTER 2: Installing Windows and Mac Components

#4 Bluetooth Low Energy Devices Bundle - InstallShield Wi.. = ©

The program features you selected are being uninstalled.

Please wait while the InstalShield Wizard uninstalls Bluetooth Low Energy

Bluetooth Low Energy Devices

_o{[d| Please wait while Windows corfigures Bluetocth Low Energy Devices

T

| | [ Cancel

Installshield

The Install Shield Wizard Completed window opens.

# Bluetooth Low Energy Devices Bundle - InstallShield Wizard H

InstallShield Wizard Completed

The InstallShield Wizard has successfully uninstalled Bluetooth
Low Energy Devices Bundle. Click Finish to exit the wizard.

< Back Cancel

4. Click Finish.

Gemalto Bluetooth Device Manager Integration Guide
Product Version 1.0, Document Reference: 007-013530-002 , Revision A.
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CHAPTER 2: Installing Windows and Mac Components

Installing the GBDM on Mac

This section contains information on how to install the GBDM on a Mac Operating System.

To install the GBDM on a Mac:
1. From the files provided by Gemalto, double-click the Bluetooth Smart Card Reader Manager.dmg file.

[ NoN ) © Bluetooth Smart Card Reader Manager
Bluetooth Smart Card Bluetooth Smart Card Readme.txt
Reader Mana...osemite.pkg Reader Manager.pkg

2. The Welcome to the Bluetooth Smart Card Reader Manager Installer (Introduction) window opens.

r. ® 0 ‘w Install Bluetooth Smart Card Reader Manager a8

Welcome to the Bluetooth Smart Card Reader Manager Installer

You will be guided through the steps necessary to install this

@ Introduction
software.

© Read Me
License
Destination Select
Installation Type
Installation

Summary

Go Back Continue

Gemalto Bluetooth Device Manager Integration Guide 16
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CHAPTER 2: Installing Windows and Mac Components

3. Click Continue.
The Read Me window opens.

o0 ‘e Install Bluetooth Smart Card Reader Manager

Impaortant Information

This package installs the driver for Gemalto Bluetooth readers for

@« Introduction Mac OS X 10.11 (El Capitan) and later.
@ Read Me 1.0 Bata 8 version from 19 October 2015,
License

Destination Select
Installation Type
Installation

Summary

Go Back

4. Click Continue.
The End User License Agreement window opens.

@00 ‘e Install Bluetooth Smart Card Reader Manager

Software License Agreement

English

END USER LICENSE AGREEMENT

@ Introduction

© Read Me
@ License
. N IMPORTANT-READ CAREFULLY: This End-User License Agreement for
Destination Select Gemalto Software ("EULA") is a legal and binding agreement between you
R and a subsidiary or affiliate of G lto NV | ) that distributes the
Installation Type Software (as defined below) governed by this EULA. "You™ are a person or
lzgal entity wishing to use the Scftware in accordance with this EULA. This
Installation EULA govems your use of all of the i or deli
3 means all ofty s i media, any
Summary printed jals and any ing “online” or elect i i
ided to you h By d loading, installing, copying, breaking any

seal on, or otherwise using the Software, you acknowledge that you have
read this EULA and agree to be bound by its terms. If you do not agree to the
terms and provisions of this EULA, do not download, install, copy, or
otherwise use the Software; if you have already paid for this Software and do
not agree to the terms and conditions of the EULA, please return the

and any ying items to for a full refund, within
thirty (30) days of the date of purchase. If these terms are considered an
offer, your acceptance is expressly limited to these terms.

SOFTWARE PRODUCT LICENSE.

Go Back

Continue

Gemalto Bluetooth Device Manager Integration Guide
Product Version 1.0, Document Reference: 007-013530-002 , Revision A.
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CHAPTER 2: Installing Windows and Mac Components

5. Click Continue, and then click Agree.

D @ C ‘e Install Bluetooth Smart Card Reader Manager
To continue installing the software you must agree to the terms of |
the software license agreement.
L Click Agree to continue or click Disagree to cancel the installation and
© Re: quit the Installer.
© Lie
or
De . . W
Read License Disagree Agree le
Ing or
L3
Installation EULA govems your use of all of the i or
3 means all P 3 i media, any
Summary printed ials and any ing "online” or electronic information
provided to you h By d: loading, installing, copying, breaking any

seal on, or otherwise using the Software, you acknowledge that you have
read this EULA and agree io be bound by its terms. If you do not agree to the
terms and provisions of this EULA, do not download, install, copy, or
otherwise use the Software; if you have already paid for this Software and do
not agree to the terms and conditions of the EULA, please return the

and any ying items to for a full refund, within
thirty (30) days of the date of purchase. If these terms are considered an
offer, your acceptance is expressly limited to these terms.

SOFTWARE PRODUCT LICENSE.

Continue

The Installation Type window opens.

6. Click Install, enter your Username and Password and then click Install Software.

Customize

@ 0C ‘w Install Bluetooth Smart Card Reader Manager
Standard Install on “El Capitan”

o Introduction This will take 856 KB of space on your computer.
© Read Me Click Install to perform a standard installation of this software
o License on the disk “El Capitan".
@ Destination Select
« Installation Type

Installation

Summary

N

L

Installer is trying to install new software.

Username:

Password:

user

Cancel Install Software

Change Install Location...

Gemalto Bluetooth Device Manager Integration Guide
Product Version 1.0, Document Reference: 007-013530-002 , Revision A.
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CHAPTER 2: Installing Windows and Mac Components

7. Click Continue Installation.

w Install Bluetooth Smart Card Reader Manager

-I
Introducti i

Read Me

When this software finishes installing, you
must restart your computer. Are you sure
you want to install the software now?

Cancel Continue Installation

oftware

License

Destination Select

Installation Type
Installation

Summary

Change In

stall Location...

Customize

8. Click Install again.

The Summary window opens.

(@00 ‘w Install Bluetooth Smart Card Reader Manager [}
The installation was completed successfully.
@ Introduction
© Read Me
« License
« Destination Select
¢ Installation Type The installation was successful.
@ Installation The software was installed.
& Summary

Click Restart to finish installing the software.

Go Back
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Uninstalling the GBDM from Mac

This section contains information on how to uninstall the GBDM from a Mac Operating System.
To uninstall the GBDM from a Mac with El Capitan:

1. Goto/usr/local/libexec/SmartCardServices/drivers and delete the file ifd-bccid.bundle.
2. Open the Applications folder and delete Bluetooth Smart Card Reader Manager.app.

To uninstall the GBDM from a Mac with Yosemite:
1. Goto/usr/libexec/SmartCardServices/drivers and delete the file ifd-bccid.bundle.

2. Open the Applications folder and delete Bluetooth Smart Card Reader Manager.app.

B NOTE: After deleting the file: ifd-bccid.bundle on both El Capitan and Yosemite,
reboot your Mac system. This ensures that the reader is not visible at the PC/SC
level.

Gemalto Bluetooth Device Manager Integration Guide
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CHAPTER 3
The Pairing Process

Use the Gemalto Bluetooth Device Manager application to manage and configure paired readers.
The following may be performed using the Gemalto Bluetooth Device Manager:

e Detect & pair new readers

e List already paired readers

e Connect & disconnect manually to paired reader

e Configure the settings on a paired reader

e Remove a paired reader

The tool is available as an icon . from the system tray. Click on the icon to display the main interface of the
application. When the tool opens, and a device was already paired, the list of available paired devices is

displayed.
@ NOTE: Only one reader can be connected at a time. To switch between smart
card readers, be sure to disconnect the one that’'s connected before connecting a
new one. For details on how to disconnect the smart card reader, see the section:
Connecting/Disconnecting the Smart Card Reader on page 32
Gemalto Bluetooth Device Manager Integration Guide 21
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Connect the relevant dongle to the USB Port as follows:
e Window 7 and 8.1 - Dongle Bluegiga BLED112 USB.

e Mac - Native Built-In Bluetooth Low Energy.

@ NOTE: If your Mac computer has a Bluetooth chip that does not support
Bluetooth Low Energy (BLE), a message will be displayed.

Ensure that your Windows 10 PC has native built-in Bluetooth hardware. Hardware pairing must be performed
on Windows 10 systems before software pairing.

Hardware pairing is performed only once.

Follow the procedure below to establish a connection between the computer and the relevant SafeNet reader.
To perform hardware pairing on Windows 10:

1. Insertthe smart card into the SafeNet Reader CT1100, and press the button on the reader.

The red and blue lights are turned on for a second. Thereafter the red light turns off, while the blue light
continues to flicker slowly.

2. On the Ezio Bluetooth Reader perform the following:

Press OK and ensure the device is set in Bluetooth mode (i.e. the Bluetooth switch is in the upper position).

3. Open the Gemalto Bluetooth Device Manager application by clicking the icon in the system tray

The Gemalto Bluetooth Device Manager window opens.

Paired Devices:

4. Click .

The Devices ready to be paired window opens.

Gemalto Bluetooth Device Manager Integration Guide
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Ready to be paired:

Unknown device - Pair with Windows system first [click here]

If your device does not appear make sure it's switched on
and pairing mede is activated. R

5. Click Unknown device — Pair with Windows system first [click here].

The Manage Bluetooth devices window opens.

& Settings

€% Devices

Printers & scanners +
Manage Bluetooth devices

Connected devices

devices.
Eluetoath .
Mouse & touchpad T -003832
Ready to pair
Typing Smart Reader
Ready to pair
AutoPlay

Related settings

Muore Bluelooth oplions

Wour PC is searching for and can be discovered by Blustoath

Pair

6. Select the device you want paired and click Pair.

The hardware pairing process begins.

L Settings

#5%  DEVICES

Printers & scanners .
Manage Bluetooth devices

Connected devices

devices.
Bluetooth
Mouse & touchpad E‘u Smart Reader
-
Typing .
E‘u 1-003832
Ready o pair
AutoPlay

Related settings

Maore Blugtooth options

Find a satting

Your PC s searching for and can be dscovered by Bluetooth

7. Your device appears as connected.

Gemalto Bluetooth Device Manager Integration Guide
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& Seltings — (=] *
53 DEVICES Find & setting £
Printers & scanners

Manage Bluetooth devices

Lolnecs et Yaur PC is searching for and can be discovered hy Rlustoath
_ o
Mause & touchpad E‘u Smarl Reader
Connected
Typing 5
Ready to pair
AutoPlay

Related settings

Mare Rluetooth options

The device appears as connected and after approximately 10 seconds the device status changes to paired
indicating that the hardware pairing process completed successfully.

&  Setings a x
£33 DEVICES | Find a setting 2|
Printers & scanners %

Manage Bluetooth devices
Connected devices Your PC is searching for and can be discovered by Blustoath
Mouse & touchpad E‘D Smart Reader

Paired
Typing
Remove device

AutoPlay

CHE -003332

D Ready to pair

Related settings

Mare Bluetaath options

The device is now ready to be paired with the GBDM.
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@ NOTE: The SafeNet Reader K1100 is paired the same way as the SafeNet
Reader CT1100, except that no smart card is inserted into the SafeNet Reader
K1100.

Follow the procedures below to pair your device.

To pair the SafeNet Reader CT1100:

1. Insert the smart card into the SafeNet Reader CT1100.

2. Press the button on the SafeNet Reader CT1100.
The red and blue lights are turned on for a second. Thereafter the red light turns off, while the blue light
continues to flicker slowly.

3. Open the Gemalto Bluetooth Device Manager by clicking the icon in the system tray.

|

5:16 AM

) |I*- I:J=:| [ ]

9/6/2015

The Gemalto Bluetooth Device Manager window opens.

Paired Devices:

Move the device to software pairing mode, by pressing the button on the device continuously (long press).

The blue light begins to flicker fast and the paired smart card appears in the Ready to be paired window.

4. Click .

Gemalto Bluetooth Device Manager Integration Guide
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The Devices ready to be paired window opens.

Ready to be paired:
Safenet Reader CT1100 0132

If your device does not appear make sure it's switched on
and pairing mode is activated,

5. Click the device name (Safenet Reader CT1100 0132).

The Device Successfully Connected window opens.

Device Successfully Connected!
N S

Device name

Safenet Readar CT1100 0132

) Bl AutoConnect

6. The AutoConnect checkbox is enabled by default. If you do not want the smart card reader to connect
automatically next time, then be sure to uncheck this option.

7. Click OK.
The device will now appear as connected.

Paired Devices: [E] [E]

Safenet Reader CT1100 D132 — CONNECTED PROPERTIES

Gemalto Bluetooth Device Manager Integration Guide
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Follow the procedures below to pair your device.
To pair the Ezio Bluetooth Reader:

1. Openthe Gemalto Bluetooth Device Manager by clicking the icon in the system tray, or open your hidden

notification area by clicking ! in the system tray.
l

516 AM

R [me 0= gy
S LR 9/6/2015

The Gemalto Bluetooth Device Manager window opens.

by I
o7

Paired Devices:

Click .

2. Start the Ezio Bluetooth Reader by pressing OK. Ensure the device is set in Bluetooth mode (i.e. the
Bluetooth switch is in the upper position).

A message is displayed: Waiting for connection.

3. Press Menu.
A message is displayed: 1=Enable pairing.

4. Press 1.
A message is displayed: Waiting for connection. The letter ‘P’ is displayed at the top of the LCD.

5. Click .

The Devices ready to be paired window opens.

Gemalto Bluetooth Device Manager Integration Guide
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Ready to be paired:

Ezio Bluetooth Reader 0102

If your device does not appear make sure it's switched on
and pairing mode is activated.

6. Select the reader displayed in the list.

The Ezio Bluetooth Reader — Pairing code window opens.

Pairing code:

7. Enter the pairing code displayed on your Ezio Bluetooth Reader and click Send.

Gemalto Bluetooth Device Manager Integration Guide
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The Device Successfully Connected window opens.

Device Successfully Connected! %

i)

Device name

Mark's Ezio Reader 0K

L:l::' AutoConnect

8. Enter a Device name.

9. The AutoConnect check box is enabled by default. If you do not want the smart card reader to connect
automatically next time, then be sure to uncheck this option.

10. Click OK.
Your device has been successfully connected.

Paired Devices: [E] [§|

9 Mark’s Ezio Reader — CONNECTED PROPERTIES

Gemalto Bluetooth Device Manager Integration Guide
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g NOTE: The SafeNet Reader K1100 is unpaired the same way as the SafeNet
Reader CT1100.

Follow the procedures below to unpair your device.
To unpair the SafeNet Reader CT1100:

1. Double-click the Gemalto Bluetooth Device Manager icon.

The paired device window opens.

Paired Devices: IE] [EI

Sarah’s Smart Card — CONNECTED PROPERTIES

2. Select the device, which you want to unpair from the list by clicking the device name.

The Unpair device window opens.

]
=
.

Device name

Sarah's Smart Card :—

AutoConnect

3. Click Unpair the device.

The Confirmation window opens.

Gemalto Bluetooth Device Manager Integration Guide
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UNPAIR DEVICE

Do you want to unpair your Bluetooth device?

CONFIRM |

4. Click Confirm. The device will now appear as ready to connect.
5. If you do not want to unpair the device, click Cancel connection to disconnect the device.

The Disconnect Device window opens.

DISCONNECT DEVICE

Do you want to disconnect your Bluetooth device?

CONFIRM )

6. Click Confirm. The SafeNet Reader CT1100 is disconnected.

The Gemalto Bluetooth Device Manager window opens.

Paired Devices:
Sarah’s Smart Card CLICK TO CONNECT

Gemalto Bluetooth Device Manager Integration Guide
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Two Smart Card readers cannot be used at the same time. To be able to work with one reader, disconnect the
reader that is not going to be used.

Paired Devices: [E] [E]

g Sarah’s Smart Card [CT1100] -- CONNECTED PROPERTIES

UNPAIR

This may be performed using either one of the following methods:
e Right-click the Gemalto Bluetooth Device Manager icon and select Disconnect.

e Open the Gemalto Bluetooth Device Manager by double-clicking the icon. Select the relevant reader
and click Cancel connection.

Follow the procedures below to connect and disconnect your smart card reader.
To connect a Smart Card reader:
Right-click the Gemalto Bluetooth Device Manager icon and select Connect.
Or,
1. Press the button on the SafeNet Reader CT1100.
The red and blue lights are turned on for a second. Thereafter the red light turns off, while the blue light
continues to flicker slowly.
2. Open the Gemalto Bluetooth Device Manager.
3. Select the device that appears under Paired Devices.
To disconnect a Smart Card reader:
A Smart Card Reader can be disconnected by using either one of the following methods:
e Right-click the Gemalto Bluetooth Device Manager icon.
e Disconnecting via the Gemalto Bluetooth Device Manager.
To disconnect the Smart Card Reader via the Gemalto Bluetooth Device Manager icon:
1. Right-click the Gemalto Bluetooth Device Manager icon.
2. Select Disconnect.

3. Select the relevant reader name.

Gemalto Bluetooth Device Manager Integration Guide
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CHAPTER 4
Setting Registry Keys Manually

This chapter describes how to change certain registry key values manually.

Automatic Power Off

The APDUTimerTimelnterval registry key was added to enable the reader to power off the card automatically
after a predefined period of time. By defining this registry key, you can save a reader’s (SafeNet Reader
CT1100, SafeNet Reader K1100, Eizio Reader) power consumption. By default, the APDUTimerTimelnterval
registry key is set to power off the device when idle for 180 seconds (3 minutes).

To set the APDUTimerTimelnterval registry key:
1. From the Windows taskbar, select Start > Run.
2. Inthe Run dialog box, enter regedit, and click OK.
The Registry Editor opens, displaying the registry folders tree in the left pane.
3. For 32-bit systems, go to HKEY_LOCAL _ MACHINE\SOFTWARE\Gemalto\BCCIDService.

| & Registry Editor - oIEd
|| e _Est Yeew Favosites Hidp X
48 Computer A || Mame Type Dats
4 HEKEY_CLASSES ROOT o5 Delsit) REGST
B HKEYCURRENT LISER 55 APOUTimesTimeintensal REG_DWORD: OwDO00O0B (120}
4 HEEY_LOCAL MACHINE
Ji BCOOOO00000
| HARDWARE
i sam
b SECURITY
2 i SCFTWARE
ki 7Zip
L Citr
b Classes
Ui Clients
o b Gemats
| Bocisenice|
L Virtusl PCSC Mutti-shets Reader
|| Computes\HIEY LOCAL MACHINESOF CIDServic

Type Données
LG SE (valeur ncn definie)
RES_DAWORD E0005084 (183

L Intel

b Merosoh
J Mesilts
o MeailaPlugins
L MACSA Comporation
& oogc
b Pelicies
| Ragitersdhpphcations
A Safebiet
& Sonic
ol Wewbd2iNods
A
I Chaseae
b Chents
4 Ji Gemaio
b BCCISenme
I Virtusl PCSC Mubi-shits Reader

KEY_LOCAL MACHINFLSOFTWARR Wewbi32Hode Gamao\ B I anice
e et

5. To add a value to the APDUTimerTimelnterval registry key, right-click the APDUTimerTimelnterval and
select Modify.

6. Enter the number of seconds in the Value Data field and click OK.
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7. To disable the APDUTimerTimelnterval registry key, enter O (zero) in the Value data field and click OK.

@ NOTE: Reboot your computer for the changes to take effect.
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Device Information

This chapter contains information about how to view device information.

The Device Information option allows you to view the smart card readers that support the Bluetooth pairing
feature as well as provides instructions on how to pair each device.

To open the Device Information window:

1. Openthe Gemalto Bluetooth Device Manager, and click .

Paired Devices:

The Devices ready to be paired window opens.

Ready to be paired:

If your device does nol appear make sure it's switched on
and pairing mode is activated.

2. Click Read more.

Gemalto Bluetooth Device Manager Integration Guide
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The Select your device window opens.

Ezio Bluetooth Reader Safenet Reader CT1100 Safenet Reader K1100

3. Click Ezio Bluetooth Reader.

The Info window opens with instructions on how to pair the device.

EZ10 BLUETOOTH READER

In order to pair the device, make sure you put it in Pairing Mode by following the instructions
underneath

Instructions

- Tum on your device

- Make sure that the Bluetooth switch on the side of the device is tumed on

- Press MENU followed by 1 to activate Pairing Mode

4. To view information on how to pair the SafeNet Reader CT1100 and SafeNet Reader K1100 perform step
3 above.

Gemalto Bluetooth Device Manager Integration Guide
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