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Advanced BYOD Basic Mobility Basic BYOD   
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Wired  | Wireless | VPN 

Simple | Unified | Automated 

Who? What? When? Where? How? 

AAA + Profiling, Provisioning, and 
Posturing  =  BYOD 

BEFORE 
 

 
AFTER 

 
 

Cisco ISEï  

Improved 

Control 

 



©  2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 8 

Page:8 

 

 

 

 

 

 

 

 

 

  
Captive Portal 

DMZ Guest Tunnel 

 
VLAN 

5 Dimensions of Policy 

 

M ï S 
8 am -6 pm 

 VLAN 

ACL 

 

 

VPN 

ACL 

  VLAN 

MïS 
8 amï6 pm 

   
(When) 

  
(Where) 

 
(Which)  

 (What)       
(Who) 

 

 

 

 

 

 

 HR or 
Finance spaces 

 

 

IF $Identity AND $Device  AND $Access   

AND $Location  AND $Time THEN $Policy 



©  2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 9 

Page:9 

Authentication 
Services 

Authorization 
Services 

Guest Lifecycle 
Management 

Profiling  
Services 

Posture  
Services 

Secure Groups 
Access 

Identity Services 

Engine 

Simplified Policy 

Management 

ᾛ ֲ  

ⱵI 

ᾛ ῀ ̆ᵖ ױז└
ҹ 

allow/deny iPads 
(BYOD) 

Ḡ ñ ò  

ѿҩ ץ
ῃ  

             



©  2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 10 

Page:10 

Single Pane of Glass View and Management of WLAN ï LAN  
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Control and Visibility for IT - Predictability for Users 

Access Switches 

 Compact 2960-S 
3750-X/ 

3560-X 4500E 

Identity and Policy 

Data Integration  

ISE 

Prime 

Distribution 

Switches 

6500 Series 

Wireless LAN Controllers 

Branch Controller 

Campus Controllers 

Cloud Controller 

2500 Series 

5500 Series 

Flex 7500 

WLC on SRE  

WiSM2 

 Access Points 

3500i 

Serie

s  Density 

Outdoor 

Teleworker Indoor 

1040 Series  

1140 Series  

1260 Series  

35/3600e Series  3500p Series  

1550 Series  

600 Series  

Mobility Services Engine 

                3310 & 3355 

Physical 

or Virtual 

Physical 

or Virtual 

http://www.cisco.com/en/US/products/ps11630/index.html
http://www.cisco.com/en/US/products/ps11716/index.html
http://www.cisco.com/en/US/products/ps11634/index.html
http://www.cisco.com/en/US/products/ps11635/index.html
http://www.cisco.com/en/US/products/ps10315/index.html
http://www.cisco.com/en/US/products/ps10092/index.html
http://www.cisco.com/en/US/products/ps10092/index.html
http://www.cisco.com/en/US/products/ps10980/index.html
http://www.cisco.com/en/US/products/ps10981/index.html
http://www.cisco.com/en/US/products/ps11451/index.html
http://www.cisco.com/en/US/products/ps11579/index.html
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7.3 ⱳ : 

 Flexconnect Ҭ  

ҩ 200 AP 

        

 

ESX ESXi Hypervisor 

UCS /x86 Servers 

Virtual CUWN 

Cisco CUWN in a BOX 

vWLC vNCS vMSE 

  
K-12
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Access Points 300-6,000 

Clients 64,000 

Branches/locations 6,000 (2000 groups) 

Access Points per 

FlexConnect group 

100 

Deployment Model Local, FlexConnect and 

mesh 

Form Factor 1 RU 

IO Interface and 

redundancy 

ңҩΌᵩ҆ᾠ  

Power options ֜ ᶫ  

Power redundancy Όᵩ  

ü SP  

Å 4K vlan 

Å ץ 6000  AP  64,000
 

ü 7.3 (7.3 release) 

Å └ AP  

Å AP 

ÅFlexConnect ȁLocal MESH  

Åῒז῏ :  

 └, 

 Video Stream   

Roadmap is highly confidential and reflects current plan. Subject to change without notice 
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Å └ HA  

 

 

 

 

Å 7.3 ץ  

 AP ץ Һ׆ └ ℗ ⌠ └  

SSIDḠ ̆CAPWAP ̆ ׅ . 

Å Ҋ↓ └ AP SSO 

 

 

 

Å 7.3 Ҍ  

Å └ ң ’ 

Å2500, SRE/WLCM2̆ └  

Model Details 

5508, Flex7500 and 8500 1:1   

WiSM2 ῤ VSS 

Å └ ץ ⌠ AP˻ 

Å ╠7.3 1+1 ץ  ң ȁ ץ  

Å פ └ ҹstandby  

Å └ licenseҌ ₮ 
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Redundancy 
Port Active Controller 

Hot Stand-by Controller  

Active Controller 

  Hot Stand-by Controller 

RP 1 

RP 2 

Redundancy 

Port  

Connectivity 

Å5500/ 7500/ 8500 WLC Ғ
ᶏ RP  

Å 100 RP
Ḥפ Һ └
’.  

Å 1 ICMP
῏ ’ 

 

 

Flex 7500 

WLC 5500 
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ÅWiSM- 2 └
  Redundancy Vlan̆

ҩVLAN Һ׆ └ ⌠
└  

Å 100 RP VLAN
Ḥפ Һ └
’.  

Å WiSM2 HĂ WiSM2
ѿҩ ῤ̆

VSS ң 65
҉̆ң 65ӊ ᶏ
Trunk ᾛ RP VLAN  

 

 

 

 

 

Slot 8: Active WiSM-2 

  Slot 9: Hot Stand-By WiSM-2 
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Å7.2 Ҍ╠ץ ҩWLAN ̆ ԍ ҹҊ  

Å7.3 ץ Per-User Per-SSID ң №≢ ҉ Ҋ  

Å ᾢ 4 ҩQoS Profile ׅ ï Platinum Gold Silver Bronze 
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AP 3600 

802.11n + 802.11ac WiFi 

With CleanAir 

technology 

  Business-Ready Mission Critical 
Best in Class 

Mission Critical 

AP 3500 

AP 1260 

AP 1140 
AP 1040 

OfficeExtend 

AP 600 

Teleworker 

and 

802.11ac 

Module 

AP 2600 New   
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ÅҌ AP̆ ῃ №  

Ҍ Ῥ ѿҩAPץ ̆⁞  

AP3600׆  

Å  

2.4 GHz & 5 GHz 

Ҍ ï ꜚ 2.4G 5G  

ῤ MIMO   0x4 (0 Tx antennaôs x 4 Rx Antennaôs) 

Å ԅ ῃ ץ ̆AP3600 ץ ̔ 

2.4 5 GHz ῀  

2.4G 5G Ḥ wIDS/wIPS ῃ  

2.4G 5G Ḥ №  

Target FCS 

Q4 CY2012 
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Å 802.11nѿ ᶫ10 ⌠30  

Å3x  

Å1G ï Wave 1 

ץ HD  

Å 802.11ac ᴪ2012׆ ₮ ̆ѿ  1x1 2x2 11ac
 

 

 

 

Å  

 =  =  

 

 

Number of SS 802.11ac 

80 MHz with 64 QAM 

802.11n 

20 MHz with 64 QAM 

1 290 Mbps 65 Mbps 

2 650 Mbps 144 Mbps 
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802.11ac AP,  

 

 

Target FCS 

Q1 CY13 
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Å802.11ac Wave 1 ï 5 GHz AP3600  

5 GHz  

ҊῚ 802.11a n  

1.3 Gbps   /  ~1 Gbps MAC ( ) 

3 ұ , 80 MHz, 256 QAM 

802.11ac ‰̆  

ÅAP3600 2.4 5 GHz 

2.4G  802.11 b/g/n 5G a/ac/n 

Å802.11ac ᶫ  

ᶫ 15.4 Watts (802.3af), Ҋ↓: 

Enhanced PoE, 802.3at PoE+, Local Supply or Power Injector 4 

Å ҹUniversal Mounting Brackets (Bracket-
2) ,  Ceiling Mounting Brackets (Bracket-3) 

Target FCS 

Q1 CY13 
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Cisco Switches 802.3af 

PoE 

802.3af - 

Enhanced PoE 

802.3at - PoE+ UPoE 

802.11ac Ready No Yes Yes Yes 

4500 E Series 47xx line card ã No ã ã 

4500 E Series all other 

copper line cards 
ã No ã No 

4500 non E Series ã No No No 

3750-X ã No ã No 

3750-E ã ã No No 

3750-G ã No No No 

3560-X ã No ã No 

3560-E ã ã No No 

3560-C ã No ã No 

2960-S ã No ã No 

2960-C ã No No No 

2960 ã No No No 

Power Injectors AIR-PWR-INJ4 
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f f 

Å CleanAir  

Å ClientLink 2.0 

Åῤ  

ÅCleanAir  

ÅClientLink 2.0 

Å ⱷ  

Å4  

ÅAironet 2600i Access Point 

Å ԍ ῤⱲῈ  

ÅAironet 2600e Access Point 

Å ԍ ȁד ῒז ҙ  

AIR-CAP2602I-x-K9 Dual-band 802.11 a/g/n  

controller-based access point 

AIR-CAP2602I-xK910 10 Pack 802.11 a/g/n controller-based 

access point 

AIR-SAP2602I-x-K9 Dual-band 802.11 a/g/n  

Standalone access point 

AIR-SAP2602I-xK9-5 5 Pack 802.11 a/g/n standalone 

access point 

AIR-CAP2602E-x-K9 Dual-band 802.11 a/g/n external 

antenna controller-based access point 

AIR-CAP2602E-xK910 10 Pack 802.11 a/g/n external 

antenna controller-based access point 

AIR-SAP2602E-x-K9 Dual-band 802.11 a/g/n external 

antenna Standalone access point 

AIR-SAP2602E-xK9-5 5 Pack 802.11 a/g/n external antenna 

Standalone access point 

General Availability ï Sept 2012 
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ÅAP3600 ᶫԅ ᴨ  

ÅAP3600  

ÅAP3600 Ḡ ᴑҙ  

Å ῃ  

Å11ac  

Å ῒז  

ÅAP3600  4x4:3ұ , ѿ  
Ҋ  

ÅAP3600 ⱴ ˻ 
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