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Introduction

This document describes how to install your Cisco 800 Series or Small Business (SB) 100 Series router. This
document applies to Cisco 831, 836, 837, 851, 857, 871, 876, 877, SB 101, SB106, and SB 107 model routers,
and includes routers with wireless capability.
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Requirements

To install the 800 or SB 100 series router, you need to have these items:

. Completed worksheets as instructed in the Site Survey, which includes the Internet Worksheet for
the router

. The router and power supply assembly included with the router
. A PC with an Ethernet card

. Straight-through Ethernet cables (two cables for the 831, 851, 871 and SB 101)

. ADSL cable for the 836, 837, SB 106, or SB 107 router

. Orange ISDN cable for the 836 or SB 106 router (ordered separately)

. Antenna(s) for the wireless 851, 857, 871, 876, or 877 router

. Before you install the router, check the TCP/IP settings on your computer. Your PC should be

configured to receive an IP address automatically with Dynamic Host Configuration Protocol (DHCP).
For more information on how to configure your TCP/IP settings, refer to Configure an IP Address on

http://www.cisco.com/public/technotes/smbsa/en/us/internet/hw_install_800.html (1 of 5)12/22/2005 9:19:37 AM


http://www.cisco.com/
http://www.cisco.com/
javascript:fnOpenWindow('http://tools.cisco.com/RPF/profile/profile_management.do');
javascript:fnOpenWindow('http://tools.cisco.com/Support/SMBSA/Contacts.go');
javascript:fnOpenWindow('http://www.cisco.com/public/technotes/smbsa/en/us/smbsa-portal-help.html');
http://tools.cisco.com/Support/SMBSA/HomePage.do
http://tools.cisco.com/Support/SMBSA/MyDevices.do?deviceType=router&deviceAction=deviceList
http://www.cisco.com/public/technotes/smbsa/en/us/internet/routers.html
http://www.cisco.com/public/technotes/smbsa/en/us/new-site/site-survey.html
http://www.cisco.com/public/technotes/smbsa/en/us/internet/configure_sdm.html
http://www.cisco.com/public/technotes/smbsa/en/us/internet/hw_install_800.pdf
http://www.cisco.com/public/technotes/smbsa/en/us/internet/hw_install_800.pdf
http://www.cisco.com/public/technotes/smbsa/en/us/internet/hw_install_800.pdf
http://www.cisco.com/public/technotes/smbsa/en/us/internet/hw_install_800.pdf
http://www.cisco.com/public/technotes/smbsa/en/us/internet/proc_setup_router.pdf
http://www.cisco.com/public/technotes/smbsa/en/us/internet/proc_setup_router.pdf
http://www.cisco.com/public/technotes/smbsa/en/us/new-site/site-survey.html
http://www.cisco.com/public/technotes/smbsa/en/us/general/cable_descriptions.html#straight
http://www.cisco.com/public/technotes/smbsa/en/us/general/configure_ip.html
javascript:fnOpenChildWindow('http://tools.cisco.com/Support/SMBSA/CreateSR.do')
javascript:fnOpenChildWindow('http://tools.cisco.com/Support/SMBSA/UpdateSR.do')

Cisco SMB Support Assistant

Your PC.
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Install the Router

To install the router, follow these steps:

Connect Antennas (Wireless Models Only)

Cisco wireless routers use 2.4-GHz antennas to connect to provide a wireless signal to the network. Cisco 850
series wireless routers use one antenna, and Cisco 870 series wireless routers use two antennas.

If you have a wireless router, follow these steps to connect antennas:

1. Attach the antenna to the connector on the back of the router and tighten the connector hand-tight.

2. After you connect the antenna to the back of the router, orient the antenna so that it is straight up.

Connect the Router Interfaces

Select the necessary cables to connect the router to a PC, broadband modem, or ADSL. For more information
about cables, refer to Cable Descriptions.

1. Connect the router to the PC with the straight-through Ethernet cable as shown in the illustration.
Connect one end of the Ethernet cable to port 4 on the built-in Ethernet switch.

A Caution: Always connect the Ethernet cable to the yellow Ethernet port on the router. If you
connect the cable to a WAN port, you may damage the router.

2. Connect the other end of the cable to the RJ-45 port on the Ethernet card installed in the PC.
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3. Connect additional cables according to your router model:

o For the 831, 851, 871, and SB 101, connect the second Ethernet cable between the
Internet port of the router and an available port on an installed DSL or cable modem. Turn
on the broadband modem if it is not already on.

o For the 836, 876, and SB 106, connect the lavender ADSL cable between the ADSL port
of the router and the telephone wall jack or ADSL splitter, and connect the orange ISDN
cable between the ISDN port of the router and the Network Termination (NT1) box or
ADSL splitter.

Note: The ADSL port is labeled ADSLoISDN on the 836, 876, and SB 106 routers.

n Forthe 837, 857, 877, and SB 107, connect the lavender ADSL cable between the ADSL
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port of the router and a telephone wall jack. If the ADSL line is also used for voice
communication, you can connect the router to an ADSL splitter to prevent disruption of
data communication.

Note: The ADSL port is labeled ADSLoPOTS on the 857 and 877 routers.

Connect Power to the Router

Note: Before you connect the router to its power source, read the Regulatory Compliance and Safety
Information for the 800 Series Routers or Regulatory Compliance and Safety Information for Cisco SB 100
Series Routers document that came with your router.

Follow these steps to connect the router to the AC adapter:

1. Check the power switch of the router and make sure it is turned off. Connect one end of the power
supply cable to the input jack of the router.

You can use the power latch included in your accessory kit to prevent the power adapter plug from
disconnecting from the router. Attach the power latch to the cable near the power plug and push it
toward the plug until it sits inside the latch. Connect the plug to the input jack and hook the latches to
the holes on either side of the jack until the plug is secure.

2. Connect the other end of the power supply cable to the desktop power adapter.

3. Plug the power cord of the desktop power adapter into an electrical outlet.

4. Turn the power switch on. The green OK LED on the front panel of the router lights up when you
connect the router to a power source. The router is now ready for use.

Back to Top

Verify Your Installation

To verify your installation, check for normal LED activity, as described in this table. All lights are green when
activity is normal. If you do not see normal LED activity, contact the SMB Technical Assistance Center (SMB

TAC) for assistance.

LED Label Meaning
OK None Lit when power is supplied to the router.
1.¢D Internet, Lit when the router detects status and connects to the digital
’ ADSL subscriber line access multiplexer (DSLAM) successfully.
Internet, - . )
RXD ADSL Blinks when a port on the Internet port receives network traffic.
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TXD letjesrrliet, Blinks when a port on the Internet port sends network traffic.
ISDN 1, Line ISDN Lit when ISDN D channel connects successfully.
ISDN CH1, ISDN Lit when ISDN B1 channel connects successfully. Blinks when
B1 the B1 channel receives or sends data.
ISDN CHZ2, ISDN Lit when ISDN B2 channel connects successfully. Blinks when
B2 the B2 channel receives or sends data.
Ethernet,
Ethernet Lit when the LAN port is physically connected to a server, PC,
1,2,3o0r4 .
LAN, or workstation.
Computers
Ethernet,
Ethernet Blinks when a port on the built-in Ethernet switch receives
RXD .
LAN, network traffic.
Computers
Ethernet,
Ethernet Blinks when a port on the built-in Ethernet switch sends
TXD )
LAN, network traffic.
Computers
Lit when one or more PPPOE or PPPoA client sessions are
PPP None .
running.
VPN None Lit when one or more VPN sessions are active.
Lit solid green when at least one wireless client is associated.
OK WLAN Blinks if no client is associated. Solid green if at least one client
is associated.
DATA WLAN BImI_(s if there is traffic on the wireless LAN. Off if there is no
traffic.
Back to Top
Next Step

You have completed hardware installation and are ready to configure your router with Security Device Manager
(SDM). SDM is a configuration tool that allows you to configure LAN and WAN interfaces, routing, Network

Address Translation (NAT), firewalls, VPNs, and other features on your router.

For further instructions, refer to Configure Your Router with Security Device Manager.

Note: If you have an ASA Security Appliance in your network, refer to Configure Your Router with Security

Device Manager for ASA.
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Related Information
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. Site Survey
. Cable Descriptions

. Configure Your Router with Security Device Manager
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Introduction

This document describes how to install your Cisco 1700 series router. The Cisco 1700 series routers have either
fixed or modular configurations that provide these features:

. One to four WAN Interface Cards (WIC) or a combination of WIC and Voice Interface Cards (VIC)

. Fast Ethernet LAN port

The Cisco WICs support Ethernet, ADSL, ISDN, T1/E1, and serial connections for WAN connectivity.
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Requirements

To install the 1700 series router, you need to have these items:

. Completed worksheets as instructed in the Site Survey, which includes the Internet Worksheet for
the router

. The router and power supply assembly (you must use the power supply that shipped with the router)
. Access to local AC power
. A PC with an Ethernet card

. A crossover Ethernet cable
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Install the Router

Before you install your 1700 series router, read the Regulatory Compliance and Safety Information for Cisco
1700 Routers document that came with your router. As advised in this document, the 1700 series router should
be connected to a reliable earth ground when in use.

You can install the 1700 series router on a desktop or flat surface. Position the router where you have access to
both front and back panels.

Connect Power to the Router

Follow these steps to connect power to the router.

1. Connect the attached power supply cord to the power socket (labeled +5, +12, -12 VDC) on the back
panel of the router.

Attachecd
ponwer Supply cand

2. Connect the separate power cord to the power socket on the power supply.
3. Connect the other end of the power cord to a standard AC power outlet.
4. Press the power switch to the on (| ) position.

5. To confirm that the router has power, verify that the PWR LED on the front panel is on. The OK light
blinks until the router has completed its self-test, and then the light stays on.

Connect the Router to a PC

To configure the router, you must connect the router to a PC with a crossover Ethernet cable. Follow these
steps:

1. Connect one end of the Ethernet cable to the 10/100BaseT Fast Ethernet port on the router.

A Caution: Always connect the Ethernet cable to the yellow Ethernet port on the router. If you
connect the cable to the wrong port, you may damage your router.

2. Connect the other end of the cable to the RJ-45 port on the Ethernet card installed in the PC.

Back to Top

Verify Your Installation

To verify your installation, check for normal LED activity, as described in this table. All lights are green when
activity is normal. If you do not see normal LED activity, contact the SMB Technical Assistance Center (SMB

TAC) for assistance.
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LED Panel Meaning

PWR Front On when power is being supplied to the router.

On when the router software is loaded and functional.

OK Front This LED blinks when the router runs a power-on self test (POST) or
when it loads operating system software (which may take 3 to 5
minutes). If the LED blinks continuously, the router may be
experiencing a problem.

On when the router is correctly connected to the Ethernet network

LNK Back | ihrough the 10/100 ETHERNET port.

ETH ACT Front Blinks when there is network traffic on the local Ethernet LAN.
WICO ACT On solid or blinking when there is data traffic on the corresponding
and WIC1 Front WIC port

ACT port.

w:gg SE and Back On when a WIC is correctly installed in the corresponding WIC slot.

Back to Top

Next Step

You have completed hardware installation and are ready to configure your router with Security Device Manager
(SDM). SDM is a configuration tool that allows you to configure LAN and WAN interfaces, routing, Network
Address Translation (NAT), firewalls, VPNs, and other features on your router.

For further instructions, refer to Configure Your Router with Security Device Manager.

Note: If you have an ASA Security Appliance in your network, refer to Configure Your Router with Security
Device Manager for ASA.

Back to Top

Related Information

. Site Survey
. Cable Descriptions
. Configure Your Router with Security Device Manager
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Introduction

This document describes how to install your Cisco 1800 series router. The 1800 series includes modular and
fixed-configuration routers that offer high-speed data, security, and voice features.
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Requirements

To install the 1800 series router, you need to have these items:

. Completed worksheets as instructed in the Site Survey, which includes the Internet Worksheet for the
router

. The router and power cord
. Access to local AC power
. A PC with an Ethernet card

. A crossover Ethernet cable

Back to Top

Install the Router

Follow these steps to install your 1800 series router:

Review Safety Information

Before you install your router, read the regulatory compliance and safety information for your router:

. Regulatory Compliance and Safety Information for Cisco 1800 Integrated Services Routers

. Regulatory Compliance and Safety Information for Cisco 1840 Routers

As advised in this document, the router should be connected to a reliable earth ground when in use.
Set Up the Chassis

If you want to install the router on a desktop or shelf, follow these steps:

1. Place the router upside-down on a smooth, flat surface.
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2. Peel the rubber feet from the black adhesive strip and attach them to the four corners of the bottom of
the chassis.

3. Place the router top-side up on a flat, smooth, secure surface. Position the router where you have
access to both front and back panels.

A Caution: Do not place anything on top of the router that weighs more than 10 pounds (4.5 kg).
Excessive weight on top could damage the chassis.

Connect Wireless Antennas

If your router has the wireless LAN option, follow these steps to connect the antennas:

1. Screw the antenna connectors in a clockwise direction onto the connectors on the back panel of the
router.

2. After you have attached the antennas, you must orient them. For best radio performance, orient the
antennas so that they are perpendicular to the ground.

Connect Power to the Router

Follow these steps to connect power to the router:

=

. Connect the power cord to the power socket on the back panel of the router.

2. Connect the other end of the power cord to a standard AC power outlet.

w

Press the power switch to the on (| ) position.

4. To confirm that the router has power, verify that the Power LED on the front panel is on. The Activity
light blinks slowly until the router has finished the boot process.
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Connect the Router to a PC

To configure the router, you must connect the router to a PC with a crossover Ethernet cable. Follow these steps:
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1. Connect one end of the Ethernet cable to the 10/100 BaseT Fast Ethernet port on the router.

A Caution: Always connect the Ethernet cable to the yellow Ethernet port on the router. If you
connect the cable to the wrong port, you may damage your router.

2. Connect the other end of the Ethernet cable to the RJ-45 port on the Ethernet card installed in the PC.

Back to Top

Verify Your Installation

To verify your installation, check for normal LED activity, as described in this table. All lights are green when
activity is normal. If you do not see normal LED activity, contact the SMB Technical Assistance Center (SMB

TAC) for assistance.

LED Panel Meaning
. On when the system is operates normally.
SYS PWR Front . Blinks slowly when the system is booting or in the
ROM monitor.

SYS ACT Front Blinks to indicate network or system activity.

CE Back On when flash memory is busy. Do not remove the
CompactFlash memory card when this light is on.

FDX Back On |nd.|cates full-duplex operation. Off indicates half-duplex
operation.

100 Back On indicates a 100-Mbps link. Off indicates a 10-Mbps link.
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On when the router is correctly connected to a local Ethernet
LNK (FE 0/0) Back network through Ethernet port 0.
On when the router is correctly connected to a local Ethernet
LNK (FE 071) Back network through Ethernet port 1.
Back to Top
Next Step

You have completed hardware installation and are ready to configure your router using Security Device Manager
(SDM). SDM is a configuration tool that allows you to configure LAN and WAN interfaces, routing, Network
Address Translation (NAT), firewalls, VPNs, and other features on your router.

For further instructions, refer to Configure Your Router with Security Device Manager.

Note: If you have an ASA Security Appliance in your network, refer to Configure Your Router with Security Device
Manager for ASA.

Back to Top

Related Information

. Site Survey
. Cable Descriptions

. Configure Your Router with Security Device Manager
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Step 6: Add or Remove a Wireless User on an Integrated Service Router (ISR Only)
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SetUp aT1l, E1, or Serial Internet Connection
Step 8: Set Up Internet Security on a Cisco Router

Introduction
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Full
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Email: I |

This document describes how to install your Cisco 2600 series router. The Cisco 2600 series features modular
access routers that support Ethernet, Fast Ethernet, Token Ring, and mixed LAN environments. The 2600

routers are either single rack-unit (1RU) or two rack-units (2RU) high.

Back to Top

Requirements

To install the 2600 series router, you need to have these items:

. Completed worksheets as instructed in the Site Survey, which includes the Internet Worksheet for

the router
. The router and power cord
. Access to local AC power
. A PC with an Ethernet card

. A crossover Ethernet cable

Back to Top
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Install the Router

The Cisco 2600 series router is rack-mountable, but the router can also be set up on a desktop or flat surface.
These setup instructions describe the desktop installation.

Before you install your 2600 series router, read the Cisco 2600 Series Regulatory Compliance and Safety
Information document that came with your router. As advised in this document, the 2600 series router should be
connected to a reliable earth ground when in use.

Set Up the Chassis
These instructions describe how to set up the chassis on a desktop.
1. Place the router upside-down on a smooth, flat surface.

2. Peel the rubber feet from the black adhesive strip and attach them to the five round, recessed areas
on the bottom of the chassis.

3. Place the router top-side up on a flat, smooth, secure surface. Position the router where you have
access to both front and back panels.

A Caution: Do not place anything on top of the router that weighs more than 10 pounds (4.5
kg). Excessive weight on top could damage the chassis.

Connect Power to the Router

Follow these steps to connect power to the router:

1. Connect the power cord to the power socket on the back panel of the router.
2. Connect the other end of the power cord to a standard AC power outlet.
3. Press the power switch to the on (| ) position.

4. To confirm that the router has power, verify that the Power LED on the front panel is on. The Activity
light blinks slowly until the router has finished the boot process.

Connect the Router to a PC

To configure the router, you must connect the router to a PC with a crossover Ethernet cable. Follow these
steps:

1. Connect one end of the Ethernet cable to the 10/100 BaseT Fast Ethernet port on the router.

A Caution: Always connect the Ethernet cable to the yellow Ethernet port on the router. If you
connect the cable to the wrong port, you may damage your router.
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2. Connect the other end of the Ethernet cable to the RJ-45 port on the Ethernet card installed in the
PC.

Back to Top

Verify Your Installation

To verify your installation, check for normal LED activity, as described in this table. All lights are green when
activity is normal. If you do not see normal LED activity, contact the SMB Technical Assistance Center (SMB
TAC) for assistance.

Router Type LED Meaning

POWER On when power is supplied to the router.

. On when the redundant power supply (RPS)
is installed and operating normally.

RPS . Off when RPS is not installed.
1-RU Chassis Height

Blinks when RPS has failed.

. Blinks slowly when system is booting.

ACTIVITY
. Blinks to indicate network or system activity.

PWR On when power is supplied to the router.

. On when the redundant power supply (RPS)
is installed and operating normally.

2-RU Chassis Height | SYS/RPS . Blinks rapidly when system is booting.

Blinks slowly when RPS has failed.

ACT Blinks to indicate network or system activity.

Back to Top

Next Step

You have completed hardware installation and are ready to configure your router using Security Device
Manager (SDM). SDM is a configuration tool that allows you to configure LAN and WAN interfaces, routing,
Network Address Translation (NAT), firewalls, VPNs, and other features on your router.

For further instructions, refer to Configure Your Router with Security Device Manager.
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Note: If you have an ASA Security Appliance in your network, refer to Configure Your Router with Security
Device Manager for ASA.

Back to Top

Related Information

. Site Survey
. Cable Descriptions

. Configure Your Router with Security Device Manager
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This document describes how to install your Cisco 2800 series router. The Cisco 2800 series features integrated

service routers (ISR) that offer high-speed data, security, and voice features.

Back to Top

Requirements

To install the 2800 series router, you need to have these items:

. Completed worksheets as instructed in the Site Survey, which includes the Internet Worksheet for

the router
. The router and power cord
. Access to local AC power
. A PC with an Ethernet card

. A crossover Ethernet cable

Back to Top
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Install the Router

Follow these steps to install your 2800 series router:

Review Safety Information

Before you install your router, read the Cisco 2800 Series Regulatory Compliance and Safety Information.

As advised in this document, the router should be connected to a reliable earth ground when in use.
Set Up the Chassis
If you want to install the router on a desktop or shelf, follow these steps:

1. Place the router upside-down on a smooth, flat surface.

2. Peel the rubber feet from the black adhesive strip and attach them to the four corners of the bottom
of the chassis.

3. Place the router top-side up on a flat, smooth, secure surface. Position the router where you have
access to both front and back panels.

A Caution: Do not place anything on top of the router that weighs more than 10 pounds (4.5
kg). Excessive weight on top could damage the chassis.

Connect Power to the Router

Follow these steps to connect power to the router:

1. Connect the power cord to the power socket on the front panel of the router.

ke

Note: This illustration shows the 2811 model. The 2801 model has the power socket on the back
panel.

2. Connect the other end of the power cord to a standard AC power outlet.
3. Press the power switch to the on (| ) position.

4. To confirm that the router has power, verify that the SYS PWR LED on the front panel is on. The
SYS PWR LED blinks slowly until the router has finished the boot process.

Connect the Router to a PC

To configure the router, you must connect the router to a PC with a crossover Ethernet cable. Follow these
steps:

1. Connect one end of the Ethernet cable to the 10/100 BaseT Fast Ethernet port on the router.

A Caution: Always connect the Ethernet cable to the yellow Ethernet port on the router. If you
connect the cable to the wrong port, you may damage your router.

2. Connect the other end of the Ethernet cable to the RJ-45 port on the Ethernet card installed in the
PC.

Back to Top
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Verify Your Installation

To verify your installation, check for normal LED activity, as described in this table. All lights are green when
activity is normal. If you do not see normal LED activity, contact the SMB Technical Assistance Center (SMB
TAC) for assistance.

LED Meaning
. Solid green when the system operates normally.
. Blinks green when system is booting or in the ROM
monitor.
SYS PWR
. Amber when there is a system error.
. Off when there is no power or system board is faulty.
. On when Redundant Power System (RPS) is installed and
operating normally.
AUX PWR
. Off when RPS is not installed.
SYS ACT Blinks to indicate network or system activity.
CE On when flash memory is busy. Do not remove the CompactFlash
memory card when this light is on.
Back to Top
Next Step

You have completed hardware installation and are ready to configure your router using Security Device
Manager (SDM). SDM is a configuration tool that allows you to configure LAN and WAN interfaces, routing,
Network Address Translation (NAT), firewalls, VPNs, and other features on your router.

For further instructions, refer to Configure Your Router with Security Device Manager.

Note: If you have an ASA Security Appliance in your network, refer to Configure Your Router with Security
Device Manager for ASA.

Back to Top

Related Information

. Site Survey
. Cable Descriptions

. Configure Your Router with Security Device Manager
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This document describes how to install your Cisco 3800 series router. The Cisco 3800 series features integrated

service routers (ISR) that offer high-speed data, security, and voice features.

Back to Top

Requirements

To install the 3800 series router, you need to have these items:

. Completed worksheets as instructed in the Site Survey, which includes the Internet Worksheet for

the router
. The router and power cord
. Access to local AC power
. A PC with an Ethernet card

. A crossover Ethernet cable

Back to Top
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Install the Router

Follow these steps to install your 3800 series router:

Review Safety Information

Before you install your router, read the Cisco 3800 Series Regulatory Compliance and Safety Information.

As advised in this document, the router should be connected to a reliable earth ground when in use.
Set Up the Chassis
If you want to install the router on a desktop or shelf, follow these steps:

1. Place the router upside-down on a smooth, flat surface.

2. Peel the rubber feet from the black adhesive strip and attach them to the four corners of the bottom
of the chassis.

3. Place the router top-side up on a flat, smooth, secure surface. Position the router where you have
access to both front and back panels.

A Caution: Do not place anything on top of the router that weighs more than 10 pounds (4.5
kg). Excessive weight on top could damage the chassis.

Connect Power to the Router

Follow these steps to connect power to the router:

1. Connect the power cord to the power socket on the front panel of the router.

Note: This illustration shows the 3845 model.

2. Connect the other end of the power cord to a standard AC power outlet.
3. Press the power switch to the on (| ) position.

4. To confirm that the router has power, verify that the SYS PWR LED on the front panel is on. The
SYS PWR LED blinks slowly until the router has finished the boot process.

Note: For the Cisco 3845 router, the SYS PWR1 or SYS PWR2 LED is lit after the router completes
startup.

Connect the Router to a PC

To configure the router, you must connect the router to a PC with a crossover Ethernet cable. Follow these
steps:

1. Connect one end of the Ethernet cable to the GigabitEthernet port on the router.

2. Connect the other end of the Ethernet cable to the RJ-45 port on the Ethernet card installed in the
PC.

Back to Top
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Verify Your Installation

To verify your installation, check for normal LED activity, as described in this table. All lights are green when
activity is normal. If you do not see normal LED activity, contact the SMB Technical Assistance Center (SMB

TAC) for assistance.

LED Meaning

. Off indicates router not receiving power

. Steady green indicates normal operation (power-up
complete)

SYS . Blinking green indicates booting or in ROM monitor mode

(immediately after power-up)

. Amber indicates that the router is powered but
malfunctioning

. Off indicates router not receiving power

SYS PWR . Steady green indicates normal operation (power-up

complete)

. Off indicates router not receiving power, power supply 1
not present, or power-up not completed

. Steady green indicates power supply is present and

SYS PWR1 enabled (power-up completed)

. Amber indicates power supply is present and off or
malfunctioning

. Off indicates router not receiving power, power supply 2
not present, or power-up not completed

. Steady green indicates power supply is present and

SYS PWR2 enabled (power-up completed)

. Amber indicates power supply is present and off or
malfunctioning

. Off indicates IP phone power is off or not present, or power-
up not completed

AUX PWR . Steady green indicates auxilliary power is present and
enabled (power-up completed)

. Amber indicates router is powered but malfunctioning

. Off indicates IP phone power supply 1 is off or not present,
or power-up not completed

AUX PWR1 . Steady green indicates auxilliary power is present and
enabled (power-up completed)

. Amber indicates router is powered but malfunctioning
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AUX PWR2

Off indicates IP phone power supply 2 is off or not present,
or power-up not completed

Steady green indicates auxilliary power is present and
enabled (power-up completed)

Amber indicates router is powered but malfunctioning

ACT

Off indicates no packet activity

Steady or blinking green indicates packets transmitted or
received on any WAN or LAN port, or router is monitoring
internal activities (power-up completed)

CF

Off indicates CompactFlash memory card not being
accessed

Steady green indicates CompactFlash card being
accessed; do not eject

Blinking green indicates CompactFlash card being
accessed; do not eject

Back to Top

Next Step

You have completed hardware installation and are ready to configure your router using Security Device
Manager (SDM). SDM is a configuration tool that allows you to configure LAN and WAN interfaces, routing,

Network Address Translation (NAT), firewalls, VPNs, and other features on your router.

For further instructions, refer to Configure Your Router with Security Device Manager.

Note: If you have an ASA Security Appliance in your network, refer to Configure Your Router with Security

Device Manager for ASA.

Back to Top

Related Information

. Site Survey
. Cable Descriptions

. Cisco 3800 Series Regulatory Compliance and Safety Information

. Configure Your Router with Security Device Manager
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Security Device Manager (SDM) allows you to manage your Cisco router with a graphical web interface. This document explains how to
install SDM on your router if SDM is not already installed on your router.

Back to Top

Requirements

To perform the steps described in this document, you need to have these items:

. A PC with an Internet connection

. A crossover Ethernet cable

Back to Top

Prepare Your Router to Support SDM

Before you download SDM, you need to make changes to your router to support SDM. To prepare your router to support SDM, follow these
steps:

Connect to the Router

To connect to your router, follow these steps:

1. Create a HyperTerminal connection to your router. For more information about how to create a HyperTerminal connection refer
to the Create a HyperTerminal Connection document.

2. Log into the router. The default login is username cisco, password cisco. Otherwise, use the administrator login and password
you entered in the Internet Worksheet (B10 and B11).

User nanme: cisco
Passwor d:

Note: If you do not know the password for your router, refer to Reset the Password on the Router.

3. Type enable to access the privileged mode. If you have set an enable password, use the password that you entered in the
Internet Worksheet (B12).

Rout er > enabl e
Rout er #

Verify the Software Image on the Router

To confirm the version of Cisco IOS® software on your router, follow these steps:

http://www.cisco.com/public/technotes/smbsa/en/us/internet/download_sdm.html (2 of 15)12/22/2005 8:19:47 AM


http://www.cisco.com/public/technotes/smbsa/en/us/general/cable_descriptions.html#cross
http://www.cisco.com/public/technotes/smbsa/en/us/general/hyperterm.html
http://www.cisco.com/public/technotes/smbsa/en/us/internet/router-pw-reset.html

Cisco SMB Support Assistant

Type show version to view your software version.

The command-line output looks similar to this example:

Rout er# show versi on

Cisco | OS Software, C831 Software (C831-KOO3Y6-M, Version 12.3(8)YG RELEASE SOFTWARE (fcl)
Synched to technol ogy version 12.3(10.3)T2

Techni cal Support: http://ww. ci sco.conltechsupport

Copyright (c) 1986-2004 by Cisco Systens, Inc.

Conpi | ed Thu 16-Dec-04 23:46 by eal yon

If your Cisco IOS software version is earlier than 12.3, you must upgrade your software. For detailed instructions, refer to Upgrade the
Software Image on a Cisco Router.

Verify Router Flash Memory

To verify the amount of space available in flash memory, type show flash to display details about flash memory usage.

Rout er #show f | ash

System fl ash directory:
File Length Nane/ st at us
1 5638936 ¢831-k903y6-ne.123-2. XC2. bin
[ 5639000 bytes used, 19264680 avail abl e, 24903680 total]
24576K bytes of processor board System flash (Read/ Wite)

If you have at least 8 MB (8000000 bytes) available in flash memory, you do not need to remove files from flash memory in order to install
SDM.

Note: If you have a wireless router, you need 9.7 MB available in flash memory to install Security Device Manager (SDM) with the wireless
configuration module.

If you have less than 8 MB available in flash memory, you need to delete files before you install SDM. See Reclaim Flash Memory for
instructions. If you have less than 8 MB of total flash memory, contact the SMB Technical Assistance Center (SMB TAC) for assistance.

Erase Webflash Memory
If you have an 830 series router, you need to remove Cisco Router Web Setup Tool (CRWS) files from from webflash memory in order to

access SDM. To remove the files from webflash memory, follow these steps:

1. Type erase webflash and press Enter, and press Enter again to confirm.

Rout er #er ase webf | ash
Erasing the webflash filesystemw |l renove all files! Continue? [confirn

2. The router displays this message during the erase.

Erasing device... eeeeeeeeeeeeeeee ...erased
Erase of webflash: conplete
Rout er #
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Configure Your Router to Support SDM

To configure your router to support SDM, follow these steps:
1. Type configure terminal and press Enter to enter configuration mode.

Rout er# configure termnal
Enter configurati on comrands, one per line. End with CNTL/Z.
Rout er (config)#

2. Type ip http server and press Enter to enable HTTP server.
Router (config)#ip http server
3. Type ip http secure-server and press Enter to enable Secure HTTP server.
Rout er (confi g)#ip http secure-server
4. Type ip http authentication local to enable local authentication.
Rout er (config)#ip http authentication |ocal
5. Type ip http timeout-policy idle 600 life 86400 requests 10000 and press Enter.
Router(config)#ip http timeout-policy idle 600 |life 86400 requests 10000

6. Type username username privilege 15 password 0 password to create a user account with configuration privileges. Use the
username and password that you entered in the LAN Addressing Worksheet (B10 and B11).

Rout er (confi g) #user nane usernane privilege 15 password O password

Note: You will use this username and password to access SDM.
7. Enter these commands to enable telnet and SSH:

a. Type line vty 0 4 and press Enter.
Rout er (config)#line vty 0 4

b. Type privilege level 15 and press Enter.
Rout er (config-line)#privilege |level 15

c. Type login local and press Enter.
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Rout er (confi g-1ine)#l ogi n | ocal

d. Type transport input telnet ssh and press Enter.

Rout er (config-line)#transport input tel net ssh

e. Type exit and press Enter.

Rout er (confi g-1ine)#exit
Rout er (confi g) #

. Type interface FastEthernetO and press Enter to configure the Ethernet interface.

Note: The name of the Ethernet interface varies with some router models. Review this table to confirm the name for the Ethernet interface
on your router. For example, if your router interface lists EthernetO, you need to enter the command interface EthernetO.

Router Model First Ethernet Interface

SOHO Ethernet0

800 Series Ethernet0

1760 FastEthernet0/0

1700 Series FastEthernetO

1800 FastEthernet0/0

2600 Series FastEthernet0/0

2800 FastEthernet0/0

Rout er (config-if)#i nterface FastEthernetO
Rout er (config-if)#

. Type ip address ip-address subnet-mask with the IP address and subnet mask from the LAN Addressing Worksheet (L6A and L2A).
Press Enter.

Rout er (config-if)#i p address 192.168.10.1 255. 255. 255.0

. Type no shutdown and press Enter to make the interface active.
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Rout er (config-if)# no shutdown

. Type end to leave configuration mode.

Rout er (confi g) #end
Rout er

. Type write memory to save the configuration.

Rout er (config)#wite nenory
Bui I di ng configuration...

[ K]

. Click File > Exit to exit HyperTerminal.

Back to Top

Download SDM

To download the SDM files, follow these steps:

Note: SDM is provided on the CD included with your router. However, Cisco recommends that you download the software from Cisco.com
to ensure that you have the most recent version.

[EEY

. Open http://www.cisco.com/pcgi-bin/tablebuild.pl/sdm.

2. Click the SDM-Vnn.zip file for the SDM version you want download.

3. Review the End User License Agreement and click Accept.

4. Click the SDM-Vnn.zip file to download the file.

5. Log in with your Cisco.com user ID and password to begin the download.

6. Extract the SDM-Vnn.zip file to your PC desktop. For more information about how to extract the files from .zip format, review the
documentation for your zip utility.

Confirm Connectivity to the Router

To confirm connectivity between your PC and the router, follow these steps:

1. Change your PC IP address to an address that matches the router Ethernet IP address you entered in the LAN Addressing
Worksheet (fields L6A and L2A). For example, if your router has IP address 192.168.10.1, change your PC to 192.168.10.2. To
change your PC IP address, go to Control Panel > Network and Dial-Up Connections > TCP/IP Properties. For more
information on how to configure an IP address on your PC, refer to Configure an IP Address on Your PC.
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2. Connect the crossover cable to the RJ-45 Ethernet port of your PC and the yellow Ethernet port of the router.

Crossover Cable

3. Verify that your PC can send traffic to the router with a ping test.
a. Click Start > Run
b. Type command or cmd to launch a DOS prompt.
c. Type ping router-IP-address and press Enter.

For more information on how to do a ping test, refer to Troubleshoot Ethernet Connectivity.
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[Fi]Command Prompt

Ciwrping 192.168.168.1
Pinging 192.168_.18.1 with 32 bytes of data:

192 168.18_1: bytes=32 time<{1Bms TTL=128
192 168.168_1: bytes=32 time<1Bmsz TTL=128
192 168.168_1: bytes=32 time<{1Bm= TTL=128
Reply from 192.168.108.1: bytez=32 time<l8msz TTL=128

Ping statistics for 1922_168_.18.1:

Packets: Sent = 4. Received = 4, Lost = 8 (8% loss),
Approximate round trip times in milli—seconds:

Minimum = Bmz,. Maximum = Bnz. Average = @ns

G

4. Type exit and press Enter to close the window.

Install Security Device Manager

To install Security Device Manager, follow these steps:

1. Open the SDM folder on the desktop and double click the setup.exe file.

2. Click Next.
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Cisco 5D - Installation Wizard

Welcoms to the Installation wizard for Cizco SDM

Thiz vazard wall mstall Cizco SDMZ2.1.1 on yow computer
and pouben,

It iz strongly recommended that you exit &l ‘wWindows
peograms befors running this Setup program

Chck Mewt b contirase with the instalation wizard

ek | New> | [CCancel ]

3. Choose | accept the terms of the license agreement and click Next.

Cisco 5D - Installation Wizard
License Agieement
Flease read the follwing icense agreement canshully,

mﬂ‘hmmﬂufawm it avalable at hitpr /v g ong/ solftwareNar
End User License Agieement

IMFORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT CAREFULLY.
DOWNLOADING, INSTALLING OR USING CISCO OR CISC0-5UPPLIED SOFTWARE
COMSTITUTES ACCEPTANCE OF THIS AGREEMENT. =

(% | accept the tems of the icense agreemend
™ o ot accept the temns of the heence agresment
ImstaliGteeld

< Back et » Cancsl

4. Choose Cisco Router and click Next to install SDM on the router.
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Cisco 5D - Installation Wizard

Inzstall Optionz
Install Cizoo SDM on this computer or on the rouber

Select where you wanl to install Cisco SOM,

™ This Computes
Ingtall: Cizco SOM on this compuber.

niztall: Cizco SOM on pour routers flash memoy.

" Both [computer and router]
Instalks Cizco SDM on thiz computer and on vour router’s Flash memony.

< Back Mewt > Cancel |

5. In the Hostname/IP Address field, enter the IP address from the LAN Addressing Worksheet (L6A). In the Username field,
enter the username that you entered in the LAN Addressing Worksheet (B10). In the Password field, enter the password that you

entered in the LAN Addressing Worksheet (B11).

Cisco 5D - Installation Wizard

Houter Authentication
Erter soutes autherticabion nformation

Enber the router’s IP sddressHostname, usemname and password To mstall fikes on your ioutes
your should be a Priviiege beved 15 wsar or view uzes of type SDM_Admnistratorroot].

Hostname/IP Addiess: I

Usenname: |

Parywod: |

Hote: HTTF showld be tumed on in your router for the installstion bo succeed The instal
apphcation wil bum on HTTF or HTTPS server on the router # it i not lumed on

< Back et > Cancsl

6. SDM accesses the router with your login information. If SDM cannot access the router, see Troubleshoot the Procedure.
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Lisco 5D - Installation Wizard
Router Authentication
Eriter soutes authenticahion nformation

Enber the router’s IP sddress./Hostname, usemname and password To matall fikes on your ioutes
you should be a Privilege keved 15 wser o wiew uses of type SDM_Admnistratoroot].

Hostname.  Cormecling o the outes, Flease wal,,

U sEnEEEEEEEEEEEEE

Patvwod:

Hote: HTTF showld be tumed on in your router for the installstion bo succeed The instal
apphcation wil bum on HTTF ar HTTPS server on the router # it i not lumed on

¢ Hack Hext » Cancel

7. Choose Typical and click Next.

Cisco 5D - Installation Wizard
Flazh nstallation options
Sedect the lype of installstion for Cizco SDM

@ [Typeal
Thes ophon val determie the routes's capatadines and instal the appropnate
Cizzo SDM components.

" Custom
Tz option vl allow pou o zelect the Cico SDM companents that you want bo
instal based on the available mematy,
I~ Backus Cisco SDM) and Corfiguration fes

| Hrowese I

< Back Mewt > Cancel |

8. Check SDM: Install Cisco Router and Security Device Manager and Install Cisco SDM Express. If you have a wireless
router, check WLAN: Install the Wireless Application. Click Next.

Note: If you want to use Intrusion Prevention System (IPS), you need to upgrade your IOS image to Release 12.3(8)T4 or later.
For more information, contact the SMB Technical Assistance Center (SMB TAC).
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Lisco S0 - Installation Wizard

9. Click Install to begin installation.

Lison 5D = Installation Wizard

Ready 1o Install the Program
The wizard is ready to begin installation.

10. The Installation Wizard copies the SDM files to the router.
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Cisco 5D - Installation Wizard

Selup Status

Cizco SDM Installation \Wizard iz instaling wour soffware.

Copsang S0M bo yoar rouber

11. Click Finish to complete the installation.

Back to Top

Next Step

You have now installed SDM on your router.

Refer to Configure your Router with Security Device Manager to configure your router with SDM.

Note: If you have an ASA Security Appliance in your network, refer to Configure Your Router with Security Device Manager with ASA.

Back to Top

Troubleshoot the Procedure

This section provides information about common problems that you may encounter. If this information does not solve your problem, contact
the SMB Technical Assistance Center (SMB TAC) for assistance.

Problem Cause(s) and Suggested Solution(s)
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. See to the Confirm Connectivity to the Router.

SDM cannot access my router when |
enter my login information. . If the tests in Confirm Connectivity to the Router are successful, see

Prepare Your Router to Support SDM..

Reclaim Flash Memory

If there is insufficient space to copy the new software image into flash, the router displays an error message. To resolve this problem, you
need to delete files from Flash memory and reclaim flash memory space. To reclaim flash memory, follow these steps:

1. Type show flash and press Enter to show the files in flash memory.

System flash directory:
File Length Nane/ st at us
1 5877460 ¢1700-y-ne.123-12.bin
2 3885056 sdmtar
3 1545 sdntonfig-1721.cfg
[9764061 bytes used, 23528223 avail able, 33292284 total]
32768K bytes of processor board System flash (Read/ Wite)

2. Review the files to determine what files you can delete. You can delete unused .cfg configuration files or .bin software image files.

A Caution: Ensure that you do not delete a .cfg configuration file or a .bin software image file that is in use.

3. Type del filename.ext to remove unnecessary files. Press Enter to confirm.

Rout er# del fil ename. ext

Router# Delete filenane [fil enanme.ext]?
Router# Delete flash:filenane.ext [confirni
Rout er #

4. Type squeeze flash to reclaim flash memory. Press Enter.

Rout er# squeeze flash

Squeeze operation may take a while. Continue? [confirni

squeeze in progress... EEEECEEEEEEcEeeEEEeeeceeEEeeeeeeeeeeeeeeeeceeeeeeeee
Rebuild file systemdirectory...

Squeeze of flash conplete

Rout er #

Back to Top
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Related Information

. Cable Descriptions

. Configure an IP Address on Your PC

. Reset the Password on a Cisco Router

. Configure Your Router with Security Device Manager
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Cisco | Profle | Contacts & Feedback | Help

Cisco SMB Support Assistant
1T

cISCO Set Up Your Cisco Router

Home > Work With My Routers > Cisco Routers > Set Up Your Cisco Router

Service Requests

Step 4: Configure Your Router with Security Device Manager

Open a service request =
Update a service request &'

Step 1: SMB Support Assistant Site Survey
Step 2: Set Up Your 800 or SB 100 Router Hardware
Set Up Your 1700 Series Router Hardware
Set Up Your 1800 Series Router Hardware
Set Up Your 2600 Series Router Hardware
Set Up Your 2800 Series Router Hardware
Set Up Your 3800 Series Router Hardware O+ O0+0+0O0-0-
Step 3: Download and Install Security Device Manager .
Step 4: Configure Your Router with Security Device Manager This document solved my problem.
Mﬁnts Download PDF O vYes O No O Just Browsing
Launch SDM
Reset the Router to the Default Configuration
Record Interfaces
Complete the Startup Wizard

Feedback

Please rate this document.

Step 4: Configure  Suggestions for improvement:
.@ Your Router with

Security Device

Manager
Perform Addltlo.nal Configurations Set Up Your Cisco
Configure a Time Server E Router
Next Step - If Cisco may contact you for more details
or for future feedback opportunities,
Troubleshoot the Procedure

i please enter your contact information:
Related Information

Step 5: Configure Wireless Security on an Integrated Services Router (ISR Only) Eull
Step 6: Add or Remove a Wireless User on an Integrated Services Router (ISR Only) Name:
Step 7: Set Up an ADSL Internet Connection
Set Up an Ethernet Internet Connection
Set Up an ISDN Internet Connection
SetUp a T1, E1, or Serial Internet Connection Submit
Step 8: Set Up Internet Security on a Cisco Router

Email:
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Cisco SMB Support Assistant
Introduction

This document explains how to configure and manage your router with Cisco Security Device Manager (SDM).

Note: If you have an ASA Security Appliance in your network, refer to Configure Your Router with Security Device

Manager for ASA.

Back to Top

Requirements

To perform the steps described in this document, you need to have these items:

. A router with Cisco Security Device Manager (SDM) installed. If your router does not come with SDM
installed, refer to Download and Install Security Device Manager.

. A crossover Ethernet cable

. Aconsole cable
. A PC with a Pentium Il or higher processor
. Windows 2000 or XP
Note: Windows 2000 Advanced Server is not supported.
. One of these web browsers:
o Netscape version 7.1 or later.
o Internet Explorer version 5.5 or later.

Note: If you are using the Java plugin, you need to use SUN Java Runtime Environment (JRE)
version 1.4.2_05. For information about how to update your version of JRE, refer to Sun

Microsystems
. Completed worksheets from the Site Survey:
o LAN Addressing Worksheet
o Internet Worksheet

o ISR Router Worksheet
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Back to Top

Launch SDM

To start SDM, follow these steps:

1. Open a web browser and type http://router IP address in the Address field. The router's IP address is the

IP address that you entered in the LAN Addressing Worksheet (L6A).

2. Atthe login prompt, enter the username and password for the privileged (privilege level 15) account on your
router. If your router has the default configuration, use the username "cisco" and password "cisco".

Note: If you are unable to log in, see Troubleshoot the Procedure for assistance.

3. If you see a screen similar to the example, click Security Device Manager (SDM) to launch SDM. If you

see a screen labeled Home: Summary Status, continue to the next step.

Cisco Systems
Accessing Cisco 1721 "Router"

w diagmosic log - display the dagnomic log
Bl cmpor the gopier < HTML sccess be the command bae mivelce of lepel 012334 5 6
Thowr t nEger] - Arplay mformaen commenly sesded by bach rapprort
Emended Peg - Send extended ping comsrvomds

5 Dence Masager - Confipure awd momtor 0ef srcugh the web misrface

g iy (LI —ofSgEe & moslsr SECUWTY [eanares trough the web Breriace

i gt wrgrwr m - Cecoe Copnection Ondne, mcledng the Techmical Asnitance Cepber [TAL
 mcifnscsoom - eoml e TAC
¥ 1-H00-3323-T447 ar +1-408-308- TS - phose the TAC

4 hamliTicy m - o-mmal the TN merface develepment grows

Note: If you do not see an option for SDM, see Troubleshoot the Procedure for assistance.

4. If the router's home page appears, click Cisco Router and Security Device Manager in the left column.
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Note: If you see an option A more secure connection (HTTPS) to this device is available, click Yes.

5. SDM displays a launch page and opens the main interface in a separate window.
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T SOM Launch Page {192.168.10.1) - Microsalt Internet Explorer provided by Cisco Sysl =] =]

Cisco Router and Security Device Manager (SDM)

Cisce Srarems

Copyright © 2002 - 2004 Cisco Systema. Inc
Al nights reserved

Loading Cisco SDM. Please wait ... T

SOM for 192.168.10.1 will open in another wandow.
Do nat close this windows until you logout from SDM.

|41 Opening page hitp://12. 168,10, L archve lash:sim NN | | | Unknown Zone P

6. The SDM Java applet loads on your PC. If your browser displays a security warning, click Yes to accept the
SDM download.

7. When the application has loaded completely, SDM displays the SDM Home page. If your router has a
default configuration, SDM launches a the SDM Express Wizard Wizard.
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8. If your router loads SDM Express Setup, see Complete the Startup Wizard. Otherwise, proceed to Reset
the Router to the Default Configuration.

Note: If you want to modify an existing configuration on the router, refer to Modify Your Router
Configuration with Security Device Manager.

Back to Top

Reset the Router to the Default Configuration

If you have an existing configuration and want to reconfigure your router, reset your router to a default configuration. To
reset your router to a default configuration, follow these steps:

Note: This procedure will delete your current configuration and replace it with a factory default configuration.

1. Click Configure.
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Sah .
{ﬁ} Configure
2. Click Additional Tasks.

Securty Audit

Rauking

Create New Connection

Additional Tasks k

3. Click Reset to Factory Default.
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B Cisco Router and Security Device Manager (SDM): 192.168.10.1
File Edit  Wiew Tools Help
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B+ ACL Editor
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Firewsall and ACL
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Rezet to factory default

4. Under Step 1 enter the location on your computer where you want to store a backup copy of the current
router configuration.

5. Click Reset Router.
Note: The router requires 1-2 minutes to reset.

6. Change your PC IP address to 10.10.10.2 with a subnet mask of 255.255.255.248. For further information
about how to configure an IP address on your PC, refer to the document.

7. Open http://10.10.10.1 in a web browser.

8. Log into SDM with the username cisco and password cisco.

Back to Top

Record Interfaces

Follow these steps to record the available interfaces on your router:

1. Click Configure.
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{ﬁ} Configure

2. Click Interfaces and Connections.

3. Click Edit Interface/Connection.
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4. Record the interfaces listed in fields B35-B38 of the ISR Router Worksheet.

Back to Top

Complete the Startup Wizard

If your router has a default configuration, SDM runs the Startup Wizard. To complete the wizard, follow these steps:

1. On the Welcome screen, click Next.
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Ciscn SDM Express Wizard Ty EII

Configuration Steps

Weltnime 10 the Cisco SDM Express Wizard

The Claco SOM Express wizard will help you connect your router to the local
nirteeark and fo the Intemet. afler you complide he wizand SCreens, you Can s
your sattings and return to any screen to change seftings before delwering the

v Overview seflings to the router
Basic Configuration
LAN IP Addrass Hyou use Cisco Mabswork Serdces (CHE) to configure roulers in youwr neteork, you
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DHCP senvar bo obtain & configuration.
Internet (WAN)

2. At the Basic Configuration screen, enter your new username and password. Use the administrative account
and password that you entered in fields B10 and B11 of the ISR Router Worksheet. Next to Enable Secret
Password, type the enable secret password that you entered in field B12 of the ISR Router Worksheet.
Click Next.

Note: For recommendations on how to implement strong passwords, refer to Password Security.
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3. If you have a wireless router, follow these steps:
Note: If you have a non-wireless router, proceed to the next step.

a. SDM displays the Wireless Interface Configuration screen. Choose Yes and click Next to configure
the wireless interface.
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b. On the LAN Interface Configuration screen, enter the IP address and subnet mask for the router
(from fields L6A and L1A on the LAN Addressing Worksheet). Enter the Wireless Network Name
that you entered in field W14 of the ISR Router Worksheet and click Next.
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4. On the LAN Interface Configuration screen, enter the IP address and subnet mask for the router (from fields
L6A and L1A on the LAN Addressing Worksheet). Click Next.

Note: If you have a wireless router, proceed to the next step.
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Cisco SOM Express Wizard x|
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5. On the DHCP Configuration screen, check Enable DHCP server on the LAN interface and enter the IP
address of the DHCP start range and the DHCP end range that you entered in the LAN Addressing
Worksheet (L50 and L51).

In the Domain Name Server Configuration section, enter the DNS information for your network.

o If you have an internal DNS server, enter the IP addresses of your internal DNS servers that you
completed in the LAN Addressing Worksheet (L4 and L5).

o If you do not have an internal DNS server, copy the IP addresses you completed in the Internet
Worksheet (B50 and B51).

Click Next.
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192 16B.10.250

6. On the WAN Configuration screen, click Next, and click No to skip WAN Configuration.
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7. On the Security Configuration screen, check all of the check boxes, and then click Next.
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8. On the Wizard Summary screen, review your configuration to ensure that it is accurate, and then click

Finish.

9. When the Reconnection Instructions screen appears, click OK to save the new configuration. To reconnect
to SDM, open the new router IP address (from Step 5) in a web browser and log in with the new password

(from Step 4).

Note: Since the router IP address has changed, you will lose your connection to the router. To reconnect to
the router with SDM, configure your PC with an IP address to match the IP address for your Ethernet
interface. For example, if you configured your router Ethernet interface with the address 192.168.10.1 with a
subnet mask of 255.255.255.0, your PC must have an IP address from 192.168.10.2-254 with the same
subnet mask. For more information on how to configure an IP address on your PC, refer to Configure an IP

Address on Your PC.

Back to Top
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Perform Additional Configurations

When you have completed configuration with the wizard, you need to add these configurations to the router manually.

Configure a Time Server
A time server ensures that your router has the correct time. To configure a time server, follow these steps:

1. Click Configure.
{ﬁ} Configure

2. Click Additional Tasks.

Securty Audit

Rauking

v,
o

E'

Intrusion Prevention

Create New Connection

Additional Tasks k

3. Double-click Router Properties, and then click NTP/SNTP.
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4. Click Add.

5. Choose SNTP Server IP Address and enter 192.43.244.18.

Add NTP Server Details x|

Erfer tha NTP Server Addiess and Sounce Interfacse

[NTP Serves IPAddiess =] | ™ Preler

* HTF Souice Interface : | =]

Note: You can also choose SNTP Server Hostname and enter time.nist.gov. Your router must have an
active Internet connection to use a host name.
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6. Click OK.

7. Click File > Write to Startup Config to save your configuration.

Back to Top

Next Step

You have now configured your router with SDM.

If you have an Integrated Services Router with a wireless antenna, proceed to Configure Wireless Security on an
Integrated Service Router.

If you want to configure an Internet connection, refer to the appropriate document for your connection. If you are not
sure what connection type you have, refer to your Internet Worksheet.

. Set Up an Ethernet Connection

. Set Up an ADSL Connection

. Setup a T1/E1l/Serial Connection
. Set up an ISDN Connection

Note: If your router is already connected to the Internet, refer to Set Up Internet Security on a Cisco Router.

Back to Top

Troubleshoot the Procedure

This section provides information about common problems that you may encounter. If this information does not solve
your problem, contact the SMB Technical Assistance Center (SMB TAC) for assistance.

Problem Cause(s) and Suggested Solution(s)
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. SDM may not be installed on your router. Refer to
Download and Install Security Device Manager for

further assistance.

| do not see a login prompt.
. Your Ethernet interface may be down. Refer to
Download and Install Security Device Manager for

assistance.

If you are unable to log in, you need to create a privileged
username and password for your router. Refer to Download and

Install Security Device Manager for further assistance.

I cannot log in with the default
username and password.

When | access the router | do SDM may not be installed on your router. Refer to Download and
not see an option to load SDM. Install Security Device Manager for further assistance.

When | connect to the router, it
loads Cisco Router Web Setup
instead of SDM.

Refer to Download and Install Security Device Manager and review
the Erase Webflash Memory section.

Back to Top

Related Information

. Download and Install Security Device Manager
. Cable Descriptions
. Configure an IP Address on Your PC
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Home > Work With My Routers > Cisco Routers > Set Up Your Cisco Router

Service Requests

Step 5: Configure Wireless Security on an Integrated Service Router
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Feedback
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Re UI.rements Step 5: Configure  Suggestions for improvement:
Overview
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Cisco SMB Support Assistant
Introduction

This document describes how to configure wireless security on a Cisco Integrated Services Router (ISR).

Back to Top

Requirements

. You must have completed the steps in Configure Your Router with Security Device Manager

To perform the steps described in this document, you need to have these items:

. Completed ISR Router Worksheet as instructed in the Site Survey

. An Wireless ISR that is powered on and connected to a PC with a straight-through Ethernet cable

. Cisco IOS® Software Release 12.2 installed on the ISR

Back to Top

Overview

Any wireless networking device within range of an AP can receive its radio transmissions. Therefore, you need to
configure security settings to prevent unauthorized access to your network. This document explains how to configure
security settings to ensure that unauthorized users cannot connect to your AP.

Cisco recommends LEAP for security, an implementation of the EAP/802.1x protocol.

Back to Top

Configure Security Settings

Follow these steps to configure security on the ISR:

Access the Router
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Cisco SMB Support Assistant

Follow these steps to access the ISR:

1. Open your browser and type http://isr-ip-address and press Enter. For isr-ip-address, use the IP address
in field W10 of the ISR Router Worksheet.

2. Enter the ISR username and password that you entered in fields B10 and B11 of the Integrated Services
Router worksheet and press Enter.

Note: If you cannot log into the router, see Troubleshoot the Procedure.

3. Click Configure.
i .
i.‘é}% Canfigure

4. In the Create Connection tab, select Wireless and click Launch Wireless Application.
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5. The wireless application launches in a separate window.
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Local RADIUS Server
Follow these steps to enable a local RADIUS server:

1. Click Wireless Security > Local Radius Server.

Wirnehess Security
Encryplion Manager
S50 Managar
Sernver Managar

Local RADIUS Bm[

2. Click the General Set-Up tab.

3. Scroll to the User Groups area of the Security: Local RADIUS Server screen.
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4. Enter these values under User Groups:

Group Name

Default
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Session Timeout (Leave this field blank)

Failed Authentication before Lockout | 3

Lockout Interval, 600
VLAN ID 20
ssID (Enter the Wireless Network Name from field W14

of the ISR Router Worksheet)

Click Add to add the SSID number.

User Groups

Current Lser Groups

Group Mame: [Dietault
Session Timeout {optional): | {1-4294967295 sec)
Daletn Failed Authentications before Lockout joptional): |3 [1-4294967 265)
Lockowt (optional): ™ Infinite
# Interval |00 (1-4294967 295 sec)
VLA ID {optional): a0

S50 (optional): [clataiat Add

Apply | _Cancel |

5. Click Apply to save the changes.
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Express Security

Follow these steps to set up Express Security:

1. Click Wireless Express Security > Bridging.

2. Enter these values in the Express Security Bridging screen:

Field

Value

(Enter the Wireless Network Name from field W14 of the ISR

SSID Router Worksheet)
Enable VLAN ID, 20
VLAN
Check Native VLAN
Bridge 1
Security EAP Authentication

RADIUS Server

Enter the router IP address from field W10 of the ISR Router
Worksheet.

RADIUS Server Secret

Enter the RADIUS Password from field W15 of the ISR Router
Worksheet.
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Express Security Bridging

1. SSID |zebral ™ Broadcast SSID in Beacon
2. VLAN € NoVLAN @ Enable VLAN 0: [20 (1-4094) ¥ Mative VLAN

3. Bridge Bridge Group Number. [1 (1-255)

4, Security " Mo Secuniy

" Static WEP Key
[key 1] | [z6612]
@ EAP Authentication
RADIUS Servar: [192.168.10.1 (Hostname or IP Address)

RADIUS Servar Secret: I""'_""""'_

C WPa
RADIUS Servar: | (Hostrame or IP Address)
RADIUS Server Secret: |
Apply | Cancel |
S510 | VLAN Bridge Grp. Encryption | Authentication Key Native Broadcast
Number Management VLAN 551D

3. Click Apply to save the changes. If a warning message appears to indicate that you are about to update
your settings, click OK to continue.

The settings shown on this vall be updated.
:H'I:H.'hu'_..l o

T

Encryption Manager
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Follow these steps to complete the Encryption Manager:

1. Click Wireless Security > Encryption Manager.

Wireless Security

Encryplion Managey
SEID Manager %)
Server Manager
Local RADIUS Berver

2. Inthe Encryption Modes area, choose WEP Encryption and Mandatory.

[ RADIOB-H0Z 116 “(RADWA-BOZTIA
Hostname Rowber
Sel Encryplion Mode and Keys for VLAN: lﬂ Dedins VAN
Encryption Modes |
" Hone
& WEP Encryption | RN - |
© Cipher [WEF 128 bit =]
| Glabal Prapesties
Broadcast Koy Rotation Intendal: & Dizsble Fotstion

 Enable Rotation with Inferdal; |DISABLED  (10.10000000 sec)
WPA Group Key Update: [T Enable Group Key Update On Mermbership Termination

[ Enable Group Key Update On Member's Capability Change

| Apply | cance |

3. Click Apply to save the changes. When a warning message appears to indicate that you are about to
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update your settings, click OK to continue.

Microsall Internet Explorer 1 x|

B WiRAIkG;
* The settings shown on this page will be updated.
ek, "0 ko conitirese,

G|

Back to Top

Next Step

You have completed basic configuration of the wireless module of your router.

To add additional users to your wireless network, refer to Add or Remove a Wireless User.

If you want to configure an Internet connection, refer to the appropriate document for your connection. If you are not
sure what connection type you have, refer to your Internet Worksheet.

. Set Up an Ethernet Connection

. Set Up an ADSL Connection

. Setup a T1/E1l/Serial Connection
. Set up an ISDN Connection

Note: If your router is already connected to the Internet, refer to Set Up Internet Security on a Cisco Router.

Back to Top

Troubleshoot the Procedure

This section provides information about common problems that you may encounter. If this information does not solve
your problem, contact the SMB Technical Assistance Center (SMB TAC) for assistance.

Problem Cause(s) and Suggested Solution(s)
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| cannot access the router. Refer to Configure Your Router with Security Device Manager.

Back to Top

Related Information

. Configure Your Router with Security Device Manager
. Add or Remove a Wireless User

. Password Security

. Configure an IP Address on Your PC

© 1992-2006 Cisco Systems, Inc. All rights reserved. Terms and Conditions, Privacy Statement, Cookie Policy and Trademarks of Cisco Systems, Inc.
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N1 _
cISCO Set Up Your Cisco Router

Home > Work With My Routers > Cisco Routers > Set Up Your Cisco Router

Service Requests

Step 6: Add or Remove a Wireless User on an Integrated Services Router

Open a service request
Update a service request

Step 1: SMB Support Assistant Site Survey

Step 2: Set Up Your 800 or SB 100 Router Hardware
Set Up Your 1700 Series Router Hardware
Set Up Your 1800 Series Router Hardware
Set Up Your 2600 Series Router Hardware
Set Up Your 2800 Series Router Hardware
Set Up Your 3800 Series Router Hardware O+ 0O0+0+ O0-0-

Step 3: Download and Install Security Device Manager

Step 4: Configure Your Router with Security Device Manager

Step 5: Configure Wireless Security on an Integrated Services Router (ISR Only)

Feedback

Please rate this document.

Download PDF This document solved my problem.

Step 6: Add or -
Step 6: Add or Remove a Wireless User on an Integrated Services Router (ISR Only) Remove a Wireless O yes O No O Just Browsing
Introd.uctlon T Useronan Suggestions for improvement:
Requirements Integrated Services
Connect to the Router Router

Add a New Wireless User

Set Up Your Cisco

Remove a Wireless User '@ Router

Next Step

Troubleshoot the Procedure If Cisco may contact you for more details
Related Information or for future feedback opportunities,

) please enter your contact information:
Step 7: Set Up an ADSL Internet Connection

Set Up an Ethernet Internet Connection

Full
Set Up an ISDN Internet Connection Name:
Set Up aT1, E1, or Serial Internet Connection Email
mail:
Step 8: Set Up Internet Security on a Cisco Router

Submit

Introduction

This document describes how to add or remove a wireless user on a Cisco Integrated Services Router.
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Back to Top

Requirements

To perform the steps described in this document, you need to have these items:

. Completed ISR Router Worksheet as instructed in the Site Survey

. A crossover Ethernet cable to connect the router to a PC

. You must have completed Configure Wireless Security on an Integrated Services Router

Back to Top

Connect to the Router

To connect to the ISR wireless management interface, follow these steps:

1. Connect your PC to the router with a crossover Ethernet cable.

2. Configure your PC with an IP address that is on the same subnet as the AP. For instructions on how to change
your PC Internet settings, refer to Configure an IP Address on Your PC.

3. Open a web browser and enter the router IP address that you entered in field W10 of the Integrated Services
Router Worksheet.

4. At the login prompt, enter the router password that you entered in field B11 of the Integrated Services Router
Worksheet.

5. Click Configure.
i .
i‘ﬁ% Caonfigure

6. In the Create Connection tab, select Wireless and click Launch Wireless Application.
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7. The wireless application launches in a separate window.
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8. Click Wireless Security > Local RADIUS Server.

Wireless Security
Encryplion Manager

S5ID Manager

Server Manager

MMﬁ

9. Click the General Setup tab.

10. Scroll to the Individual Users area of the screen.

Security: Local RADIUS Server - General Setup

=
Cistn
Wireless Managemeant - Cisco 1803W Router
Hirdrsame R Fumdter mylimne i 17 mimtes
Role in Radio Nebeoak: Arcass Paint Roal
Opsimire Radio Hetaork for;  Throughgut  © Fange & Dafwsil T Cugiom
Biranat Extemsdons: & Enabls ¢ [isable
Fnln in Radio Metamdb: Accose Paint Real
Dpfimiza Radio Heteork for © Throughpul © Fange & Defael  © Cysiom
Airanat Fxtemdom: & Enable © Disable
i D |, Capreighil i) 2003005 by Ciecd Bystems, e
- |

Current Network Access Servers
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Hetwork ficcess Server: | (P Addrass)

Shared Secret: |

Delete
Apply | Cancal |
Individual Users
Current Users
Lsername: I
m?:nr:::nn Password: | % Text © NT Hash
Confirm Password: |
Delet Group Name:  [<oniE> 3]
™ MAC Authentication Only
Apply | Cancal |
Lser Groups
Current User Groups
Group Hame: I
Default
Session Timeout {optional): | (1-4294967295 sec)
Delete Falled Authentications hefore Lockout (optional): | (14294967 295)
Lockout (optional): T Infinite

= Interval (1-4294967295 sec)
VLAN ID [optional): I
SSID {optional): | Add |

Delate I
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Apply | Cancsl |

11. To add or remove a user, see add a user or remove a user.

Back to Top

Add a New Wireless User

To add a new user to your wireless network, follow these steps:

1. Scroll to the Individual Users area of the General Setup screen.
2. Ensure that <NEW> is selected under Current Users.

3. In the Username field, enter the username that you entered in field W33 of the Integrated Services Router
Worksheet.

Individual Users

Current Users

LIsername: |Usar3
Lser
Lzer2 Password: |"‘*’"'“‘“"* * Text © NT Hash
"l Confirm Password: [~

Delete I Group Name: |< MONE » 'I

™ MAC Authentication Only

Apply | Cancsl|

4. Next to Password, choose Text.
5. Enter the user password in the Password field. Enter the password again in the Confirm Password field.

Note: Refer to Password Security for information about how to create strong passwords.

6. Click Apply.
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Back to Top

Remove a Wireless User

To remove a user from your wireless network, follow these steps:

1. Scroll to the Individual Users area of the General Setup screen.

2. Under Current Users, select the user that you want to delete.

Individual Users

Current Users

£ MNEW 3 Username: |uin nes

ImoMmsan Password: i " Text @& MNT Hazh

Confirm Password: I

Deleie I Group Name: Iq: MOME » 'I

™ MAC Authentication Only

Apply | Cancel |

3. Click Delete to remove the user.

Back to Top

Next Step

You have completed this procedure.

To configure an Internet connection, refer to the appropriate link for your connection type. If you are not sure what
connection type you have, refer to your Internet Worksheet.

. Set Up an Ethernet Connection
. Set Up an ADSL Connection

http://www.cisco.com/public/technotes/smbsa/en/us/internet/add_remove_wireless_isr_users.html (7 of 8)10/19/2006 12:23:15 PM



Cisco SMB Support Assistant

. Setup a T1/E1/Serial Connection
. Set up an ISDN Connection

Note: If your router is already connected to the Internet, refer to Set Up Internet Security on a Cisco Router.

Back to Top

Troubleshoot the Procedure

This section provides information about common problems that you may encounter. If this information does not solve your
problem, contact the SMB Technical Assistance Center (SMB TAC) for assistance.

Problem Cause(s) and Suggested Solution(s)

| cannot access the router. Refer to Configure Your Router with Security Device Manager.

Back to Top

Related Information

. Site Survey
. Cable Descriptions

. Configure Wireless Security on an Integrated Services Router
. Configure an IP Address on Your PC
. Password Security

© 1992-2006 Cisco Systems, Inc. All rights reserved. Terms and Conditions, Privacy Statement, Cookie Policy and Trademarks of Cisco Systems, Inc.
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Set Up Your Cisco Router

Home > Work With My Routers > Cisco Routers > Set Up Your Cisco Router

Service Requests

Step 7: Set Up an ADSL WAN Connection

Open a service request '
Update a service request

Step 1: SMB Support Assistant Site Survey

Step 2: Set Up Your 800 or SB 100 Router Hardware
Set Up Your 1700 Series Router Hardware
Set Up Your 1800 Series Router Hardware
Set Up Your 2600 Series Router Hardware
Set Up Your 2800 Series Router Hardware

Feedback

Please rate this site:
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Step 3: Download and Install Security Device Manager Download PDF ) ) )
Suggestions for improvement:
Step 4: Configure Your Router with Security Device Manager
Step 5:  Configure Wireless Security on an Integrated Services Router Step7:SetUpan
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Step 7: Set Up an ASDL WAN Connection Connection
Introduction .@ Set Up Your Cisco
Requirements Router If Cisco may contact you for more details
Set Up an ADSL Connection or for future feedback opportunities,
Verify the WAN Connection please enter your contact information:

Next Step

Full
Troubleshoot the Procedure Name: :I

Troubleshoot the WAN Connection

Related Information Email: :I
Step 8: Set Up Internet Security on a Cisco Router

Introduction

This document explains how to set up an ADSL WAN connection with PPPoE or RFC 1483 (PPPoA) encapsulation
on your router.

Back to Top

Requirements

. You must have completed the initial configuration of your router as presented in Configure Your Router
with Security Device Manager.

. You must have completed the Site Survey, which includes the Internet worksheet for the router.

. Your router must have an ADSL WAN Interface Card (WIC). If you do not have an ADSL WIC or need
assistance to install a new one, contact the SMB Technical Assistance Center (SMB TAC) for assistance.

Back to Top

Set Up an ADSL Connection

To set up an ADSL connection, follow these steps:

1. Open a web browser and type http://router IP address in the Address field. The router's IP address is the
IP address that you entered in the LAN Addressing Worksheet (L6A).

Note: For further information about how to launch SDM, refer to Configure Your Router with Security
Device Manager.

2. Click Configure > Interfaces and Connections.
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3. Choose ADSL (PPPoE or RFC 1483 Routing), and then click Create New Connection.
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4. On the Welcome screen, click Next to begin the ADSL Wizard.

5. Click Auto Detect.

WAN Wizard | Encapsulation

InfgMace:  ATMO

Choose the encapsulation type for the connection or if you ane not sure then click
At Detect

 FPFOE

" RFC1483 Routing with AALSSNAP

 RFC1483 Routing with AALSMLIX

Auto Detect

Chicking "fae Detect’ will detect the Encapsuiation srd 1he Permanert Virusl Cireult (PVC)
walyes for your DSL cornection. P comprises of Virbual Paih idenifisr (VPT) and Virusl
Circull bngerilifier (WCT). Aulo detection can take & few mirutes 1o complebs.
Enzure that your VAN cable is praperly connected betore you proceed. Aulo detection
requires logaing seflings that may be difererd from current seftings. If regured, SOM wil
change e loaging level snd the =ize of the log duing sulo detaction, snd har restoes the
TAMINGE 10 TSN PrEvious VaLIES win SUI0 Setection Compltes.

HAuto Detect
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6. SDM attempts to determine the encapsulation for your ADSL connection. If SDM is unable to determine
your encapsulation, click OK and manually enter the encapsulation type that you entered in the Internet

Worksheet (A51), then click Next.



Auto detecting the encapsulation El

Autodetection is in progress. This process can lake sevaral minutes.

Detected Encapsulation:  PPPoE

7. On the PVC screen, enter the VPI and VCI values that you entered in the Internet Worksheet (A52 and
A53). Click Next.

ADSL Wizard - ATH0/0/0 |
WAN Wizard FVC
Erter the WP and VI walies piovided by pour senice prowider or this connsclion
Wirtual Path |denfifier |
Virtual Crcut Idenitier: I
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8. On the IP Address screen, choose the value you entered in the Internet Worksheet (B45 and B46). Click
Next.

ADSL Wizard - ATHD/0/D .-9’"; .ﬁl

WAN Wizard 1P Addvess

Enter the IP Address for this cornection

et e [ #
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9. If you selected PPPoOE in the Encapsulation screen, the Authentication screen appears. Enter the values



you entered in your Internet Worksheet (B62-B64). Click Next.
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Confam Passwosd:
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10. If you chose Static IP Address in the IP Address screen, the Advanced Options screen appears. Check
Default Static Route and choose Next Hop IP Address. Enter the ISP Router IP Address that you
entered in the Internet Worksheet (B47). Click Next.
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LAN to thare this WAN conraction
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11. On the Summary screen, review your configuration to ensure that it is accurate, and then click Finish.
12. When the Commands Delivery Status screen appears, click OK to confirm.

13. Click Save to save your new configuration.
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Verify the WAN Connection

To verify your WAN connection, follow these steps:

1. Click Configure > Interfaces and Connections.

2. Select your new WAN interface and click Test Connection.

il Ui Router and Securty Device Mansger (DM 192,100,101 : 210 x]
L B
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3. Choose Automatically determined by SDM, and then click Start to begin the test.
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4. SDM displays a window that indicates whether or not the test was successful.



information x|

@ Test conrection faled

Refer to the reasone and iecommeandad actions bo proceed huther. Perorm the
iecommended actions and ralry test connection.

[x]

Click OK to close the Information window.
5. If the test is successful, proceed to the next step.

If the test failed, click Details to display the interface state. Make a note of the Interface State and proceed
to Troubleshoot WAN Connection.

Connectivity tecting and troubleshooting = Ethermet | 3 1]

1P s / Hosiname
Select & prog oplion, enber the iequeed walus and chck Stat

& Automaticaly detesmined by S0M ™ Uisen Specified

@ sumimany Ea,l:ﬁus

Arthity | Stabs
Checking inkarface status & Doowm
Infarface physical stafus Up
Line praboool stalus Do

Fallure Reason(s) [ Recommanded ALbonis)

T clals ek Lagses prodocol Halus & don 1. G o Corbgues- Inlsilaces ard Corrmelions:» el
Thhee neaaon may be the followirg, Irderface & Connschion’ ard changs the encapsulsts

1. 1wz i o encapsulsind miatacs, chick the

encapsulainn may be miong Z I this is an unencapsulsied misdace, veuly thal §

cable iz propery connecied

£ 18 i an unencapiulated rherface, The cable may
be mizsing Fighest connection i~

» Cur

s | Swen Rigon. | Cioss oo |

6. Click Close to exit the testing interface.

7. Click File > Exit to exit SDM.

Back to Top

Next Step

You have now set up an ADSL WAN connection.

You can now set up firewall and security options on your router. For instructions, refer to Set Up Internet Security on a

Cisco Router.

Back to Top

Troubleshoot the Procedure

This section provides information about common problems that you may encounter. If this information does not solve
your problem, contact the SMB Technical Assistance Center (SMB TAC) for assistance.

Problem Cause(s) and Suggested Solution(s)
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. Make sure the ADSL card is properly installed. For
further assistance, contact SMB TAC.

. Ifthe card is installed and the router does not detect the
card, contact SMB TAC for assistance.

The Create Connection
screen does not display an
option for the WAN
connection | want to set up.

. If the router detects your WIC card but the settings you
require are not available in the Create Connection
Wizard, you have an unsupported interface type. You
need to use the command-line interface (CLI) to
configure your interface. Cisco recommends that you
contact your Internet Service Provider to request a
sample configuration. To access the CLI, refer to Create
a HyperTerminal Connection. If you require further

assistance, contact the SMB TAC.

| need more information
about my WAN connection to
complete wizard.

Contact your Internet Service Provider (ISP) to confirm the the
details of your WAN connection.

| set up my WAN connection
but it does not function See the Troubleshoot WAN Connection section.

properly.

Troubleshoot the WAN Connection

If your WAN connection does not function correctly, use the table to determine the appropriate solution.

: Line Protocol .
Interface physical status Status Action

This interface status indicates that the router can
communicate with the remote device on the WAN. If
Up Up you still experience problems with the connection,
contact your Internet Service Provider (ISP) for
assistance.

This interface status indicates that the interface is
disabled in the router configuration.

Administratively Down | Down . . .
y To enable your interface, click Edit Interface/

Connection, select your WAN interface, and click
Enable.

This interface status indicates that the WAN interface is
unable to communicate with a remote device.

. The router configuration does not match the
configuration of the network. Contact your
Internet Service Provider (ISP) to verify your
configurations.

Down Down . The router is not physically connected to the
network. Ensure that the router is properly
plugged into the WAN connection.

. Verify with your Internet Service Provider
(ISP) that service is ready for use. Make a
note of your current interface state and your
current configuration before you contact your
ISP.
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This interface status indicates that the interface is
enabled and the router is physically connected to a
remote WAN device but the interface cannot
communicate properly with the remote WAN device.

. The router configuration does not match the
configuration of the network. Contact your
Internet Service Provider (ISP) to verify your
configurations.

Up Down

. Check to ensure that you have the proper
cable type connected to your WAN
connection (from the ISP). Make a note of
your current interface state and your current
configuration before you contact your ISP.
For more information about cable types,
refer to Cable Descriptions.

. Reset the router.

Back to Top

Related Information

. Configure Your Router with Security Device Manager
. Site Survey

. Set Up Internet Security on a Cisco Router

. Create a HyperTerminal Connection

. Cable Descriptions
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Step 7: Set Up an Ethernet WAN Connection
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Update a service request
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Step 2: Set Up Your 800 or SB 100 Router Hardware
Set Up Your 1700 Series Router Hardware
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Feedback

Please rate this site:
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Next Step

Full
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Troubleshoot the WAN Connection
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Step 8: Set Up Internet Security on a Cisco Router

Introduction

This document explains how to set up an Ethernet WAN connection on your router.

Back to Top

Requirements

. You must have completed the initial configuration of your router as presented in Configure Your Router
with Security Device Manager.

. You must have completed the Site Survey, which includes the Internet worksheet for the router.

. Your router must have an Ethernet WAN Interface Card (WIC). If you do not have an Ethernet WIC or
need assistance to install a new one, contact the SMB Technical Assistance Center (SMB TAC) for
assistance.

Back to Top

Set Up an Ethernet Connection

To set up an Ethernet WAN connection, follow these steps:

1. Open a web browser and type http://router IP address in the Address field. The router's IP address is the
IP address that you entered in the LAN Addressing Worksheet (field L6A).

Note: For further information about how to launch SDM, refer to Configure Your Router with Security
Device Manager.

2. Click Configure > Interfaces and Connections.
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4. On the wizard's Welcome screen, click Next to begin the Ethernet Wizard.

5. On the Encapsulation screen, choose the encapsulation type that you entered in the Internet Worksheet
(field A51). Click Next.
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6. On the IP Address screen, choose the value you entered in the Internet Worksheet (fields B45 and B46).
Click Next.
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7. If you checked Enable PPPoE Encapsulation in the Encapsulation screen (Step 5), the Authentication
screen appears. Enter the values you entered in your Internet Worksheet (fields B62-B64). Click Next.
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8. If you chose Static IP Address in the IP Address screen (Step 6), the Advanced Options screen appears.
Check Default Static Route and choose Next Hop IP Address. Enter the ISP Router IP address that you
entered in the Internet Worksheet (field B47). Click Next.

ADSL Wizard - ATH0,/0,/0 (i x|

WAN Wizard Advanced Dptions

These is no slatic iouts configuied on e roubes. & defaul static roube eraunes fhat oulgoing
lraftic wall vy ke panl ba snolbe ouler on the network

[ Dsfiaut Static Rowe

" Line this Intertace sz Forwading Intertace

' Nest Hop IP Addess

[ your ISP has given you a Next Hop [P Address enter it here]

PAT iz not configured om ary roubes nterface. Configuing PAT allows muliple devices on the
LAN to thare this WAN conraction

™ Port Address Translation

<Back | Mewt» | Fioih | Concel] Heip |

9. On the Summary screen, review your configuration to ensure that it is accurate, and then click Finish.
10. When the Commands Delivery Status screen appears, click OK to confirm.

11. Click Save to save your new configuration.
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Verify the WAN Connection

To verify your WAN connection, follow these steps:

1. Click Configure > Interfaces and Connections.

2. Select your new WAN interface and click Test Connection.
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3. Click Automatically determined by SDM, and then click Start to begin the test.
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4. SDM displays a window that indicates whether or not the test was successful.
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Click OK to close the Information window.
5. If the test is successful, proceed to the next step.

If the test failed, click Details to display the interface state. Note the Interface State and proceed to
Troubleshoot WAN Connection.
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6. Click Close to exit the testing interface.

7. Click File > Exit to exit SDM.
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Next Step

You have now set up an Ethernet WAN connection.

You can now proceed to Set Up Internet Security on a Cisco Router to set up firewall and security options on your
router.

Back to Top

Troubleshoot the Procedure

This section provides information about common problems that you may encounter. If this information does not solve
your problem, contact the SMB Technical Assistance Center (SMB TAC) for assistance.

Problem Cause(s) and Suggested Solution(s)
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The Create Connection
screen does not display an
option for my WAN
connection type.

. Make sure the Ethernet WIC is properly installed.
Contact the SMB TAC for further assistance.

. Ifthe WIC is installed and SDM does not detect the
card, contact the SMB TAC for assistance. .

. If the router detects your WIC card but the settings you
require are not available in the Create Connection
Wizard, you have an unsupported interface type. You
need to use the command-line interface (CLI) to
configure your interface. Cisco recommends that you
contact your Internet Service Provider to request a
sample configuration. To access the CLI, refer to Create
a HyperTerminal Connection. If you require further

assistance, contact the SMB TAC.

| need more information
about my WAN connection to
complete wizard.

Contact your Internet Service Provider (ISP) to confirm the details
of your WAN connection.

| set up my WAN connection

properly.

but it does not function See the Troubleshoot WAN Connection section.

Troubleshoot the WAN Connection

Use the table to determine your problem and the appropriate solution.

Line Protocol

Interface physical status: Status

Action

Up Up

This interface status indicates that the interface
functions properly and the router can communicate with
the remote device on the WAN.

Administratively Down Down

This interface status indicates that the interface is
disabled in the router configuration.

To enable your interface, click Edit Interface/
Connection, select your WAN interface, and click
Enable.

Down Down

This interface status indicates that the WAN interface is
unable to communicate with a remote device.

. Configurations do not match at all. Check
your configurations.

. Physical connection is not in place. Ensure
that the router is properly plugged into the
WAN connection.

. Verify with your Internet Service Provider
(ISP) that service is ready for use. Make a
note of your current interface state and your
current configuration before you contact
your ISP.
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This interface status indicates that the interface is
enabled and the router is physically connected to a
remote WAN device, but the interface cannot
communicate properly with the remote WAN device.

. Check your configuration to make sure it
matches exactly what your ISP says you
should have.

Up Down . Check to ensure that you have the proper

cable type connected to your WAN
connection (from the ISP). Make a note of
your current interface state and your current
configuration before you contact your ISP.
For more information about cable types,

refer to Cable Descriptions.

. Reset the router.

Back to Top

Related Information

. Configure Your Router with Security Device Manager
. Site Survey

. Set Up Internet Security on a Cisco Router

. Create a HyperTerminal Connection

. Cable Descriptions
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Cisco SMB Support Assistant

Set Up Your Cisco Router

Home > Work With My Routers > Cisco Routers > Set Up Your Cisco Router

Step 7: Set Up an ISDN WAN Connection

Step 1: SMB Support Assistant Site Survey

Step 2: Set Up Your 800 or SB 100 Router Hardware
Set Up Your 1700 Series Router Hardware
Set Up Your 1800 Series Router Hardware
Set Up Your 2600 Series Router Hardware
Set Up Your 2800 Series Router Hardware
Set Up Your 3800 Series Router Hardware

Step 3: Download and Install Security Device Manager

Step 4: Configure Your Router with Security Device Manager

Step 5: Configure Wireless Security on an Integrated Services Router

Step 6: Add or Remove a Wireless User on an Integrated Service Router

Step 7: Set Up an ISDN WAN Connection
Introduction

Requirements
Set Up an ISDN WAN Connection
Verify the WAN Connection
Next Step
Troubleshoot the Procedure
Troubleshoot the WAN Connection

Related Information

Step 8: Set Up Internet Security on a Cisco Router

Introduction

This document explains how to set up an ISDN WAN connection on your router.

Back to Top

Cisco | Profile | Contacts & Feedback | Help
Service Requests
Open a service request
Update a service request =
Feedback
Please rate this site:
O+ 0+04+ 0.0
Download PDF
Suggestions for improvement:
Step 7: Set Up an
] IsbNwAN
Connection
@ Set Up Your
Cisco Router If Cisco may contact you for more details

or for future feedback opportunities,
please enter your contact information:

Name:

Requirements

. You must have completed the initial configuration of your router as presented in Configure Your

Router with Security Device Manager.

. You must have completed the Site Survey, which includes the Internet worksheet for the router.

. Your router must have a WAN Interface Card (WIC). If you do not have a WIC or need assistance to
install a new one, contact the SMB Technical Assistance Center (SMB TAC) for assistance.

Back to Top

Set Up an ISDN WAN Connection

To set up an ISDN WAN connection, follow these steps:

1. Click Create New Connection.
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2. Click Next at the Welcome to the ISDN connection Wizard screen.
3. Next to Switch type, select the switch type that you entered in the Internet Worksheet (A30).
If you entered SPIDs in the Internet Worksheet (A33, A34), check | have SPIDs. If you entered a

SPID 1 number(A33), enter the number next to SPID1. If you entered a SPID 2 number(A34), enter
the number next to SPID2. Click Next.

ISDN Wizard - BRID k=
WAN Wizard Swilch type and SPIDS
Eniter the Switch type given by your ISDN garvice provider
Ewich hpe: CETT—|
¥ I have 5PIDs

Enter the Sendce Profile Identifier (SPID) valuas (SPIDA or
SBPIDT or both) I they ane provided by your Sendce provider,

SPID: H650661
SPIDT B650662] (Dpbional
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4. Next to Remote phone number, enter the ISP ISDN Access Number that you entered in the Internet
Worksheet (A35). Click Next.



150N Wizard - BRID x|
WAN Wizard Dial Sitring
Enter the ramabe phone provided by your Serdce provider for 1his conngcion.
Remate phone number.  [24567321 (Example: 24567321 or 3472#9812)
=gack | Mea= | Fincn | cancel| e |

5. If you checked Static in field B43 of the Internet Worksheet, choose Static IP Address and enter the
IP address and subnet mask that you entered in the Internet Worksheet (B46, B41). If you checked
Dynamic in field B43 of the Internet Worksheet, choose Easy IP (IP Negotiated). Click Next.
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Enter the IF Address for this connection

" Stalic IP Addrass
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6. If you selected PPP PAP or PPP CHAP authentication in the Internet Worksheet (A37), check the
appropriate type next to Authentication Type. In the Username and Password fields, enter the
username and password that you entered in the Internet Worksheet (A38, A39). Click Next.
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Autherfication Type: [~ CHAP " PAP

Uszermame:
Password:
Canfirm Passwond:
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Note: If you have already configured another WAN connection, SDM displays the Backup
Configuration screen. If you see the Backup Configuration screen, choose Do not configure this
connection as backup and click Next.

7. If you checked Static in field B43 of the Internet Worksheet, check Default Static Route and choose

Next Hop IP Address. Enter the ISP Router IP address that you entered in the Internet Worksheet
(field B47). Click Next.
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8. On the Summary screen, review your configuration to ensure that it is accurate, and then click Finish.
9. When the Commands Delivery Status screen appears, click OK to confirm.

10. Click Save to save your new configuration.
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Verify the WAN Connection

To verify your WAN connection, follow these steps:

1. Click Configure > Interfaces and Connections.

2. Select your new WAN interface and click Test Connection.
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3. Click Automatically determined by SDM, and then click Start to begin the test.
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4. SDM displays a window that indicates whether or not the test was successful.

formation k]
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iecommended actions and ratny les conrection.

Click OK to close the Information window.
5. If the test is successful, proceed to the next step.

If the test failed, click Details to display the interface state. Note the Interface State and proceed to
Troubleshoot WAN Connection.
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6. Click Close to exit the testing interface.

7. Click File > Exit to exit SDM.
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Next Step

You have now set up an ISDN WAN connection.

You can now set up firewall and security options on your router. For instructions, refer to Set Up Internet
Security on a Cisco Router.

Back to Top

Troubleshoot the Procedure

This section provides information about common problems that you may encounter. If this information does not
solve your problem, contact the SMB Technical Assistance Center (SMB TAC) for assistance.
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Problem

Cause(s) and Suggested Solution(s)

| need more information about my ISDN
connection in order to complete the
configuration.

Contact your Internet Service Provider (ISP) to
confirm the details of your ISDN connection.

| set up my WAN connection but it does not
function properly.

See the Troubleshoot the WAN Connection
section.

| want to set up an ISDN connection in
addition to my primary Internet connection.

Contact the SMB Technical Assistance Center

(SMB TAC) for assistance.

| want to set up an ISDN connection as a
failover for my primary Internet connection.

Contact the SMB Technical Assistance Center

(SMB TAC) for assistance.

Troubleshoot the WAN Connection

Use the table to determine your problem and the appropriate solution.

Line Protocol

Interface physical status: Status

Action

Up Up

This interface status indicates that the interface
functions properly and the router can communicate
with the remote device on the WAN.

Administratively Down Down

This interface status indicates that the interface is
disabled in the router configuration. To enable your
interface, follow these steps:

1. Type interface bri0/0 and press Enter.
2. Type no shutdown and press Enter.
3. Type end to exit configuration mode.

4. Type write memory to save the new
configuration.

Down Down

This interface status indicates that the WAN
interface is unable to communicate with a remote
device.

. Your router configurations do not match
the configurations used by your Internet
Service Provider (ISP). Contact your
ISP to verify that you have the correct
settings.

. A physical WAN connection is not in
place. Ensure that the router is properly
plugged into the WAN connection and
that your ISP has completed installation
of the WAN connection.

. Verify with your Internet Service
Provider (ISP) that service is ready for
use. Make a note of your current
interface state and your current
configuration before you contact your
ISP.
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This interface status indicates that the interface is
enabled and the router is physically connected to a
remote WAN device but the interface cannot
communicate properly with the remote WAN device.

. Your configuration partially matches the
settings used in the ISP network.
Contact your ISP to verify that you have

Up Down the correct settings.

. Check to ensure that you have the
proper cable type attached to your WAN
connection. Make a note of your current
interface state and your current
configuration before you contact your
ISP. For more information about cable

types, refer to Cable Descriptions.

Back to Top

Related Information

. Set Up Internet Security on a Cisco Router

. Configure Your Router with Security Device Manager
. Reset the Password on a Cisco Router

. Cable Descriptions
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Cisco SMB Support Assistant

Cisco SMB Support Assistant

TIMIIT _
CISCO Set Up Your Cisco Router
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Cisco | Profile | Contacts & Feedback | Help

Home > Work With My Routers > Cisco Routers > Set Up Your Cisco Router

Step 7: Set Up a T1, E1, or Serial WAN Connection

Step 1: SMB Support Assistant Site Survey
Step 2: Set Up Your 800 or SB 100 Router Hardware
Set Up Your 1700 Series Router Hardware
Set Up Your 1800 Series Router Hardware
Set Up Your 2600 Series Router Hardware
Set Up Your 2800 Series Router Hardware
Set Up Your 3800 Series Router Hardware
Step 3: Download and Install Security Device Manager
Step 4: Configure Your Router with Security Device Manager
Step 5: Configure Wireless Security on an Integrated Services Router (ISR Only)
Step 6: Add or Remove a Wireless User on an Integrated Services Router (ISR Only)
Step 7: Set Up a T1, E1, or Serial WAN Connection
Introduction
Requirements
Verify Encapsulation Type
Configure Your WAN Connection
Set Up a Connection with HDLC Encapsulation
Set Up a Connection with PPP Encapsulation
Set Up a Connection with Frame Relay Encapsulation
Verify WAN Connection
Next Step
Troubleshoot the Procedure
Troubleshoot WAN Connection
Related Information
Step 8: Set Up Internet Security on a Cisco Router

Introduction

This document explains how to set up a T1, E1, or serial WAN connection on your router.

Back to Top

Service Requests

Open a service request
Update a service request '

Feedback

Please rate this document.

O+ 0+0+ O-0 -

This document solved my problem.

Download PDF O Yes O No O Just Browsing

Suggestions for improvement:

E Step 7: SetUpaTl, E1, or
Serial WAN Connection

@ Set Up Your Cisco Router

If Cisco may contact you for more details
or for future feedback opportunities,
please enter your contact information.

Name:

Requirements

. You must have completed the Configure Your Router with Security Device Manager document.
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Cisco SMB Support Assistant

. You must have completed the Site Survey, which includes the Internet worksheet for the router.

. A WAN Interface Card (WIC). If you do not have a WIC card or need assistance to install a new WIC, contact the SMB Technical Assistance Center

(SMB TAQC).

Back to Top

Verify Encapsulation Type

In order to configure your WAN Connection, you need to verify the encapsulation that the connection uses.

Consult the Internet Worksheet to determine the encapsulation type that your WAN connection will use (A22). Then select the appropriate section to configure your
connection:

. If your connection uses HDLC encapsulation, see Set Up a Connection with HDLC Encapsulation.

. If your connection uses PPP encapsulation, see Set Up a Connection with PPP_Encapsulation.

. If your connection uses Frame Relay encapsulation, see Set Up a Connection with Frame Relay Encapsulation.

Note: If you have a Fractional T1 connection that uses fewer than 24 channels, contact SMB Technical Assistance Center (SMB TAC) for assistance.

Back to Top

Configure Your WAN Connection

To configure your WAN connection, follow these steps:

Set Up a Connection with HDLC Encapsulation

To set up a T1 connection with HDLC encapsulation, follow these steps:

1. Enter the IP address of your router in a browser window to open Security Device Manager (SDM). For more information about how to launch SDM, refer
to the Configure your Router with Security Device Manager document.

2. Click Configure > Interfaces and Connections.

3. Choose Serial (PPP, HDLC, or Frame Relay) and click Create New Connection.
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4. Click Next at the Welcome to the Serial WAN Configuration Wizard screen.

5. Choose High-Level Data Link Control and click Next.
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Serial Wizard - Serial0/0(T1 CSU/DsSU) . El
WAN Wizard Configure Encapsulation

Interface: Serialdfm
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semers must he a Cisco devices.

" Frame Relay

" Point-to-Point Protacal

& High-Level Data Link Cantral
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6. If you have an WAN connection with a static IP address, enter the router IP address and subnet mask that you entered in the Internet Worksheet (B46,
B41). If you have WAN connection that is unnumbered, choose IP Unnumbered and select the first available LAN interface such as EthernetO,

FastEthernetO or FastEthernet0/0.
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Serial Wizard - Serial0/0({T1 CSU/DsSU) ﬂ

WAN ww IP Address

Enter the IP Address far this connection

& Static IP Address

IP Address: I

Subnet Mask; | ar I_

P Unnumbered to: |BRI0/0 =l

<Back | Next= | Finien | cancel| Help |

7. Choose these clock settings:
o Clock Source: Choose line unless your Internet Service Provider (ISP) recommends a different setting.
o T1 Framing: Enter the value you entered in the Internet Worksheet (A21).
o Linecode: Enter the value you entered in the Internet Worksheet (A20).
o Data Coding: Choose normal unless your ISP recommends a different setting.
o Facilities Data Link(FDL): Choose none unless your ISP recommends a different setting.
o Line Build Out(LBO): Choose none unless your ISP recommends a different setting.

o Remote-loopback Request: Choose full unless your ISP recommends a different setting.
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Serial Wizard - Serial0/0(T1 CSU/DsSU)

WAN Wizard

Configure Clock Settings

provided by your service provider.

Clock Source

T1 Framing gsf

Linecode
DCiata Coding
Facilities Data Link{FOL)

Line Build Cut{LBO)

These are the default clock settings. Change them anly it
wou have a different requirement.This information should be

IIinE 'I

-

Remote-loophack Reguest Im

[~ Enable generation/detection of remaote alarms

<Back | Next= | Finien | cancel| Help |

8. Review the configuration in the Summary screen and click Finish.
9. The Commands Delivery Status screen appears. Click OK to confirm.

10. Click Save to save your new configuration.
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Create Connection Edit Interface/Connection |

Interface List

Interface IP Type

Ethernetd noip address Ethernet

11. Click File > Exit to exit SDM.

P& Cisco Router and Security Device Manager (SDM): 192.168.10.1

Edit Wigw Tools  Help
- [ 2 lad
ot ‘ Refrezh Save

Save Running Config to PC.,.
and Connections

Write to Skartup Config, ..
Reset bo Factory default

Create Cannection Edit Interface/Connection |

Interface List

Interface IP Type

Firetall and ACL

Ethernetd no ip address Ethernet

Set Up a Connection with PPP Encapsulation

To set up a T1 connection with HDLC encapsulation, follow these steps:
. Encapsulation (Y/N)
. Encapsulation type

(A22)

1. Enter the IP address of your router in a browser window to open Security Device Manager (SDM). For more information about how to launch SDM, refer
to the Configure your Router with Security Device Manager document.

2. Click Configure > Interfaces and Connections.

3. Choose Serial (PPP, HDLC, or Frame Relay) and click Create New Connection.
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4. Click Next at the Welcome to the Serial WAN Configuration Wizard screen.

5. Choose Point-to-Point Protocol and click Next.
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Serial Wizard - Serial0/0(T1 CSU/DsSU)

WAN Wizard

Configure Encapsulation

Interface: Serialdfm

Choose the encapsulation type for this connection.

The PPF serial cannection connects a synchronous serial
part on a router or access server to another rauter ar
access server, or to the Internet ar corporate netwaork.
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" Frame Relay
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" High-Level Data Link Cantral
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6. Enter the router IP address and subnet mask that you entered in the Internet Worksheet (B46, B41).
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Serial Wizard - Serial0/0({T1 CSU/DsSU) ﬂ

m W IP Address

Enter the IP Address far this connection

& Static IP Address

IP Address: I

Subnet Mask; | ar I_

P Unnumbered to: |BRI0/0 =l
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7. Choose the Authentication Type and authentication Username and Password that you entered in the Internet Worksheet (A25, A26, A27).
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Serial Wizard - Serial0/0({T1 CSU/DsSU) ﬂ
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Authentication
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—— CHAPIPAP

Authentication Type: [~ CHAP ™ FAP
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Password: |

Confirm Pasgword: |
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8. Choose these clock settings:

o Clock Source: Choose line unless your Internet Service Provider (ISP) recommends a different setting.

o T1 Framing: Enter the value you entered in the Internet Worksheet (A21).

o Linecode: Enter the value you entered in the Internet Worksheet (A20).

o Data Coding: Choose normal unless your ISP recommends a different setting.

o Facilities Data Link(FDL): Choose none unless your ISP recommends a different setting.

o Line Build Out(LBO): Choose none unless your ISP recommends a different setting.

o Remote-loopback Request: Choose full unless your ISP recommends a different setting.
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9. Review the configuration in the Summary screen and click Finish.
10. The Commands Delivery Status screen appears. Click OK to confirm.

11. Click Save to save your new configuration.
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Create Connection Edit Interface/Connection |

Interface List

Interface IP Type

Firetall and ACL
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12. Click File > Exit to exit SDM.

P& Cisco Router and Security Device Manager (SDM): 192.168.10.1
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Save Running Config to PC.,.
and Connections
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Reset bo Factory default

Create Cannection Edit Interface/Connection |

Interface List

Interface IP Type

Ethernetd 5S Ethernet

Set Up a Connection with Frame Relay Encapsulation

To set up a T1 connection with HDLC encapsulation, follow these steps:

1. Enter the IP address of your router in a browser window to open Security Device Manager (SDM). For more information about how to launch SDM, refer
to the Configure your Router with Security Device Manager document.

2. Click Configure > Interfaces and Connections.

3. Choose Serial (PPP, HDLC, or Frame Relay) and click Create New Connection.
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4. Click Next at the Welcome to the Serial WAN Configuration Wizard screen.

5. Choose Frame Relay encapsulation and click Next.

http://www.cisco.com/public/technotes/smbsa/en/us/internet/t1.html (14 of 23)10/23/2006 12:00:55 PM



Cisco SMB Support Assistant

Serial Wizard - Serial0/0(T1 CSU/DsSU)

WAN Wizard

Configure Encapsulation

Interface: Serialdfm

Choose the encapsulation type for this connection.
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remote sites across a single physical connection,

which reduces the number of point to point physical
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" Point-to-Point Protacal

" High-Level Data Link Cantral
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6. Enter the router IP address and subnet mask that you entered in the Internet Worksheet (B46, B41).

http://www.cisco.com/public/technotes/smbsa/en/us/internet/t1.html (15 of 23)10/23/2006 12:00:55 PM




Cisco SMB Support Assistant

Serial Wizard - Serial0/0({T1 CSU/DsSU) ﬂ

m W IP Address

Enter the IP Address far this connection

& Static IP Address

IP Address: I
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7. Choose autosense in the LMI Type field unless your ISP recommends a different setting. Enter the DLCI value that you entered in the Internet
Worksheet in the DLCI field (A24). Check the Use IETF Frame Relay Encapsulation box if you are connecting to a Frame Relay network with non-
Cisco equipment. For more information, consult your Internet Service Provider (ISP).
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8. Choose these clock settings:
o Clock Source: Choose line unless your Internet Service Provider (ISP) recommends a different setting.
o T1 Framing: Enter the value you entered in the Internet Worksheet (A21).
o Linecode: Enter the value you entered in the Internet Worksheet (A20).
o Data Coding: Choose normal unless your ISP recommends a different setting.
o Facilities Data Link(FDL): Choose none unless your ISP recommends a different setting.
o Line Build Out(LBO): Choose none unless your ISP recommends a different setting.

o Remote-loopback Request: Choose full unless your ISP recommends a different setting.
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9. Review the configuration in the Summary screen and click Finish.
10. The Commands Delivery Status screen appears. Click OK to confirm.

11. Click Save to save your new configuration.
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Interface List
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Verify WAN Connection

To verify your WAN connection, follow these steps:
1. Click Tools > Ping

& Cisco Router and Security Device Manager (SDM): 192.168.10.1

File Edit
ot ‘ Refrezh Save Help

ind Conhections

Telnet
Security Audit
Update SCM #

Create Connection | Edit InterfacerConnection |

,—Create Mevy Connection

2. Enter the ISP router address in the Destination Field. Use the value that you entered in the Internet Worksheet (B47).

* Source: | EI =]

Deﬂlnaﬂun:W |i|
Ping |

(") Optional Field Clear Cutput Close Help |
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3. Click Ping.

4. Review the results. If the ping success rate was 100%, proceed to the next step. If the ping success rate was less than 100%, see the Troubleshoot
WAN Connection section.

* Source: | EI Sending 5, 100-byte ICWP Echos to 172.000.1, timeout islsecuncﬂ

Destination:[172.0.0.1 |EI Success rate is 100 percent (505;, round-trip minfawgimax = 1724 1

{) Optional Field Clear Output Close Help |

5. Click File > Exit to exit SDM.

BR& Cisco Router and Security Device Manager {SDM): 192.168.10.1

Fl=W Edit ‘“iew Toaols Help
S <2 lad]
onier ‘ Refresh Save

and Connections

Save Running Config to PC...
Wy'rite to Skartup Config, ..

Reset ko Factory defaulk

Create Connection Edit Interface/Connection |

Interface List

Interface IP Type

Firetall and ACL

Ethernetd no ip addn Ethernet

Back to Top

Next Step

You have now set up a T1 WAN connection.

You can now set up firewall and security options on your router. For instructions, refer to the Set Up Internet Security on a Cisco Router document.

Back to Top
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Troubleshoot the Procedure

This section provides information about common problems that you may encounter. If this information does not solve your problem, contact the SMB Technical
Assistance Center (SMB TAC) for assistance.

Problem Cause(s) and Suggested Solution(s)

. Make sure the WIC is properly installed. For further assistance, contact SMB
Technical Assistance Center (SMB TAC).

. If you have installed the card and the router does not detect the card, contact SMB
Technical Assistance Center (SMB TAC) for assistance.

The Create Connection screen does not
display an option for the WAN connection | . If the router detects your WIC card but the settings you require are not available in
want to set up. the Create Connection Wizard, you have an unsupported interface type. You need
to use Command Line Interface (CLI) to configure your interface. Cisco
recommends that you contact your Internet Service Provider to request a sample
configuration. To access CLI, refer to the Create a HyperTerminal Connection
document. If you require further assistance, contact SMB Technical Assistance

Center (SMB TAC).

| need more information about my WAN

B . Contact your Internet Service Provider (ISP) to confirm the the details of your WAN connection.
connection to complete wizard.

| set up my WAN connection but it does

. See the Troubleshoot WAN Connection section.
not function properly.

Troubleshoot WAN Connection

To troubleshoot your WAN connection, follow these steps:

1. If you are using SDM, click File > Exit to exit SDM.

2. Create a terminal connection to the router. For more information, refer to the Create a HyperTerminal Connection document.

3. Log into the router. The default login is username cisco, password cisco. Otherwise, use the administrator login and password that you entered in the
Internet Worksheet (B10, B11).

User nane: cisco
Passwor d:

4. Type show interface serial0/0 and press Enter.

Rout er #show i nterface serial 0/0
Fast Et hernet0/0 is up, line protocol is down !--- Interface state

Hardware is & 96k FE, address is 0011.21a8.5ca2 (bia 0011.21a8. 5ca2)
l--- Qutput truncated

Note: If the router displays an error, try the commands show interface serial0 or show interface serial0/1.

http://www.cisco.com/public/technotes/smbsa/en/us/internet/t1.html (21 of 23)10/23/2006 12:00:55 PM


javascript:fnOpenChildWindow('http://tools.cisco.com/Support/SMBSA/CreateSR.do')
javascript:fnOpenChildWindow('http://tools.cisco.com/Support/SMBSA/CreateSR.do')
javascript:fnOpenChildWindow('http://tools.cisco.com/Support/SMBSA/CreateSR.do')
javascript:fnOpenChildWindow('http://tools.cisco.com/Support/SMBSA/CreateSR.do')
javascript:fnOpenChildWindow('http://tools.cisco.com/Support/SMBSA/CreateSR.do')
javascript:fnOpenChildWindow('http://tools.cisco.com/Support/SMBSA/CreateSR.do')
http://www.cisco.com/public/technotes/smbsa/en/us/general/hyperterm.html
javascript:fnOpenChildWindow('http://tools.cisco.com/Support/SMBSA/CreateSR.do')
javascript:fnOpenChildWindow('http://tools.cisco.com/Support/SMBSA/CreateSR.do')
http://www.cisco.com/public/technotes/smbsa/en/us/general/hyperterm.html

Cisco SMB Support Assistant

5. The router displays the interface state on the first line of output. Note the interface state and use the table to determine your problem and the
appropriate solution.

Interface physical status: |Line Protocol Status Action

This interface status indicates that the interface functions properly and the router

Up Up can communicate with the remote device on the WAN.

This interface status indicates that the interface is disabled in the router
configuration. To enable your interface, follow these steps:

a. Type interface serial0/0 and press Enter.

Administratively Down Down

o

. Type no shutdown and press Enter.

c. Type end to exit configuration mode.

o

. Type write memory to save the new configuration.

This interface status indicates that the WAN interface is unable to communicate with
a remote device.

o Your router configurations do not match the configurations used by your
Internet Service Provider (ISP). Contact your ISP to verify that you have
the correct settings.

Down Down . L . .
o Physical WAN connection is not in place. Ensure that the router is

properly plugged into the WAN connection and that your ISP has
completed installation of the WAN connection.

o Verify with your Internet Service Provider (ISP) that service is ready for
use. Make a note of your current interface state and your current
configuration before you contact your ISP.

This interface status indicates that the interface is enabled and the router is
physically connected to a remote WAN device but the interface cannot
communicate properly with the remote WAN device.

Your configuration partially matches the settings used in the ISP
Up Down network. Contact your ISP to verify that you have the correct settings.

o Check to ensure that you have the proper cable type attached to your
WAN connection. Make a note of your current interface state and your
current configuration before you contact your ISP. For more information
about cable types refer to the Cable Descriptions document.

This interface status indicates that a device on the Internet Service Provider (ISP)

Up Up (looped) network is in loopback mode. Contact your ISP for further assistance.
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Back to Top
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. Set Up Internet Security on a Cisco Router
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cISCO Set Up Your Cisco Router

Home > Work With My Routers > Cisco Routers > Set Up Your Cisco Router

Service Requests

Step 8: Set Up Internet Security on a Cisco Router

Open a service request '
Update a service request
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Step 2:  Set Up Your 800 or SB 100 Router Hardware
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Step 6: Add or Remove a Wireless User on an Integrated Services Router (ISR Only)
Step 7: Set Up an ADSL Internet Connection
Set Up an Ethernet Internet Connection
Set Up an ISDN Internet Connection -@
SetUp a T1, E1, or Serial Internet Connection
Step 8: Set Up Internet Security on a Cisco Router

Feedback

Please rate this document.

This document solved my problem.

Download PDF Suggestions for improvement:

Step 8: Set Up
Internet Security on a

Cisco Router

ducti Set Up Your Cisco
Introduction g Router If Cisco may contact you for more details
Requirements - or for future feedback opportunities,
Configure Firewall Inspection Rules please enter your contact information.
Add Access Control List Rules
Apply an ACL Rule to the Outgoing WAN Interface llfl:lrlne' | |
Apply an ACL Rule to the Incoming LAN Interface '
Configure Network Address Translation E-mail: | |
Set Up NAT with Dynamic WAN IP Address
Set Up NAT with Static WAN IP_Address
Next Step

Troubleshoot the Procedure
Related Information

Introduction

This document explains how to set up Internet Security on your router. The instructions demonstrate how to set up these security
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measures:

Dynamic firewall inspection rules for multimedia applications
. Access Control List (ACL) rules

. Network Address Translation (NAT)

Back to Top

Requirements

. You must have completed the initial configuration in Configure Your Router with Security Device Manager.

. Completed worksheets from the Site Survey:

o LAN Addressing Worksheet
o Internet Worksheet

o Internet Services Worksheet

Back to Top

Configure Firewall Inspection Rules

To configure firewall inspection rules, follow these steps:

1. Open a web browser and type http://router-IP-address in the Address field. Use the IP address that you entered in
the LAN Addressing Worksheet (field L6A). Press Enter to launch SDM.

Note: For further information about how to launch SDM, refer to Configure Your Router with Security Device Manager.
2. Click Configure.

T .
'ié}% Canfigure

3. Click the Firewall and ACL tab.
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& Cisco Router and Security Device Manager {SDM): 19
File Edit iew Toolz Help

@ Hiome {ﬁ} Configure Maritar
o =

L
-9

Tasks ~, Interfaces and Connectio

Create Connection | Edit Interface

—— izreate Mew Connection

Select a WAl connection and click «

_ k ¥ Ethernet LAN
Firerzall and ACL

o
'&é Information
VPN |C-:unfigure Ethernet LARN interface fo

4. Choose Advanced Firewall and click Launch the Selected Task.

" ADSL (PPPoE or RFC 1483 Routir

Wit amvil Security Device Mansger (SDFe 192 160.10.1
Filp Edil Vew Togis Halp

& (-3 ?
Create Fiewall | Eqi Firewall Policy fACL |

S0M can guide youl theough Finewall configuestion. Sededl a bask, fan ok Laanch the seliedied
lask

" Hasic Fuewal

Ligs Bazx: Firsrarsll weirsrd 9 spply pre-derfinsd rulect b prodec] your grevsls nelwork from e most
common sttacks. Bas: Finevll vill nol sltrer v 80 configus DD services (for samgls W, FTP)

Ex + mibsanced Firewall

Sascaily Pl Usie Asfvanced Fireval wizaid i spphy eline pee-defined nukes oF youF oram tusbossad pules by prolisol
e wie preale pebark fromn The most conmon aiecks . & dvariced Fireseal will slor vl b cosvigure [T

ServicEs [ Tor exmmple, WAWY, FTF).
Launch e Séleched brsk

Irtnseirs Pieersenlaon

5. Click Next at the Advanced Firewall Configuration Wizard screen.

6. Select your inside (trusted) and outside (untrusted) interfaces. The outside (untrusted) interface is your Internet
connection, and the inside (trusted) interface is your LAN interface. Do not select a DMZ interface.
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Acheancid Firewall iterface Configuration

Select insidefirusted) and outside{unirusted) inferfaces. You can select one or
maore insidefirusied) and outside(untrusted) interfaces.

Mote: Do not select the interface through which you accessed SDM as the outside
funtrusted) interface, You cannot launch SDM from the oulside (untrusted)
inferface after the Firewsll Wizard completes,

interface oulsidefuntrusted) | insidefirusted) |
FastEthemein r =
FastEmemeini - r
Dlaler (ATMOL0ID. 1} = nl

Saelect a DMI inteface if you have saners hal vou want 1o make actassible from
the Infemet. Thase are typically DNS, HTTF, FTP and SMTF servers.

DMZ Interface (Optionaly: |select DMZ interface =]
Access rule log oplion:
1~ log apdian 1o &no usky denied Sccess rula enbnes.;

<Back | Nedt» | Finch | cancel| Help |

Note: The Firewall Wizard automatically creates access control list (ACL) rules to block incoming traffic from IP non-
public IP addresses such as 192.168.0.0, 172.0.0.0, and 10.0.0.0. If your Internet Service Provider (ISP) uses non-
public IP address inside its network, you need to modify the router ACL rules to allow incoming traffic from private 1P
address ranges.

Note: To determine if your ISP uses non-public IP addresses, review the addresses in the ISP Address Assignments
section of the Internet Worksheet or contact your ISP.

7. Click OK to confirm the SDM firewall warning message.

8. Click Next to use the default Firewall Inspection Rules.
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Advanced Firewall Inapection Aule Configuation
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mnspection e, The ingpection ne wall inspect incoming tratfic on all inside intesfaces,

Select Inspection Rue: | DEFAULT = Add I Edi
Protocol [ wen | Audit Trail =

CUEERMmE defaultion) dafaulioff

fto defaulbion) defaul{off)

ik defaultion) defauliiom

ratsho dafaulbion datauiom

rermd dafault{on) dafauiom

realaudio defaultjon) defaul{off)

r=p defaultion) defauliiof) |

smip defaultion) defauliom

sijhnat dafaulbion datauiom

strearmworks default{on) dafauliofm =

<Back | Mext> | Frih | Cancel| Hep |

9. Review the summary of the Firewall inspection rules and click Finish to complete the Wizard. Click OK to confirm the
Commands Delivery Status. Click OK again to exit the Wizard.

Back to Top

Add Access Control List Rules

To add Access Control List (ACL) rules to the router for additional security, follow these steps:

Apply an ACL Rule to the Outgoing WAN Interface

To apply an Access Control List (ACL) rule to the outgoing WAN interface, follow these steps:

1. Click Edit Firewall Policy/ACL.

2. Inthe From interface, select your LAN interface and click Go. In the To interface select your WAN interface.
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S Cisto Bouler and Securily Device Mansger (SDME 192, 1681001

File Edit View Tools Help

@ Hoe ﬂi‘gw PRS- A S 4

Create Firavwss  Edit Firewall Policy | ACL |

Belocta diraction  From: [Digiero irwnmn 1y ] B Too [FasiEmemetnn =] & Gvol!

FastERhernetlo FastTther met1
& Griginating trac Tl
~ Rewming traMmc ;

3. Click Originating Traffic.

4. Create an ACL rule to block outbound traffic that does not originate from the router WAN IP address.
a. Click Edit Firewall Policy/ACL.

b. Nextto Services, click Add > Insert After.

Services padd- | EHES Jout Bacoy BEFae- [
Destingti  Add Mew

Securnty Rudit

X any * any

*x any * any

x any * any unreachablef
& Deny F 10000025525 % any EEip
@ Deny F17216000152 % any . ip

|

Irkiison Piewenton

c. Next to Select an action, choose Permit.

Add an Extended Rule Entry o El
Action ~—— Description
Select an action |Parmil ;] [
Dy [!
— Source HostMetwork —— Destination HostMNetwork

d. Under Source Host/Network, choose A Host Name or IP Address.
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Add an Extended Rule Entry

Action — Description
Select an action Fermit j |
—— Source HostNetwork —— Destination HostMNetwork
Type: |Any IP Address =l Type: |ary IP Address =}

Ay P Pu:lnres h

e. Next to Hostname/IP, enter the Router IP address you entered in the Internet Worksheet (B46).

Add an Extended Rule Entry

Action —— Description
Select an action  |Pemit :] [
—— Sournce HostiNetwork —— Diestination HostNetwork
Type: |A Host Name or IP Address =) Type: |any IP Address =}
Host NamellP: ||

N

f. Under Destination Host/Network, choose Any IP Address.

Add an Extended Rule Entry

Action —— Description
Selectan action  |Deny | [
—— Source HostMetwork —— Destination HostNetwork
Trpe: |R Host Name or IP Address j Type: Any IP Address ﬂ
A Mebwork
Host NamelP: [64.102.40.1 4 Host Name or IP Address

g. Under Protocol and Service, choose IP.
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h. Under IP Protocol, click the details button (...) and select any. Click OK to select the service, then click OK to
confirm the rule.
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Protocols

64.102.40.1

Apply an ACL Rule to the Incoming LAN Interface

To apply an Access Control List (ACL) rule tothe incoming WAN interface, follow these steps:

1. In the From interface, select your LAN interface and click Go. In the To interface select your WAN interface.
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B Cisco Router and Security Device Manager (S08): 192 168,101
File Edit view Tools Help

& |0 e G | 2, 2L

Craabs Finewall  Euil Fireveall Policy | ACL |
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By
* 1

FastEthernet FastEtherned/ 1
Fiogimll e AL
‘:- & Omiginating iramc ﬂ -
i ™ Ruburning traffic

2. Click Returning Traffic.

3. Create an ACL rule to block traffic from LAN that does not have a valid LAN IP address.
a. Nextto Services, click Add > Insert After.
b. Next to Select an action, choose Permit.
c. Under Source Host/Network, choose A Network.

d. Nextto IP Address, enter the subnet that you entered in the LAN Addressing Worksheet (L1A), and next to
Wildcard Mask choose 0.0.0.255.

e. Under Destination Host/Network, choose Any IP Address.
f. Under Protocol and Service, choose IP.

g. Under IP Protocol, click the details button (...) and select any. Click OK to select the service, then click OK to
confirm the rule.

4. Create an ACL rule to allow broadcast traffic from LAN in order to allow DHCP.
a. Nextto Services, click Add > Insert After.
b. Next to Select an action, choose Permit.
c. Under Source Host/Network, choose A Network.

d. Nextto IP Address, enter enter the subnet that you entered in the LAN Addressing Worksheet (L1A). Next to
Wildcard Mask select 0.0.0.255.

e. Under Destination Host/Network, choose Any IP Address and enter 255.255.255.255.
f. Under Protocol and Service, choose IP.

g. Under IP Protocol, click the details button (...) and select any. Click OK to select the service, then click OK to
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confirm the rule.

5. Click Apply Firewall.

- To: [Dialerd (ATMOMIOT} =)

Yiews Option

FastEthernet0i Dialer0 {&ATMO0I0. 1}

wegll : [nactive {fram FastEthernet0io to Dialerd {ATMOOM 1}

v hdd » [F Edit % cut Copy [, Paste ~ ||FastEthernetDID -inbound | | ] Apply Firewsall

Senice Log Ciption Description

IEAiR

]

Back to Top

Configure Network Address Translation

Network Address Translation (NAT) uses an internal address scheme to provide additional security for your network. In order to
set up NAT, you need to know whether your WAN connection uses a static or dynamic IP address. Refer to the Internet
Worksheet (B45, B46) for more information.

Set Up NAT with Dynamic WAN IP Address

To set up NAT with a dynamic WAN IP address, follow these steps:

1. Click the NAT tab.
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B T N R BT T TS S R e T eI T

VPH  Other (Unsupported by SDh)

r'\ - .
Eﬁ" Infarmation
Configure Ethernet LARN interface for plain routing

Security Audit

Routing

&, Cisco Router and Security Deve e Manager (SD%): 192,168, D01

Film Edi  “View Tools Haip

Diesignale NAT Inlefaces. Agdress Pool I Translal
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Inside Inlerfaceis)  FastEthemei
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| riginal Address | Transiated Address | Peute Tye [

3. Check the Inside (Trusted) and Outside(Untrusted) interfaces and click OK.

Note: Designate your WAN interface as the outside/untrusted interface.
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NAT Interface Setting 3 |

FPlease selectthe list of interface that you want to make it
inside r outside.

interface | insidedtrusted) | outsidefuntrusted)
FastEthernetd/o v r
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Dialerd {ATMOIOM0 .1} I v

2k | Cancel Help

4. Click Add to add a new translation rule.

HL Ciwrn Asatey swrad Security Device PMansger (S0 1971881001

=1d] xj
Filg Fan  View Tosls Hep
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=3 ;
Sty (s _—

5. Atthe Add Address Translation Rule screen, choose Dynamic. Next to Direction, choose From inside to outside.
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Add Address Translation Rule

o

From inside to outside =

6. Click the ACL Rule details button and click Select an existing rule (ACL)....

Add Address Translation Rule

Frominside to outside =
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7. Inthe Rules Category box, choose Access Rules.

Select a rule from the list helow.

Rule Category:

MAT Rules |

IPSec Rules
Lnsupported Rules
Externally-defined Rules
SOM Default Rules

i I I [

P reni e

Action | Source Log Attributes

i I | [

2k Cancel Help

8. Select the Access Rule that is used by your FastEthernet or Ethernet interface and click OK.
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Select a Rule

Select a rule fram the list bhelow.

Rule Category:

Access Rules

Hameftlumber

Lised by

100
101
sdim_fastethernetlr _in

FastEthernetio inbound
Dialerd {ATMOOM0.1 } inhoured
FastEthernetli intbound

+

P ren e
Artion | Source Destination Sermice
@ Deny 295255255255 any if
& Deny 127.000/0.255.2585 any ip
w Permit any anm in
|
0] :9 Cancel Help

9. Go to the Translate to interface area and next to Type choose Interface. Next to Interface choose your WAN
interface. Click OK to confirm.
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Interface x|
FastEthernetin -

Lee | Jemm | [eme |

10. Click File > Write to Startup Config to save your configuration.

Set Up NAT with Static WAN IP Address
To set up NAT with a static WAN IP address, follow these steps:

1. Click the NAT tab.
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3. Check the Inside (Trusted) and Outside(Untrusted) interfaces and click OK.

Designate WAN interface you just set up as the outside/untrusted interface.
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NAT Interface Setting 3 |

FPlease selectthe list of interface that you want to make it
inside r outside.

interface | insidedtrusted) | outsidefuntrusted)
FastEthernetd/o v r
FastEthernetir r r
Dialerd {ATMOIOM0 .1} I v

2k | Cancel Help

4. Click Add to add a new translation rule.
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5. Atthe Add Address Translation Rule screen, choose Static. Next to Direction, choose From inside to outside.
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Add Address Translation Rule x|

™ Dynamic

Direction: |Fr|:|m inside to outside j
Translate from interface
6. Under Inside Interface(s), enter the Router IP Address that you entered in the LAN Addressing worksheet (L6A).
Leave the Network Mask blank.

Add Address Translation Rule x|

(¥ iStatic: " Dynamic

~ Direction: |Fr|:|m inside to outside j

—— Translate from interface

Inside Interfacels); FastEthernetlsn

IP Address:
Metwark Maskioptional): ar I F

,—Translate to interface

7. Under Outside Interface(s), enter the Router IP Address you entered in the Internet Worksheet (B46).
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Cutside Interface(s): Dialerd {ATMOMM. 1}
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— I Redirect Port
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Criginal Fort: I

Translated Bor: |

2k | Cancel | Help |

8. Click OK to confirm.

9. Click File > Write to Startup Config to save your configuration.

Back to Top

Next Step

You have now configured a firewall on your router.

To make further changes to your router, refer to the Router Support Page.

To configure other devices in your network, refer to the Configuration Overview Page.

Back to Top

Troubleshoot the Procedure

This section provides information about common problems that you may encounter. If this information does not solve your
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problem, contact the SMB Technical Assistance Center (SMB TAC) for assistance.

Problem Cause(s) and Suggested Solution(s)

| added a new firewall rule and | cannot Contact the SMB Technical Assistance Center (SMB TAC) for
access the router. assistance.

Back to Top

Related Information

. Configure Your Router with Security Device Manager
. Site Survey

. Create a HyperTerminal Connection

. Cable Descriptions
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