Three Friends In Security :
[dentity, Visibility ano
Enforcement

Stop the bad guys immediately

Gyorgy Acs
Cisco Systems

CISCDSEC



“The world is full of obvious things which
nobody by any chance observes.”
Sherlock Hol IMES, The Hound of the Baskervilles

This session is about using network analysis
(our obvious things) to observe and mitigate
an attack.




Agenda

* The Problem is Threats

* Network as a Sensor / Enforcer
* |dentity
*Visibility
* Policy and Indication of Compromise, loC
* Enforcement

*Summary
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The Problem IS VULNERABILITY REPORTS

n TALOS VULNERABILITY REPORTING PGP KEY COORDINATED DISCLOSURE POLICY

Th re atS ZERODAY REPORTS

¥ VIEW FULL LIST OF ZERODAY REPORTS

TALOS-CAN-0065 NTP 2015-09-29
TALOS-CAN-0064 NTP 2015-09-29
TALOS-CAN-0063 NTP 2015-09-29
TALOS-CAN-0062 NTP 2015-09-29
TALOS-CAN-0061 Libgraphite 2015-10-8

TALOS-CAN-0060 Libgraphite 2015-10-08
TALOS-CAN-0059 Libgraphite 2015-10-08
TALOS-CAN-0058 Libgraphite 2015-10-08
TALOS-CAN-0056 Vmware 2015-09-29

TALOS-CAN-0055 NTP 2015-09-29



Dissecting a Data Breach (Kill Chain)
You Can’t Protect What You Don’t See | g If

00000
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Network as a Sensor
/ Enforcer



Cisco StealthWatch: System Overview el

QSO0 0

Capable Device

N -Generate
NetFlow
SPAN

StealthWatch StealthWatch
FlowSensor FlowCollector

NetFlow / NBAR / NSEL

v
v

A4

StealthWatch

* Management @

Console
(SMC)

CISCO

Network
Devices

Collect and analyze
Up to 4,000 sources
Up to 240,000 FPS sustained

Management and reporting
Up to 25 FlowCollectors
Up 6 million FPS globally

CISCOSEC



Network as a Sensor: T
Cisco StealthWatch g

£

ise.demoocal
Paddess:  [192,168.200.20
User Name: Cyber_SMC_Admin
R ——
Local Time Zone: (3 Same a5 SMC (AmericafLos_Angeles)

O Diferent from SMC

Select time zone:
— | =

Context Information

Real-time visibility at all network layers
 Data Intelligence throughout network
* Assets discovery
* Network profile

ISE pxgrid for « Security policy monitoring

Remediation * Anomaly detection C'SC SEC

* Accelerated incident response

Cisco ISE
Mitigation Action



|[dentity

C

\
/

(:‘\ (’—\\ !,,/;\
\_) \_J =

"N -

=

o=
==

N =

=
=
e

0O



Cisco ldentity Services Engine T

CISCO

A centralized security solution that automates context-aware access to

network resources and shares contextual data

Physical Identity Profiling D

Network Resources

Role-Based Policy Access

or VM and Posture
ﬂ Cisco TrustSec®
7R\, Py 1N -y
Who - - aw, am ian,
What PGuest Access
] Zan 77T
When @ @
»BYOD Access
n—‘ Where |
How PRole-Based Access @ ’
Z 4
ISE pxGrid
n ' ' Coitiel]
€ompliant »Secure Access olidrellEr

Context




Asset Visibility

Security starts with ‘Visibi

ity’

‘tacs' Identity Services Engine Home i » Operations » Policy  » Administration » Work Centers
Summary Endpoints Guests Vulnerability Threat 4+ 3~
METRICS -
Total Endpoints @ Active Endpoints @ Authenticated Guests @ BYOD Endpoints €@ Compliance @

]
[ 56534 -:_ 34258 e 4234 Lhy 1341 (= 5109

compLAKT
ii AUTHENTICATIONS © 8o X i NETWORK DEVICES @ 8o X i ENDPOINTS @ & O X
Identity Store | identity Group | Network Device | Failure Reason Device Name | Type | Location Type | Profile
other: [53%] ——— other: [5%] ———
samsu...evice: [2. Q?%] ntn01-171a-sw4: [3.1%] \ ather: [7%] ———
apple-idevice: [4. 05%] redns.. tanat: [3.73%] ——, cisco-device: [4.61%] ———
android: [4.33%] —. ‘ ~—— workstation: [27.2%] eng-b...a-sw1: [6.79%] —. ‘ —— sampg...-wic1: [26.77%) intel-device: [5.06%] —. — apple-device: [29.87%)
apple-iphone: [5. 73%]—u sic14...alwar: [6.33%] — apple-idevice: [5.46%)] —..
apple-iphone: [7.45%) —
unknown: [12.7%] — eng-b...a-sw1:[11.22%] —
windo...ation: [9.43%] — [ :
“—— apple-device: [24.28%] ba-b...-wic1: [11.94%] —  sjc19...u-wic: [26.62%] —— unknown: [15.88%
profiled: [14.15%] — sbg-b...-wic1: [11.94%] micro...ation: [15.53%] —
BYOD ENDPOINTS @ 8O X i ALARMS @ 8o X i SYSTEM SUMMARY @ 80 X
Type | Profie Sever... Name Occurre... Last Occurred 9 node(s) All~ 24HR ~
0 Misconfigured Supplicant Detected 2205 10 mins ago E npf-sjca-mnto1
printers: [0.3%] RADIUS Request Dropped 6363 12 mins ago &R WLty LI T DT
misc: [1.64%] ———
Supplicant stopped responding 3796 17 mins ago =mzmzmzEzezeiszsERIEENsEs llll““l“l“““l“ll" _________________________
o Misconfigured Network Device Dete,,, 715 44 mins ago E npf-sica-mnt02
1 CPU Mermory Authentication Latency
workstations: [46.91%] — — mabil...vices: [51.16%] (i ] Unknown SGT was provisioned 54 3 hrs 56 mins ago
snsssmss=szmmmemsnsnsens  NENNNNRDDRDRDRDNRDLNOODD _
o Configuration Changed 703 6 hrs 3 mins ago E T

i
CISCO



Role-Based Access o
TACACS+ Device Administration Support for Cisco ISE 2.0 CISCO

Simplified, Centralized Flexible, Granular
Device Administration Control
Increase security, Control and audit the

’ Customers can now use
What’s New TACACS+ with Cisco® ISE to simplify

for Cisco CEHER eSO el e Benefits compliance, and auditing for configuration of

ISE 2.0? security through flexible, granular BE Y p—_—- network devices
" control of access to network devices. o .
administration use cases

Holistic, Centralized Visibility
Get a comprehensive view
of TACACS+ configurations
with the TACACS+
administrator work center

Role-Based
Access Control

TACACS+ " Security
Work Center Ad m | n Tea m

=
AR

! ! l

)
TACACS+ Device o o —
Administration & ====== @
% e 1 ? 1 i

TACACS+

y — ¥ &'

* Role-based access control * Dedicated TACACS+ work center for network administrators

Capa bilities * Flow-based user experience * Support for core Cisco Secure Access
* Command-level authorization with detailed logs for auditing Control System 5 (ACS5) features




Visibility




Versions of NetFlow Cisco

CISCDSEC



NetFlow Deployment cisco

Each network layer offers unique telemetry capabilities

CISCDSEC



Visibility through NetFlow

10.1.8.3 Switches

Routers

NetFlow provides

* Trace of every conversation in your network

* An ability to collect record everywhere in your
network (switch, router, or firewall)

* Network usage measurement

* An ability to find north-south as well as east-
west communication

* Light weight visibility compared to SPAN based
traffic analysis

* Indications of Compromise (10C)

 Security Group Information

lllllllll
CISCO

172.168.134.2

Internet
Flow Information Packets

SOURCE ADDRESS

10.1.8.3

DESTINATION ADDRESS

172.168.134.2

SOURCE PORT 47321
DESTINATION PORT 443
INTERFACE Gi0/0/0
IP TOS 0x00
IP PROTOCOL 6
NEXT HOP 172.168.25.1
TCP FLAGS Ox1A
SOURCE SGT 100

CISCDSEC

APPLICATION NAME

NBAR SECURE-

HTTP




NetFlow afaf,

CISCO

port 1024

Start Time Dest Bytes [SGT |DGT |TCP Flags
Port Sent

10:20:12.221 eth0/1 10.2.2.2 1024 10.1.1.1 80 TCP 1025 1010 SYN,ACK,PSH
10:20:12.871 eth0/2 10.1.1.1 80 10.2.2.2 1024 TCP 17 28712 1010 100 SYN,ACK,FIN

CISCDSEC



NetFlow - The Network Phone Bill alval,

Telephone Bill

g atat

Monthly Statement

Bill At-A-Glance
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Flow Record

CISCO

NetFlow = shows you the who, what, where
and when. It's a phone bill, which we use to
look for out of the ordinary behaviour.
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NetFlow Collection: Flow Stitching T

CISCO

Uni-directional flow records

Start Time Src Pkts
Sent
10:20:12.221 eth0/1 10.2.2.2 1024 10.1.1.1 80 TCP 5 1025 100 1010
10:20:12.871 eth0/2 10.1.1.1 80 10.2.2.2 1024 TCP 17 28712 1010 100
Start Time ClientIP  Client ServerIP  Server Proto Client Client Server Server Pkts Client Interfaces
Port Port Bytes Pkts Bytes
10:20:12.221 10.2.2.2 1024 10.1.1.1 80 TCP 1025 5 28712 17 100 1010 eth0/1
eth0/2

Bi-directional:
. | él;)erfvgs]:tion flow record CISC SEC

e Allows easy visualization and analysis



NetFlow Collection: De-duplication Al

CISCO

(—
—
—

)

10.2.2.2
port 1024

Start Time ClientIP Client ServerIP Server Proto Client Client Server Server App Client Server Exporter, Interface,

Port Port Bytes Pkts Bytes Pkts SGT SGT Direction, Action

10:20:12.221 10.2.2.2 1024 10.1.1.1 80 TCP 1025 5 28712 17 HTTP 100 Swi, ethO, in
Swi, eth1, out

Sw2, ethO, in

Sw2, eth1, out

ASA, ethl, in

ASA, ethO, out, Permitted
ASA ethO, in, Permitted
ASA, ethl, out
Sw3, ethl, in
Sw3, ethO, out
Swi, ethl, in
Swi1, ethO, out




Aside: SMC Interface 1: “Web” Interface e

S}iﬁﬂ'g...- o LaunchSMC ~ (=R , o U yan. ll=

& Trade Demo

@ StealthWatchDemo | Security Insight Dashboard * Introduced in Stealthwatch 6.5
* New features/functionality is added to
this interface

Dashboard

Network & Concern Index Target Index Recon c&c Exploitation

Flows @ 0 0 21 0 .
Tools &
DDoS Target Data Hoarding Exfiltration Policy Violation Anomaly Features Unlque to Web Inte rfa ce:
0 8 1 15 0 * |ISE Remediation
* Custom Events

Alarms by Type - Today's Alarms - o SGT ﬁe|dS |n FIOW Record
e  Web proxy data

Alarms by Type Today's Alarms Top Appl Endpoint dat
% U n oin dla
'__&; ! 2,853 2,889 Data Hoarding: 25 . X . .p . . .
g, = = Port Scan: 10 \ e * Active Directory Configuration
g . = 1,1031,0721,077 o

- econ: 66 NFS: 8.75%
= = = 734 on: 11 —_ g High V¢ A Custom Appllcatlons

0K ; 139
oz,zoozm02/2202/2302;2402/2502/26 & ° Job Management

our: V24
[ ]
Host Lock Violation [l SYN Flood FI rSt See n

ICMP Flood Packet Flood

I TrustSec Violation
I High Volume Email

Proxy Server Alarm 1g: 25
I Rogue DHCP Server Alert Loss: 11

Pr

/4

N 1 p— —
S iy i9% N \ h V7 \
uspect -
I TCP/443 Internal Servers k- o \ —////)
Mail Rejects  [7] High Target Index s op NetFlow \_,/ =7
| | ::a)(hFTl.OWSI l;llllf;led Suspect Long Flow: 28 ~ High Concern Index:
igh Total Traffic

..................... - P2P file: 4.79%




Aside: SMC Interface 2: Java (Swing) Client ik

| NN StealthWatch Management Console (tradeshow - 128.136.18.246)

i Enterprise . . .
ESMSC P = «  Original interface
¥ X Filter = Domain : StealthWatchDemo
© stealthWatch Labs Intelligence Cent *  Years of development and functionality
v s StealthwWatchDemo & Reconnaissance | a8 Data Loss | af Malwar

v ® Host Groups *  Built by engineers for engineers

w ] Suspicious Internal Hosts - Today - 4... ¥ &
» w Inside Hosts (] d | ini I
» @, Outside Hosts HostGr.. |  Host  %| CI% ™!  Aler New deve opment minima
» @, £ Bogon Atlanta, 10.201.3.83 . I Pin- _ed_|
I % £, Command & Control Servers Ing:i:::;:re' ez . S
L. " '
> RLTor virtual Atlanta wan01 8. [
2= Network Devices DESktDIJ (209.182.184.1
) VM Servers Catch Al 199.204.23.227 . I Port Scan, Firewalls  10.240.200.1 7... D]
> L Maps Rejects, Spoof,
: TCP_Scan Atlanta wanrt0?2 6. 1
2 FlowCollect - .
@ Flow -oliectars TCP Stealth (209.182.184.3
» [ Identity Services
L} Extarnal Devices Mew York, 10.10.101.24 . [ Ping, TCP_Scan New York, 10.20.3040 5. 1
Desktops Desktops
| Salesand  whkstationS0 . (WM Spoof, TCP Scan | 0.165.254.12 5
Suspicious Outside Hosts - Today - ... ; i » | Possible Victims - Today - 44 records summ.. 5 B3
Country # | Host o | Cl% "'1| Alerts ¥ | Touched ...> |Touched o | High Cl Co... |H|gh Cl Host = |
=S| 69.160.42.248 . I Port_Scan, Mew York, 10.20.10.254 3] 10.201.3.83
United Rejects, Desktops RFC 1918
States Spoof,
TCP_Scan, Servers 10.201.0.28 E3] whstation50
TCP_Stealth RFC 1918  (10.201.3.50)
& 58.221.60.166 . Rejects, Servers 10.201.0.19 ] wkstation50
China Spoof, RFC 1918 (10.201.3.50)
TCP_5can
. Domain 10.201.0.16 = whstation50 )
= 78.187.95.226 .. [N Rejects, Controller/DNS REC 1918  (10.201.3.50)
Turkey Spoof,
TCP_Scan Atlanta, 10.201.3.83 = whkstation50
B Find: © 06 "] 61.175.101.118 B Rejects, i RFCITo18 ) |\(10-201.3-50)

Last refreshed: Feb 26, 2016 10:31:37 AM



Concept: Host Groups il

CISCO
BEnterprise
b T SMC . .
v %e StealthWatchDemo * Virtual Container of IP Addresses
v @ Host Groups e User defined

Mo . :

v 8 Inside Hosts ’ Similar attributes
P Compliance Hosts
@, Damballa Feed

> % .. Bogon

¥ v¥vy¥ywvrwr

P Catch All o
Model any Process/Application
*p Public Cloud
» ‘I, Monitored Internet Hosts

*p Application Servers
P Business Units
P By Function
*P By Locations
v @ Outside Hosts

» @, Countries

» @B, Partner Networks

» @B, Suspicious Internet Hosts

ill'.

S Command & Control Servers

b

CISCDSEC



Types of Host Groups

S Enterprise
b SMC
v Tw StealthWatchDemo
v Eﬂ Host Groups
v 8 Inside Hosts
P Catch All
“—I’—* Application Servers
'{B Business Units
e By Function
"{B By Locations
""{-B Compliance Hosts
*p Public Cloud
v @, Outside Hosts
» @ Countries
@, Damballa Feed
» ‘I, Monitored Internet Hosts
» @B, Partner Networks
> Q, Suspicious Internet Hosts

L . R L .

Inside Hosts:

* All Hosts specifically defined as part of

the network

By Default — “Catch All”
Outside Hosts

» All Hosts not specifically defined as part
of the network
* Countries — GEO-IP
SLIC Created

Bogon
Command & Control Servers
Tor

==

oo

(@

O

=
=



Conversational Flow Record

Who

» Search Subject

10.10.18.102
5. RFC 1918

employee
00:50:56: b4 37.af

= Duration

Start: 05/29 - 12:19:18 PM
End: 05/29 - 12:20:58 PM
Duration: 1m 40s

When Where

* Highly scalable (enterprise class) collection
* High compression => long term storage
* Months of data retention

+ Port

4BE66/TCP

How

What

+ Traffic Summary

11.49KB | 285 packets
—
HTTP
—
1.62ME | 1.15K packets

allllllll
CISCO

Who

= Port - Peer
BO/TCP — 216.191.247.145

[+l Canada

Flow Detailed Summary: 10.10.18.102

Search Subject Details

Packets: 285

Packet Rate: 2.85pps
Bytes: 11.48KBE

Byte Rate: 117.69bps
Percent Transfer
068794563491 71267%
Host Groups: Desktops
TrustSec 1D: 100

TrustSec Mame: Employees
Payload: GET http:icrl.entrust.net
/2048ca.crl

Totals

Packets: 1.44K
Packet Rate: 14.37pps
Bytes: 1.63MB

Byte Rate: 17.11Kbps
Search Subject/Peer
Ratio: 0.01

TCP Connections: 2
RTT: 2ms

SRT: 488ms

crl.entrust.net

More context

Peer Details

Packets: 1.15K
Packet Rate: 11.52pps
Bytes: 1.62MB

Byte Rate: 16.99Kbps
Percent Transfer:
98.31205410508268%
Host Groups: Canada
Payload: 200 OK
TrustSec 1D: 0

TrustSec Mame: Unknown




Profiling a Host

@ Lancope | Host Report for 10.201.3.59

Concern Index Target Index Recon Command & Control
1 0 0 0
DDoS Target Data Hoarding Exfiltration Policy Violation
0 0 0 0
Host Summary Ve Traffic by Peer Host Group (last 12 hours)
Host IP
I:l 10.201.3.59 R
© Desktops
View Flows Classify History
@ Domain Controller/ United States @
Status: Active
@ Chicago
Hostname: Isharp-11.lancope.local g 10.201.3.59 Google®
Host Groups: Atlanta, Sales and Marketing, © DHCP Servers
Desktops @ iSCS| Storage
Locafion: RFC 1918 © Eile Server
Last Seen: 6/5/15 1:08 PM © Multicast
Policies: High Target Index Supress, Inside @ Others (Inside)

MAC Address: cB:2a:14:26:a8:61 (Apple Inc)

Summary
information

Event Count

un

Ty
CISCO

Host report for 10.201.3.59

DDoS Source

0

Behavior alarms

Alarms by Type (last 7 days) e

Alarms by Type

] ) Quick view of host

group
I I I I I I communication
L]

Touched I High Concern Index

Exploitation



New: StealthWatch to
ThreatGrid External Lookup wLidL

CISCO
B8 Flow Query Results

— |
s Duration s Search Subject s Port s Traffic Summary s Port + Peer
Start: 06/15/2015 - 10:49:20 PM ee+1 10.10.18.104 - 53272/UDP 386B | 2 packets 389/UDP C
End: 06/15/2015 - 10:49:20 PM = RFC 1017 —
Duration: Os 4 Back
LDAP (unclassified) GLALELSLL
DShield.org =5 RFC 1918
h
Cisco SenderBase 0B | 0 packets
Start: 06/15/2015 - 10:46:05 PM Ziften: Source Lookup 4.87KB | 60 packets 138/UDP D
End: 06/15/2015 - 10:49:16 PM ‘' ~isco ThreatGrid -
Duratlon: 3m 113 MA+RINC Mhhinalaceifiadl 10.1.100.100

Dynamic Analysis ClgC SEC

lookup



Extrapolating to a User

& ethel Username

! View Flows &

Tdays 1 |

Alarms  —

7 days |
' Mac Address: 14:7d:c5:bf:34:85 Mac Vendor: Unknown
Host Name Group
hee 3 10.201.3.78 - Sales and Marketing
Atlanta
Desktops

© Command & Control Mac Address: 00:26:b0:ca:f2:a9 Mac Vendor: Unknown

Host Name Group
7 days 10.202.1.151 - Atlanta
Sales and Marketing
Desktops
24 hrs
Mac Address: Unknown Mac Vendor: Unknown
Host Name Group

lllllllll
CISCO

A _

Active Directory
Details

v
0 Devices and Sessions

Device Type: Unknown
Count Start End
. RFC 1918 5 1/11/15 10:25 PM m

Devices and =

5. RFC 1918 1/11/1510:21 PM

Sessions @SEC

Device Type: Unknown
Count Start End



Adding Context and

. . I
Situation Awareness cIsco

StealthWatch Labs
Intelligence Center
(SLIC) Threat Feed
-> TALOS

Known Command &
Control Servers

User
Ildentity

CISCDSEC



Policy and
Indication of Compromise |oC



NetFlow Analysis with StealthWatch can help::l.l

CIsCO




Locate Assets — Discovery cisco

Search:
£% Enterprise ) Active Hosts X (/) Host Informatior [#) Active Hosts X osHllfoFmﬂlon—N—-
SMC
P M = oo i T s A b " . - -
?3 ¢ local ¥ riter & Domain  :demo.lot @ gy & Domain - demo.local ® Time : Last 1 day ending Today
¥ ts demo.loca @& Host Group : Inside Hi N L1 e 1y
v @ Host Groups & Host Group : Inside Hosts
SR Y nsidagilasts] Summary - 67 records summarized i E @ ® Filter - Host Information .
» @ Outsii w8 Host Group Dashboard Host Groups $ |
> gﬂ. .;E. BO  rop > Catch All — | & e Server Applications - j4i
: e i: Status > Catch Al Hosts g
S Security > 2 ™ Filter by applications ™
> & Network puyyms > Active Hosts
] WM Serve . . Server Services Match (@
v BM Traffic > i Host Information | atch (=) Any All 5M
aps Reports > Host Notes g
o Funct . , Clearcase
Flows > ) ) Client Services
& Intern Configuration i Identity and Device Table DHCP
& Intern DNS AM
¥ ik FlowColli Expand All 48E | @ Host Group Trends Server Applications DNS (unclassified)
v @ sfc.de “ollapse SR8 C Decryption Client i
> ) Collapse All (+3C pEm—— Dee 5M
b L= Ex  Refresh Tree _ - ropbox
(= FlowSensors — Catch Al Client Applications ESPN o
v 4 Identity Services ‘ ate & FIX
> (@ ise-ciscolive.cts.local Can FTP
) = e Alarms FTP {unclassified) M
i Facebook
Alarts File Sharing 1k
Finger
Find hosts communicating on the network e Flickr M
‘ Gopher
* Pivot based on transactional data HTTP _ M
o _ Systems !—!Htr(unclasmﬁed]
2M

Help Cancel 0K i




SREnterprise

b g SMC

v Tu StealthWatchDemo
v ) Host Groups

v e

¥ ¥ ¥ y¥ITyrT

v @

>

r¥reT

» BT
» @
> @

Inside Hosts

% Catch All

P Application Servers
¥ Business Units

P By Function
P By Locations

*p Compliance Hosts

*P Public Cloud

Outside Hosts

&, Countries

@, Damballa Feed

4, Monitored Internet Hosts
@, Partner Networks

@, Suspicious Internet Hosts
. Bogon

Command & Control Servers

A
K. Tor

Inr
CISCO

Host groups and reports make it

easier to hunt

BRKSEC-
3014

CISCDSEC

33



Host Groups — Discovering Rogue Hosts

Ty
CISCO

Table of all individual hosts

PSEC

W)

t 5 Enterprise
- e SMC -
He Catch All: All unclassified RFC1918 addresses
E- 't ACME
E F.F_' Host Groups
—|— Inside Hosts
Y
E + E“-“ Funcl o4  Host Group Dashboard
: —|— Busi
..... ,'_P D7 Top »
= ?—Pﬁ EUE Skatus b
,;" Infr SeCurity 3
..... FP IntE
"'P' Ot Hosts 4 Active Hosts
-F SEr Traffic 4 Host Information
Iisern
. + HAZEIE g Host Mokes
- "'P YoIR F| .
5 oS
P l P By Locat | Identity and Device Table
B —|— Cgkside Hos Configur akion ]
q-;l £, Commar &0 Host Group Trends
- I:;ﬂ Mebwork, Devices
B [ VM Servers
- Ef; Maps Refresh Tree
= 1 FlowCollectors I



Policy & Segmentation with StealthWatch plill! 7

PCl Zone Map

Define communication
policy between Zones

Monitor for violations




Policy Violation: Host Locking

Client group

Client traffic
conditions

Successful or
unsuccessful

Name: Users to Compliance systems

Description:

Client Host Group: Inside Hosts -> By Function -> Users

Server Host Group: Inside Hosts -> Compliance Hosts

»  Disallow all traffic except

Allow all traffic except

Services

v Unidirectional UDP traffic triggers alarm

v Unidirectional TCP traffic triggers alarm

Help

Applications

Cancel

Browse...

Browse...

OK

Server group

Server traffic
conditions




Policy Violation: Custom Security Events il
CIS

Rule/Event Mame:

Employee to PCI Servers Ru | e n a m e a n d
CUStom event trlggers Description: description
O n traffic Con d iti 0 n Violation of Security Group Policy
£ Object & Peer
Host + Host + Peer conditions
Object conditions User + User +
Devices: + Devices: +
Port/Protocol: + Port/Protocol: +
TrustSec ID: TrustSec ID:
includes : 100 + includes : 2000 + . .
- - Destination Tag
TrustSec Name: + TrustSec Name: +
SO U rce Ta g Application: + Application: +
Orientation:
either
(¢ Connection Details
Co n n ectio n Total Bytes greater than: @ Time of day: @ I S /_\ QZ§>> Q’% E fvﬁ%
- any \_ Z I
CO n d Itl O n S Total Packets greater than: @ Duration greater than:

hours



Policy Violation: Custom Security Events gt

CISCO

@ demo.local | Alarm Dashboard : Policy Violation (1) Alarm dashboard showing all Policy alarms

+ First Active Source Host * Source Target Host + Target + Policy + Event Alarms * Source Details

Groups Groups User
5/25/15 4:42 Catch All 10.10.18.102 - Multiple Inside Employee to Production employee1 Expected 1 points, tolerance of 75 allows up to 300k
PM Hosts Hosts Servers

paoints.

(- demo.local | Alarms : Employee to Production Servers for 5/25/2015 (1) Details of “Employee to Productions Servers”

alarm occurrences

+ First Source Host * Source Target Host * Target * Alarm * Policy * Source Details + Last = =
Active Groups Groups User Active Active Acknowledged
5/25/15 4:42 Catch All 10.10.18.102  Catch All 10.3.200.10  Employee to Production Inside employee View Current Yes No
PM Servers Hosts Details
BRKSEC-

3014 38



Flow-based Anomaly Detection

2

* # Concurrent flows

* Packets per second

* Bits per second

* New flows created

* Number of SYNs sent
* Time of day

\_

* Number of SYNs received
* Rate of connection resets
* Duration of the flow

* Over 80+ other attributes

/

Establish Baseline of Behaviors

\ Critical Servers

Exchange Server

Anomaly detected in
host behavior

threshold

Web Servers

threshold

Marketing /

Alarm on Anomalies & Changes in Behavior




Detecting Data Loss alials,

CIsCO

CISC®SEC



Behavioral Algorithms Are Applied alialn.

Max Flows Served

Syslog / SIEM

Suspect Long Flow . .
Suspect UDP Activity Exfiltration

SYN Flood

Mitigation

DDoS Target

. (" . ) CISCO
to Build “Security Events
SECURITY ALARM
EVENTS (94 +) CATEGORY RESPONSE
Addr_Scan/tcp
sty HE—
Beaconing Host
COLLECT AND Bot Command Control Server
ANALYZE FLOWS Bot Infected Host - Attempted

Bot Infected Host - Successful Host Snapshot
Max Flows Initiated

CISCDSEC



HTTPS Unclassified now Known
* AnyConnect NVM with Cisco Stealthwatch

S

* Application Identified — Dropbox
- End Duration Subject ~ Subject Subject + Process

Start Orientation  IP NAT Name ° App“_CatiOn Hash —Who else is
S running?

* |dentity — nedzaldivar (even

ec21, Dec2i, 1omtis — without ISE or Identity, from non
2001521 [230152 19m 11 cl 1 0.0.0.6 y,

domain asset)
PM PM
+ File Hash + Process v
Username Connection
Application
BB46002FETAZO4AIFSOECAI0T1 221615408527 T 26DT 2900E6534DIOAATTZIES23 Meds-MacBook- HTTFS
d Prolocalinedzaldivar (unclassified)
(/* ( I,/'“ 7 \} t
\ \ }\\7 /{,/,_, Y _\J




I
CISCO

Demo

CISCDSEC



NI

Enforcement Cisco

CISCDSEC



Integrated Threat Defense -
(Detection & Containment) cIsco

t TCP SYN Sca

e lP: 104515 /!X

Eve
Sou
Ro I S upplier
Response: Quarantine

StealthWatch

" CISCDSEC



Adaptive Network Control

Quarantine/Unquarantine via pxGrid

Who @
What
When
Where @
How

Identity StealthWatch
Services Management
Engine Console

Cisco and Partner
Ecosystem

.
. -
. R
. o

5 %, Cisco Network ot 4

0, e — k

o ——

-2

Host Summary

L

View Flows

Status:
Hostname:
Host Groups:
Location:

[ ast Seen:

Policies:

MAC Address:

lllllllll
CISCO

192.168.100.101

Classify History

Active
5)0-13-svr-101_cisco.com
PCl Servers

RFC 1918

1/9M15 1:56 PM

Inside, Servers

Quarantine Unguarantine



Authorization Policy in ISE using

o | I 1ol I s
Quarantine Service e
Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order.
| First Matched Rule Applie . . . .
Quarantine state as one of the conditions Quarantine definition in ISE
¢ Exceptions ( )
Standard
Status  Rule Name Conditions (identity groups and other conditions) Permissions
EPS-Quarantine-WIRELESS Session:EPSStatus EQUALS Quarantine Radius:NAS-Port-Type WIRELESS-AUTHZ,QUARANTINE Edit
EQUALS Wireless - IEEE 802,11
EPS-Quarantine-WIRED Session:EPSStatus EQUALS Quarantine 410 Radius:NAS-Port-Type WIRED-AUTHZ WIRELESS-AUTHZ-QUARANTINE
EQUALS Ethernet
AP-CAP3702 Cisco-AIR-CAP-3702 WIRED-AUTHZ-AP Edit
DOT1X-WIRELESS Wireless_802,1X WIRELESS-AUTHZ-ALLOW-ALL Edit
DOT1X-WIRED Wired_802.1X WIRED-AUTHZ-ALLOW-ALL Edit




Monitoring Devices alial,

CIsCO

Show Live Sessions ﬁ Add or Remove Columns ¥ s Refresh

Refresh | Every 3 seconds

v| Show| Latest 20 re thin | Last 60 seconds
Identi Endpoint ID Endpoint Profile Event Authorization
Time v|Status [Detais Emtt b

2014-10-01 18:27:26.442 @ g 0 test2 7C7A9133F400  WindowsXP-Waorksta... Session State ...
2014-10-01 18:27:26.433 8 test2 7C:7A:91:33:F4:00 Wirﬁ;ws)(P—Worksta... Authentication... WIRELESS-AUTHZ-QUARANTINE
2014-10-01 18:27:23.134 o 7C:7A:91:33:F4:00 Dynamic Autho..

CISCDSEC




summary



The network is a key asset
for threat detection and
control

Three Friendas in Security :
ldentity, Visibility and Enforcement cisco

NetFlow and Cisco
StealthWatch provides
visibility and intelligence

TrustSec provides software
defined (micro)
segmentation

CISCDSEC
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CISCO

Thank you

Gyorgy Acs
Cisco Systems
gacs@cisco.com

CISCDSEC



