


“The world is full of obvious things which 
nobody by any chance observes.” 

Sherlock Holmes, The Hound of the Baskervilles

This session is about using network analysis 
(our obvious things) to observe and mitigate 
an attack.
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• Enforcement

• Summary



The Problem is 

Threats



Dissecting a Data Breach (Kill Chain)
You Can’t Protect What You Don’t See !

Reconnaissance

Target acquisition

Infiltration point 

Footprint expansion

Staging

Data Exfiltration
Information monetized after breach

Exploration

New ransomware

abuses Windows 

PowerShell, Word 

document macros



Network as a Sensor
/ Enforcer



Cisco StealthWatch: System Overview

NetFlow / NBAR / NSEL

Network
Devices

StealthWatch
FlowCollector

• Collect and analyze
• Up to 4,000 sources
• Up to 240,000 FPS sustained

SPAN

StealthWatch
FlowSensor

Generate
NetFlow

Non-NetFlow
Capable Device

• Management and reporting
• Up to 25 FlowCollectors
• Up 6 million FPS globally

StealthWatch
Management

Console
(SMC)



Network as a Sensor: 
Cisco StealthWatch

pxGrid

Real-time visibility at all network layers
• Data Intelligence throughout network
• Assets discovery
• Network profile
• Security policy monitoring
• Anomaly detection
• Accelerated incident response

Cisco ISE

Mitigation Action

Context Information
NetFlow

ISE pxgrid for 
Remediation



Identity



Network Resources

Role-Based Access

Cisco Identity Services Engine

A centralized security solution that automates context-aware access to 
network resources and shares contextual data

Network
Door

Identity Profiling
and Posture 

Who

What

When

Where

How

Compliant

Context

Traditional Cisco TrustSec®

Role-Based Policy AccessPhysical 
or VM

Guest Access

BYOD Access

Secure Access

ISE pxGrid
Controller



Security starts with ‘Visibility’
Asset Visibility



Role-Based Access
TACACS+ Device Administration Support for Cisco ISE 2.0

Capabilities

What’s New 
for Cisco
ISE 2.0?

Customers can now use 
TACACS+ with Cisco® ISE to simplify 
device administration and enhance 
security through flexible, granular 
control of access to network devices. 

Benefits

Simplified, Centralized 
Device Administration
Increase security, 
compliance, and auditing for 
a full range of 
administration use cases

Holistic, Centralized Visibility
Get a comprehensive view 
of TACACS+ configurations 
with the TACACS+ 
administrator work center

Flexible, Granular 
Control
Control and audit the 
configuration of 
network devices

TACACS+
Work Center

Security 
Admin Team

Network 
Admin Team

TACACS+
Work Center

Role-Based 
Access Control 

• Role-based access control
• Flow-based user experience
• Command-level authorization with detailed logs for auditing

• Dedicated TACACS+ work center for network administrators
• Support for core Cisco Secure Access 

Control System 5 (ACS5) features

TACACS+ Device 
Administration



Visibility



Versions of NetFlow

Version 5
Fixed Format

18 Defined Entities

Version 9 
Template Based 

108 Defined Entities

IPFIX 
Standardized

Template Based
Variable Length Fields
450+ Defined Entities



NetFlow Deployment

Catalyst® 6500

Distribution 

& Core

Catalyst® 4500

ASA

ISR

Edge

ASR

Each network layer offers unique telemetry capabilities

Access

Catalyst®

3560/3750-X

Catalyst® 4500

Catalyst®

3650/3850

Endpoint

Anyconnect
Network 

Visibility Module



Visibility through NetFlow

10.1.8.3

172.168.134.2

Internet
Flow Information Packets

SOURCE ADDRESS 10.1.8.3

DESTINATION ADDRESS 172.168.134.2

SOURCE PORT 47321

DESTINATION PORT 443

INTERFACE Gi0/0/0

IP TOS 0x00

IP PROTOCOL 6

NEXT HOP 172.168.25.1

TCP FLAGS 0x1A

SOURCE SGT 100

: :

APPLICATION NAME
NBAR SECURE-

HTTP

RoutersSwitches

NetFlow provides
• Trace of every conversation in your network
• An ability to collect record everywhere in your 

network (switch, router, or firewall)
• Network usage measurement
• An ability to find north-south as well as east-

west communication
• Light weight visibility compared to SPAN based 

traffic analysis
• Indications of Compromise (IOC)
• Security Group Information



NetFlow

10.2.2.2
port 1024

10.1.1.1
port 80

et
h

0
/1

et
h

0
/2

Start Time Interface Src IP Src
Port

Dest IP Dest
Port

Proto Pkts
Sent

Bytes 
Sent

SGT DGT TCP Flags

10:20:12.221 eth0/1 10.2.2.2 1024 10.1.1.1 80 TCP 5 1025 100 1010 SYN,ACK,PSH

10:20:12.871 eth0/2 10.1.1.1 80 10.2.2.2 1024 TCP 17 28712 1010 100 SYN,ACK,FIN

Start Time Interface Src IP Src
Port

Dest IP Dest
Port

Proto Pkts
Sent

Bytes 
Sent

SGT DGT TCP Flags

10:20:12.221 eth0/1 10.2.2.2 1024 10.1.1.1 80 TCP 5 1025 100 1010 SYN,ACK,PSH



NetFlow - The Network Phone Bill

Monthly Statement

Bill At-A-Glance

CHADWICK Q. 

SULLIVAN

2259 TECHNOLOGY DR

ALPHARETTA, GA 

30022

Telephone Bill

Flow Record

NetFlow = shows you the who, what, where 

and when. It’s a phone bill, which we use to 

look for out of the ordinary behaviour.



NetFlow Collection: Flow Stitching

10.2.2.2
port 1024

10.1.1.1
port 80

et
h

0
/1

et
h

0
/2

Start Time Client IP Client 
Port

Server IP Server 
Port

Proto Client
Bytes

Client 
Pkts

Server 
Bytes

Server Pkts Client
SGT

Server 
SGT

Interfaces

10:20:12.221 10.2.2.2 1024 10.1.1.1 80 TCP 1025 5 28712 17 100 1010 eth0/1
eth0/2

Uni-directional flow records

Bi-directional:
• Conversation flow record
• Allows easy visualization and analysis

Start Time Interface Src IP Src
Port

Dest IP Dest
Port

Proto Pkts
Sent

Bytes 
Sent

SGT DGT

10:20:12.221 eth0/1 10.2.2.2 1024 10.1.1.1 80 TCP 5 1025 100 1010

10:20:12.871 eth0/2 10.1.1.1 80 10.2.2.2 1024 TCP 17 28712 1010 100



NetFlow Collection: De-duplication

Start Time Client IP Client 
Port

Server IP Server 
Port

Proto Client
Bytes

Client 
Pkts

Server 
Bytes

Server 
Pkts

App Client 
SGT

Server 
SGT

Exporter, Interface, 
Direction, Action

10:20:12.221 10.2.2.2 1024 10.1.1.1 80 TCP 1025 5 28712 17 HTTP 100 1010 Sw1, eth0, in
Sw1, eth1, out
Sw2, eth0, in
Sw2, eth1, out 
ASA, eth1, in 
ASA, eth0, out, Permitted
ASA eth0, in, Permitted
ASA, eth1, out
Sw3, eth1, in
Sw3, eth0, out
Sw1, eth1, in
Sw1, eth0, out

10.2.2.2
port 1024 10.1.1.1

port 80
Sw1

Sw2

Sw3

ASA



Aside: SMC Interface 1: “Web” Interface 

• Introduced in Stealthwatch 6.5
• New features/functionality is added to 

this interface

Features Unique to Web Interface:
• ISE Remediation 
• Custom Events 
• SGT fields in Flow Record
• Web proxy data 
• Endpoint data
• Active Directory Configuration
• Custom Applications 
• Job Management 
• “First Seen” 



Aside: SMC Interface 2: Java (Swing) Client

• Original interface
• Years of development and functionality 
• Built by engineers for engineers
• New development minimal 



Concept: Host Groups

• Virtual Container of IP Addresses
• User defined
• Similar attributes
• Model any Process/Application



Types of Host Groups

• Inside Hosts:

• All Hosts specifically defined as part of 
the network

• By Default – “Catch All” 
• Outside Hosts

• All Hosts not specifically defined as part 
of the network

• Countries – GEO-IP
• SLIC Created 

• Bogon
• Command & Control Servers
• Tor



Conversational Flow Record

Who WhoWhat

When

How

Where

• Highly scalable (enterprise class) collection
• High compression => long term storage

• Months of data retention

More context



Profiling a Host

Host report for 10.201.3.59

Behavior alarms

Quick view of host 
group 

communication

Summary 
information 



New: StealthWatch to 
ThreatGrid External Lookup 

Dynamic Analysis 
lookup 



Extrapolating to a User

Alarms

Devices and 
Sessions

Active Directory 
Details

Username

View Flows



Adding Context and 
Situation Awareness

NAT
Events

Known Command & 
Control Servers

User 
Identity

Application

Application
& URL

URL & 
Username

StealthWatch Labs 

Intelligence Center 

(SLIC) Threat Feed

-> TALOS



Policy and 
Indication of Compromise IoC



NetFlow Analysis with StealthWatch can help:

Identify additional IOCs

• Policy & Segmentation

• Network Behaviour & Anomaly Detection (NBAD)

Better understand / respond to an IOC:

• Audit trail of all host-to-host communication

Discovery 

• Identify business critical applications and services across the network



Locate Assets – Discovery

Find hosts communicating on the network
• Pivot based on transactional data



Host groups and reports make it 
easier to hunt

BRKSEC-
3014
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Host Groups – Discovering Rogue Hosts

Catch All: All unclassified RFC1918 addresses

Table of all individual hosts



Policy & Segmentation with StealthWatch

PCI Zone Map

Define communication 
policy between Zones

Monitor for violations



Policy Violation: Host Locking 

Client group
Server group

Client traffic 
conditions

Server traffic 
conditions

Successful or 
unsuccessful



Policy Violation: Custom Security Events

Custom event triggers 
on traffic condition

Source Tag

Destination Tag

Rule name and 
description

Object conditions
Peer conditions

Connection 
conditions



Policy Violation: Custom Security Events

Alarm dashboard showing all Policy alarms 

Details of “Employee to Productions Servers” 
alarm occurrences

BRKSEC-
3014

38



Collect & Analyze Flows

1 2

• # Concurrent flows
• Packets per second
• Bits per second
• New flows created
• Number of SYNs sent
• Time of day

• Number of SYNs received
• Rate of connection resets
• Duration of the flow
• Over 80+ other attributes

Establish Baseline of Behaviors

Alarm on Anomalies & Changes in Behavior

threshold

threshold

threshold

threshold

Critical Servers Exchange Server Web Servers Marketing

Anomaly detected in 

host behavior

3

Flow-based Anomaly Detection



Detecting Data Loss

What to analyze:
• Historical data transfer behaviour
• Applications
• Time of day
• Countries
• Amount of data – single and in 

aggregate 
• Time frames
• Asymmetric traffic patterns
• Traffic between functional groups

Data is exported off resource

StealthWatch Method of Detection:
Suspect Data Loss Alarm
Suspect Long Flow Alarm

Beaconing Host Alarm

Intermediary resource used to 
obfuscate theft



Behavioral Algorithms Are Applied 
to Build “Security Events”

SECURITY

EVENTS (94 +)
ALARM

CATEGORY RESPONSE

Addr_Scan/tcp
Addr_Scan/udp
Bad_Flag_ACK**
Beaconing Host
Bot Command Control Server
Bot Infected Host - Attempted 
Bot Infected Host - Successful
Flow_Denied
.
.
ICMP Flood
.
.
Max Flows Initiated
Max Flows Served
.
Suspect Long Flow
Suspect UDP Activity
SYN Flood
.

Concern

Exfiltration

C&C

Recon

Data Hoarding

Exploitation

DDoS Target

Alarm Table

Host Snapshot

Email

Syslog / SIEM

Mitigation

COLLECT AND 

ANALYZE FLOWS

FLOWS



HTTPS Unclassified now Known

• Application Identified – Dropbox
• Application Hash – Who else is 

running?
• Identity – nedzaldivar (even 

without ISE or Identity, from non 
domain asset)

• AnyConnect NVM with Cisco Stealthwatch



Demo

Demo



Enforcement



Integrated Threat Defense 
(Detection & Containment)

Employee

Employee

Supplier

Quarantine

Shared
Server

Server

High Risk
Segment

Internet

Cisco
StealthWatch

Event: TCP SYN Scan

Source IP: 10.4.51.5

Role: Supplier

Response: Quarantine

ISE

Change Authorization

Quarantine

Network Fabric



Adaptive Network Control 
Quarantine/Unquarantine via pxGrid

Identity 
Services 
Engine

StealthWatch 
Management 

Console

When

Where

Who

How

What

Cisco and Partner 
Ecosystem

ISE

Cisco Network

pxGrid
control

ler

Context
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Authorization Policy in ISE using 
Quarantine Service

Quarantine definition in ISEQuarantine state as one of the conditions



Monitoring Devices 

Quarantine state change => Quarantine authorization profile 



Summary



Three Friends in Security : 
Identity, Visibility and Enforcement 

TrustSec provides software 
defined (micro) 
segmentation

NetFlow and Cisco 
StealthWatch provides 

visibility and intelligence

The network is a key asset 
for threat detection and 
control




