
  
ᾋᾂ  √ʹἚḅϫ 

 
ᾋᾂ  ‾ & ᾍ! DNA כּ╧ׇ  

SDN╢ ד Ҷ APIC-EM ἲˉ 

╧  ◌ὝἊ / ╧◐ḅ ṥ ד
ᾋᾂ  ᵖῳ  



ᾋᾂ  ‾  ᾍ כּ╧ׇ

Digital Network Architecture  

‾ И כּ╧ׇ −  ἶᴱἧ ᾂ Ἠᵖᾂ  

╧  ὝἊ ד
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APIC-EM 

ᾎᾅ  ᵙῷ ἹᴴἪ SE 

╪ ◓ Ḉ Ṩ◑  
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₴ Automation ╧ ⅔ ʷ? 



ʷϼὝ̎ ̎◌ ҊרỵỢ 



И − ╢ Ṇ  

♩ṏ╢ 
⁴˷ 

ἉẈᾂ 
ס  

1990 2000 2005 2010 1995 

ITᵎ Ѹ! ITᵎ ּ͘נѸ! ITᴘ ỵ Ѹ! IT╢ Ⱳ◐ᵎ 
╢ᾌ  !ῸѡѸ קּ



Ἁ, SDN╖ ╧͖כ͋ ѮѸ. 

Still Dnmŝs kNnow  
Stanford Defined Network  



ṧ╧ ỵʸש ᾋѡ SDN╕ ᶱ █Ѯ͢? 

ᶶᵖ♅╩ ˼˾ᵎ 
В„ 

ᶶᵖ/ʷừ И − ╢  
˼˾ʷ ởׇֿכ 

ἉẈᾂ͖Ḗ 
И −  ↔₂ 

Ҳ  
ᾋᾂ  

ṧᵖӅ ♫„ṥ₫  
Ң╧ ṥ╢ 
ᾍ ᴘ  



И − ᵎ 
ϼᵦҊᴘ 

∙ ѡ ἉẈᾂᵎ 
ί̃, ᵖ ˪ 

͋ᴂѸᶑ 
҆ᾍ╧ ∙ ѡ 

SDN╕ 
ᶱ █Ѯ͢? 



͋ᴂѸᶑ, ּ͑קҲ  Ὕ ▐ᾈѮѸ. 

ᴘ→› Ҋ  
ừἚ ⁴˷ ♩ṏ 

ở↑■ʷ 
„ӭ›Ἁ ⁴˷ Ҳ 
ἉẈᾂᵎ ṏ◌! 

L2 Connectivity  
Routing Table  

Flow Table, EEM 

♬ ͙ḙ╬ּש 
Dynamic VLAN/ACL 

TrustSec 

Cisco  
Intelligent WAN  

(SD-WAN ) 

כ  Ḗ͖ וֹ 
И −  ˼ᴘ ̒ᵖ 



Source: Forrester Source: Open Compute Project  

IT ↑ở ‹קּ┘ ,₂↔ ╧ ѡ 
ᾋʹ 80% CEOӦ╧ И −  ἉẈᾂʷ ẈּכѮᾂ 

Ἐ◌ ἳҲ› ₂ Ѹ̃ ỵʸכ ╖  57% 

И −  Ẉ↑ ἉẈᾂ ♅↑ ᾋʹ 

0 10 100 1000 

 Л √  

Seconds 
0 

100% 

ᾐ͋ҵ░ ⇔₅ẋ↔ 

33% 67% 

ἉẈᾂ ┘⁴Ἐ╢ ◌ṅ Ř И −  ᴘẈⱥѶ 



ₓ ᶆ╧ἧ╢ ˳╧ ἉẈᾂ╢ ╧ 

ḖṐ♅╩ □╕  
╧♫ ͋ᵠ! 

Ⱶ Ҕ ᾍ♅╩ ╪›  
■ Ἒ⅔! 



APIC-EM╓ᴘ ṏѡ 
SDN ᴛש 

ừ  
ᴘ͋

  ᵻẄכ
┘⁴  
◌Ἐ 



И −  ừ  ( Abstraction )  

ṧỢ И −  ἉẈᾂ = ◌Ἐ̐ ┘⁴Ἐ 

? 

! 

! 

! 

 !ϫש͋

И −  ̒ᵖ₫ ♆ ♅╩ ṻʷ ṥⱱ! 



И −  ừ  ( Abstraction )  

ᴛשᵎ  
Ṑ◄  И − ᵎ  

ừ  

NETWORK 

APIC-EM 
Network  
Information  
Base 



ᴘ͋כᵻẄ ╩ ╧ᾂ 

Л √  
◑ẋ 

ᴞױ 

‡ ᵙ ╪Ἢ 

ʸ ᴃ╧„ ⁴Ҽᾋ 
API Ḑ כ ᴘ ╖ 

 ∙קּ

Å CLI (ssh/telnet)  
Å SNMP 
Å Web UI(http/https)  
Å NETCONF 
Å XML 

Å Web UI 
Å REST API 



APIᵎ  › ᾋᾂ  „ ᵖ ╧ἧ 

 ̀

Network  

RESTful APIs 

CISCOÇ Applications  Third -Party Applications  

Path 
Trace 

PnP 
Future 
Apps 

IWAN 

IBM Radware Hyperglance  Sparkle Telecom  

Italtel  Nectar  Ansible  



┘⁴  ἉẈᾂ ◌Ἐ 

Linux Container ͖Ḗ  

‡ ᵙ ╪Ἢ 

Grapevine 

Root 

LXC 

Container 

LXC 

Container 

GV  

Client 

GV  

Client 

Operation System 

Server / Machine 

Platform for Service Elasticity  
Grapevine  

ᶘѮ ᵝ/ἉẈᾂ ◌/ἉẈᾂὝ˛/ᾍ͈ἉẈᾂӫᴙ 

Grapevine Root  

Service 
Manager 

Load Monitor  

Capacity 
Manager 

Service 
Catalog 

Grapevine Client  

Service 
Monitor  

Service A 

Grapevine Client  

Service 
Monitor  

Service A 

Grapevine Client  

Service 
Monitor  

Service B 



ᾋᾂ  DNA ₓ ᶆ╧ἧ 

 
APIC-EM, ᶱ ╪͢? 



♩ ͖Ḗ ἉẈᾂ ס  

♠↔ ̆▫ Ѥ Ἄẋᾅ 

Ἄẋᾅ͙ḙ ἒ♬ 

ṉ  

Л √  ͙ѫ ᶛӢ 

QoS ACL Configuration  

И − › Ҋ   
͖ὢᴌ╢ ╧ᵎ ל╧̃  
Ṑ◄  ̐♩╖ ʹἲ  

SDN Enabler  
SDN ╪ש 



♩ ͖Ḗ ἉẈᾂ ס  

IP 1.1.1.1╧ Ẉ♩ừ כ ╖ Ḙỵ ̃ ▐ᾈѮѸ. 
ѻ !!⅔Ἒד  

◌Ẉ1 ◌Ẉ2 ◌ẈN 

И −  ̒ᵖ ἶᴱἧ 

И −  ↔₂■ 

1.1.1.1╧  
⁴˷Ӆ ◌Ẉ ╩ 
(◌Ẉ2 interface 0/0)  

̒ᴍ ◌ẈӦ╖ Ἅ  
ѻ ᶕᴓ„ Ἇ♩  

( interface 0/0 shutdown ֛ѡ 
  deny all 1.1.1.1)  

Interface 0/0  
shutdown  Deny ip 1.1.1.1 any Deny all 

◌Ẉ1 ◌Ẉ2 ◌ẈN 

Interface 0/0  
shutdown  Deny ip 1.1.1.1 any Deny all 

ἲ ≈„ 

ṏῶ҂҆■ Ңᾂ  

ở↑■  
ѻ  

ṏῶҊὲṏӢ 
כ ѻ  

ᴘּק DB 
█ṇ 

 „ᶕᴓ ⅔ד
ḱ͖ 

◌Ẉừ  Ḑ 
╧Ḽ   

SDN ᴛש 



‾ „ כּ╧ׇ ᵖ ╧ἧ ס  

„ ᵖ ╧ἧ 

ṏῶ ₓ ᾂ ᴃ╧ἧ ■Ҽ  ᴃṏᴃ╧ἧ 

SOUTHBOUND ABSTRACTION LAYER  

REST API 

CATALYSTÈ CISCO NEXUSÈ ASR ISR WIRELESS ASA OTHER 

SDN Ideal:  
Controller as the App

lication Platform  

„ ᵖ ╧ἧ 
ס  

= ᴛש 

ʷừ  

ᴛש 

ᾋᾂ  ◌Ẉᴘ ̬ἘӅ ͖Ⱳ И −  Ҋừ 

SDN  
♩  ש╪ 



APIC-EM 

Intelligent 

WAN 

Routing Switching 

Enterprise Service Automation ( Л נּ╪ג √  ʺỮ ) 

Enterprise 

Fabric  
WLAN 

Enterprise 

Policy 

Prime Infra & 

Assurance  

Wireless 

Prime Insight (  (ӥ͙ḙ ᴈӥ ṪἍ↕ג

‾ „ כּ╧ׇ ᵖ ╧ἧ ס  



ᾋᾂ  APIC-EM ῳ  

 ̀

A New Software -Driven Platform for Solutions Development  

Published Rest APIs  

CATALYSTÈ ASR ISR WIRELESS 

E
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O
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U
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N
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CiscoÈ APIC-EM Services 
Network Plug and Play  

Discovery 

PKI (Trust Manager) 

Topology  

Common Policy  
Engine 

IWAN  Security  Collaboration  Services Orchestration  

Device Abstraction Layer (SAL)  

„ ἉẈᾂ 

„ ᵖ ╧ἧ ( ) 



 ̀

APIC-EM ̬Ἐ Ḑ ׇ╧Ἔᾂ 

Ἇ   Ἁḯʷ !ᶑѸ 
APIC-EM Appliance  
(APIC-EM-APL-R-K9)ᵎ 
̬ᵭ  Ὕ ▐ᾈѮѸ.(₧ἧ) 

APIC-EM╖ Ἇ  Ἁḯ ( Appliance)  

APIC-EM „ ἲ ≈„ 

ἶᴱἧ  Ḻ╧ᾂ  (Base Apps)  

ᾋᾂ  ◌Ẉᵎ 
ở↑ ᾋѡ  
̃ˊ╧ׇᶑ 

ᶱᴫ! 

͖Ṓ ╕  
ᴛש ἲ ≈„₫ 

Γ ᶱᴫ! 

ἶᴱἧ ╕ 
 › Ӹׇ 

ṇҲ╢ ׇ╧Ἔᾂ 
♅↑ 



 ̀ 
   ╧ᴃ   ͋ש

↕ג , ⁞Ἕᾅ ᾅ─  ͎ᵙ
̆ ᶴἐ AP╥ Zero-touch 
ἒ . ♣ᶷ ⇔₅▫ ַאᾔ╥ 
ἒ ⁄Ἄ ▫ҿ ᴛ  

Ѿ─╥ ▬‰╙ ὡṪΌל )
⁄) 

 
ᾋᾂ  iWAN    

ṓ◌  IWAN ἒ♬╙ ὺ̆ ʼ
Ѿ ˭! 

ἒ♬╙ 10Ḵ ╥װʺ ת1000
╥ ᵚ╖ᴛ Ⱡ̑ 

 

 
ᾂ ᴃ╧ᾂ   

5-tuple ͙ḙ╖ᴛ ӎ ӥ
╬ ╥ ˿ᴛ ˤự 

◑  ̯ʼ⁄ ҍ  ᾐἶ  
╬╘ ᶹᴝ ♬  Ἄẋᾅ 
˿ᴛ Ὸ 

 
И −  ╩Ḽ ᵖ  

ᴘּק    

◑ẋ╥ ᶛҨ, OS ḲⱩ, ἒ
♬ ♬Ṓᵑ ᾒᾎʼ╖ᴛ ̕
ᵙ 

 ⁷˺♬Ṓᵑ ͙ḙ╖ᴛ 
ᴛּת Ṿ Ⱡ̑ 

APIC-EM ד⅔   
[APIC-EM 1.1] EasyQoS   Beta (Ḻ╧ᾂ ) 

Ḻ╧ᾂ  



 ̀

 

APIC-EM ᾂ ᴃ╧ᾂ   
╧ὺ ᵖ ᾋʹ ѻ ╓ᴘ ↔₂ Ẉ↑ ♇ʾ 

ở↑■ ᶴ♫Ḙỵ IT ᾂ ᴃ╧ᾂ 

NETWORK 

ₓ  
ῳ  

И − ,  
„ ᵖ ╧ἧ  
ᶘѮ ᵝ 

ʹѻ  □ ♇  

ᾂ ᴃ╧ᾂ  ̐ 

SDN 

5-Tuple ͖Ḗ╓ᴘ ʷᾋ♅╩ ˼ᴘ ╩ 
ᶴ♫ ᵖ ̐♩› Ҋ  ↔₂ Ẉ↑╧ 98% ♇ʾ

͉ 1.6 ᾋʹ›Ἁ 1 ṧ╓ᴘ 



 ̀

ᾂ ᴃ╧ᾂ  : 5-tuple ♩ṏ █ᴌ 

36 

Note: Layer 4 Port/Protocol ♬ṒѤ ₪Ἢ (ỮἝ  ˿ᴛ Ὸ╙ ─ ἌѤ ⅝) 

Ὕ ♩ṏ 

SRC / DEST IP לἵ 
[Ѿᵦ ֞Ѥ L3 ╬ ╪ᾅ] 

₧ἧ ♩ṏ 

SRC / DEST L4 port Ḵ  ḓ 
L4 ᴛ (TCP ֞ Ѥ UDP) 



 ̀

ᾂ ᴃ╧ᾂ : ᴘ→› Ҋ  ừἚ ♩ṏ 

CAPWAP В 
ʺᾎ  

♬ ҵ 
( ἡ ᴛ ͙) 

⁷˺⁄ ҍ  
ỮἝ ♬Ṓ 

Ingress/Egress 
╬ ╪ᾅ 



 ̀

Ң╧  Ὕֿפ ♩ṏ  

Á  ὡ︡ ♬Ṓ ⅝ל
    (ὡ͙︡ל : ᵰ Polling interval ) 
ï ◑ẋ, ╬ ╪ᾅ, ᵠ  Ữ  
ï CDP, LLDP, IP device tracking DB 
ï ᶴἐ Association 
ï VLAN, STP 
ï HSRP 
ï OSPF, ISIS, EIGRP, BGP, static routes 
ï ͙  ӮӮ (Flow cache Ӯ) 

Á SNMP/CLI ͙ ḙ ♬Ṓ ὡ︡ (snmp trapҵ ↔) 
ï ᶴἐ Ѿᵦ DiscoveryѤ SNMP Trap╙ ↔ ( ᴞױ) 

APIC-EM 
Network  

Information  
Base 

 
(NIB)  

Á APIC-EM╘ ּתἶ♠╖ᴛ ◑ẋ ḓ host⁄ ҍ  ♬Ṓᵑ ὡ︡ 
Áὡ︡ӈ ♬Ṓᵑ NIB (Network Information Base) ᴛ ♇◑ 

Note: APIC-EM 1.0⁄ἌѤ Default Polling 30 ʺ͙לṪ╖ᴛ ἒ♬Ӈ‡▓╛ (ṉ˿ӇּתΏ╛) 



 ̀

APIC-EM ͋ש   ᴃ╧ 

̬Ἐ  ѡ ἉẈᾂ₫ ˼ ♩ṏᵎ 
 Ἁḯᵎ   ̒ᵖ ╢ שׂ

╪Ἁḯ 

Ἇ♩ ╪/  

╧ḅּק 

PnP ᴘ  

APIC-EM Ἁḯ 
(PnP Ἁḯ) 

PnP-›╧♆  PnP-›╧♆  

PnPᴘ ♫̎ ѡ ἉẈᾂ 
Á OS ╪Ḉּת ἒ  

Á ἒ♬ ▀ ‰͎ᴆ╪ӥ 

Á  ἡᾅ ̕ᵙ╪ג

Á EEM ᾅ ᵞ   

Á Ἄ ἒשּ╬  



PnP Agentѡ „Ԝ˪ Ҽ□ ͢? (1) 

PnP AgentѤ ᾎᾅ  IOS ḓ IOS-XE⁄ ҿ▬ Ѥ ͙ѫ╖ᴛ, ѻ╛ ӎ ʺּת╥ ˿↕ ̯ҿӋѱѻ.  

1 Startup Configʺ Ⱶ◓  ↕˿ ╙Ώ תּ

Factory 
Start with  
No config  

PnPἌḲ 
ᾐ 

Pnp Agent 
ἌḲ♬Ṓ ự 

2 Open PnP agentʺ ̯ҿӇѤ ˿↕ 

Factory 
Start with  
No config  

IOS 
͙ ᶛӥ 

PnP 
Agent 
ἌḲ♬Ṓ  
╬ 
ᾒ  

PnP 
ἌḲ 
ᾐ 

CLI 
ἒ♬ 



PnP ҊὲṏӢ 

Switches  
(Catalyst)  

Routers  
(ISR/ASR) 

Wireless AP  

APIC-EM PnP ҊὲṏӢ 

APIC-EM Bulk Import/Export  

APIC-EM PnP REST API Support  

Python  

APIC-EM API 

PnP REST API 

̃ˊ╢ ͖Ⱳ ᾋᾂ ̐ ⁴Ҽ 

▫ҿ  ᴆ▐√  
(i.e. Python scripts,  
configuration generator, etc) 

Device Repository 
&Database 



╩ О╢ ˃♣╖ Ụᵘ Intelligent WAN  
Secure WAN Transport and Internet Access 

Hybrid WAN Transport  
IPsec Secure 

Branch 

MPLS (IP-VPN) 

Internet 

Direct Internet  
Access 

Private 
Cloud 

Virtual 
Private 
Cloud 

Public 
Cloud 

Å ─ ӥ Ἄẋᾅᵑ↕ג Ẓ╪ג  ṒΌ╪ ♠
↔ӈ WAN Ἄẋᾅ Ợ↔ 

Å ẇᵚ ג↕ӥ Ἄẋᾅ₮ ▀ḙ♠╬ ╬ С 
ἌẋᾅѤ Local Internet ˿ᴛᵑ ↔ 

Åẋ↔ ̓♠╖ᴛ WAN ♣Ἶ ἶҵᵑ ּש
ʺ 

Å‡ ᵙ ╪Ἢ ͙ḙ Ἄẋᾅᴛ ל⅝ ‡
ᵙ ╪Ἢ⁄ ҍ  Ἓѫ Ṓ◑ 
(right flows to right places)  



 ̀

iWAN  ҊὲṏӢ 



APIC-EM̐ ̬ӄ͖ 



You @ DevNet  ˉḘ■ ᴘ͋ן 

ἘѨ ṧἊ Ḑ            
Flow ʷᾋ  

♩  ̒ᵖ Ḑ 
ׇ╧ ở╧  UC ⁴Ҽ Ḑ ᶘѮ ᵝ 

 

ṏῶ ἉẈᾂ SDN ᴛש 
Ἇ  

╩Ḽ ᵖ  
ׇ╧†ᾂ 

AWS₫ ש ᴛ
 ṏ♩ קᴘּ ╢ש

3Dᴘ ʷᾋ  

ᵰҀ ּשʺ 

20 
APIC-EM DevNet 

Ӯᴜ Ў 

153 
devnet.cisco.com  
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APIC-EM ̃ˊ ╧Ḽ  

Ѹ↔ᴘӢ ἥἉ Ἇ ᾋ̃ ◌Ẉ ӫᴙ „דἚ⅔! 
ͣ! 

ӻֽ  5∩!! ╙ ⁴  
 Ҳד♫ ̻(›„ )╙ ӥᵞѱѻ! 



Summary  ₓ ᶆ╧ἧ Ἅ ╧ ῳѮׇ, Ὕ█ѮѸ.  

SDN →ᵖҲ  Ὕ ▐ᾈѮѸ. 

ᾎᾅ  
APIC-EM 

ᾋᾂ  И − ╢ ᾍ╖ 
ἉẈᾂᴘ ⁴˷ ѡ ḱ  ѻ █ѮѸ. 

Free 
APIC-EM Ḻ╧ᾂ ╕ 
ᾋᾂ  ̃ˊṧӦΓ ᶱᴫᴘ ♫̎ӈѮѸ. 






