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This manual applies to firmware v3.40 or above in the following products:
° RJS-5MS series Managed Ethernet switch with 5 10/100 Mbps ports
°  RJS-9MS series Managed Ethernet switch with 9 10/100 Mbps ports
*  RJS-9MG series Managed Ethernet switch with 6 10/100 Mbps and 3 Gigabit ports
* RJS-10MG series Managed Ethernet switch with 8 10/100 Mbps and 2 Gigabit ports
*  RJS-SL(X)-5MS Slim Line Managed Ethernet switch with 5 10/100 Mbps ports
*  RJS-SL(X)-8MS Slim Line Managed Ethernet switch with 8 10/100 Mbps ports
°  RJS-XX-9MS1 Managed IP68 Ethernet switch with 9 10/100 Mbps ports
*  RJS-XX-9MGL1 (704) (CAPS) Managed IP68 Ethernet switch with 6 10/100 Mbps + 3 Gigabit
ports
*  RJS-XX-MG7F3G (704) (PSM) (CAPS) Managed IP68 Ethernet switch with 7 10/100 Mbps + 3
Gigabit ports
Note: XX = BKN: Black painted enclosure with nickel plated receptacles
XX = ML: Olive drab cadmium plating on both receptacles and enclosure

For the latest version of this user manual please g o to http://www.rjswitch.com

Managed Switch Software User Manual Pagd 1/ Last Revised: 25-Jun-13
Amphenol BP 29 — 74311 THYEZ Cedex — France - +33(0)4.50.89. 28.00 www.rjswitch.com



Contents

Section 1 — Access the Setup Interfaces

Quick Start Guide \ Quickly gain access to the switch’'s web interface

Section 2 — Initial Setup and Configuration

Overview About the switch and manual

Introduction General description of key managed switch features
Administrative Access Gain administrative access to configure the switch
Terminal Interface Learn how to navigate the terminal menus

Gaining Network Access Specify initial configuration parameters (IP, subnet, etc.)
Remote Access Security Define how you can remotely access the switch
Configuring the Ports Define speed, flow control, and negotiation

Section 3 — Configuration Management and Firmware U  pdates

Advanced Operations Access advanced features for maintaining the switch
Configuration Management Save and restore the switch’s configuration

Factory Defaults Set the switch back to its original settings

Resetting the Switch Reset (reboot) the switch

Update Firmware via Web Use the web browser to update the firmware in the switch
Update Firmware via TFTP Use a Trivial File Transfer Protocol server to update firmware
Update Firmware via Utility Use a Windows utility to update the firmware in the switch
Section 4 — Monitoring the Current State of the Swi  tch

System Information Display identifying information about the switch

Port and Power Status Display information about the port and power status
Section 5 — Network Management & Remote Monitoring (SNMP and RMON)
SNMP, MIB, and RMON Using Simple Network Management Protocol and more
SNMP Notifications Configure the switch to enable unsolicited SNMP responses
Trap Managers Specify where the unsolicited SNMP responses should go
Network Statistics View performance data from SNMP, RMON, and Dot3
Port Mirroring Monitor network traffic from/to specific ports

Section 6 — Rapid of Spanning Tree Protocol (RSTP)

What is RSTP? An introduction of Rapid Spanning Tree Protocol (RSTP)
RSTP General Settings Configure general spanning tree protocol settings

RSTP Port Settings Configure per port spanning tree protocol settings

RSTP Setup Guidelines Basic guidelines when using RSTP or STP protocol
Redundancy Status Monitor the status of the redundancy operation

RSTP Examples Examples with switch-over time, RSTP Path costs and more
Section 7 — Priority Queuing (QoS, CoS, ToS/DS)

Traffic Priority Utilize prioritized traffic to achieve Quality of Service (QoS)
Qo0S/CoS Settings Customize network traffic priority through these settings
802.1p Tag Settings Classify the assignments of 802.1p tags to output queues
Message Rate Limiting Have the switch quench the affects of a broadcast storm
QoS Example QoS Ensures Real-time Delivery of Important Messages
Section 8 — Multicast Filtering (IGMP)

About IGMP Reduce unnecessary traffic caused by multicast streams
IGMP Configuration Configure IGMP general and port settings

IGMP Status View the IGMP querier and the IGMP groups being forwarded
IGMP Example A visual example showing the benefits of enabling IGMP

Section 9 — Virtual Local Area Networks (VLANS)

Managed Switch Software User Manual Pagd 2/

Last Revised: 25-Jun-13

BP 29 — 74311 THYEZ Cedex — France - +33(0)4.50.89. 28.00 www.rjswitch.com



Introduction to VLANS Learn what Virtual LANs (VLANS) can do for you
VLAN Settings Create, delete, and modify VLANSs
VLAN Port Settings Define how each port will handle VLAN tags
VLAN with RSTP Important information about enabling both VLANs and RSTP
Section 10 — Other Special Features
Network Time Protocol Use a time server to automatically sync your clock
Set IP Per Port Define a fixed IP address to be given out per port
Section 11 — Command Line Interface (CLI)
Appendix A Basic Troubleshooting
Appendix B Default Software Configuration Settings
Appendix C SNMP Support — MIBs and RMON
Appendix D Concepts and Definitions
Appendix E TFTP Tutorial
Appendix F Service Information
Managed Switch Software User Manual Pagd 3/ Last Revised: 25-Jun-13

BP 29 — 74311 THYEZ Cedex — France - +33(0)4.50.89. 28.00 www.rjswitch.com



Amphenol Statement of Limited Warranty:
Products shall benefit from a legal guarantee efywar following the date of delivery in accordandth the terms and
conditions indicated hereunder.
In all instances, Seller’'s guarantee shall be éohib free replacement, in identical quantitieghefProduct acknowledged
as defective by Seller with the exclusion of anmpensation or damages and interests other thaedagre specific
contract.
The guarantee is subject that Client notifies $eifelefect immediately following discovery therdxyfany written means
during the legal guarantee period. Defective Prtdsicall be returned to Seller in accordance withsame procedure as
that applicable to Products which do not comphhvatders as indicated under article 9 hereinabove.

The following shall be excluded from the guaranfgesided by Seller:

- Product defects resulting from inadequate magmen, or supervision and, more widely, any use lwbaes not comply
with written instructions of Seller and indicatedtechnical notices and/or product specificatimmgjefault in respecting
applicable standards or professional customs aest us

- Product defects resulting from an external causany modification or intervention by Client oiirth party without the
prior written consent of Seller;

- The guarantee shall not cover normal wear andafe@roducts;

- Product defects resulting generally in wholeropart from damage or accidents attributable ter@lor a third party;

- More specifically whether the cover of the switaliclosure have been opened.

- Whether the components have been damaged inttoarigave not been stored by the Customer in ¢ in
accordance with the specification.

- The guarantee shall not cover any defects reguftom instructions given by Client to Seller ;

- Whether the components have been subjected segmechanical, electrical or thermal) on instadtabr on use and, in
the case of slices/dice, have been subjected tdifguor such operations as the welding of conngatiites mounting by
soldering or sticking.

- Whether the unfitness or defectiveness of thepmmants has resulted from exceeding the maximumesdbr usage
(temperature limit, maximum voltage, etc.) as dadity the Vendor, or from incorrect choice of agggiion.

- Damages resulting from force majeure, such asishiefined under article 11 of Amphenol Socapees$SConditions
hereunder, or resulting from any unpredictable eeematural disaster.

- Furthermore, the guarantee shall not cover careseal liability, direct or indirect which may nds from the failure of a
component supplied by the Vendor.

Client shall retain sole and exclusive liability fhe use of Products provided by Seller and tlitalsility thereof for use.
Client should ensure that its premises and stocegditions are adequate for the due and propeageonf Products and
ensure all safety guarantees as stipulated byatgns in force. No guarantee shall be provide&édler in this regard.

CE Declaration of conformity:
This equipment complies with the requirements iegpto electromagnetic compatibility and security.
EN55022 (Emissions);
EN55024 (EN50082-1 ou -2) et/ou EN61326-1 (Immunity
EN61010-1 ou EN60950 (Electrical safety);

This meets the essential protection requirementissoEuropean Council Directive 89/336/EEC on thgreximation of
the laws of the Member States relating to electigmetic compatibility.

Note: All information in this document is subject to cha nge without notice.
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Software License Agreement

1. OWNERSHIP

The managed switch Software is the property of the Licensor, as declared on the main menu of the
software, and protected by U.S. Copyright Law, Trademark Law and International Treaty Provisions.
No ownership in or title to the Software is transferred to Licensee. Licensee will not remove or
obscure the Licensor’s copyright, trademark or proprietary notice from the Software and associated
documentation. Licensee agrees to prevent any unauthorized copying of the Software. Except as
expressly provided herein, Licensor does not grant any express or implied right to Licensee under
Licensor’s patents, copyrights, trademarks or trade secret information. This software runs in
coordination with firmware embedded into the Licensor’s hardware products. This firmware is agreed
to be part of this Licensed Software. It is further agreed that the designs of the Licensor’s hardware
products are the proprietary property of the Licensor.

2. LICENSE

The author grants you, the “Licensee” a license to use this software only after you have completed
the required registration and if you agree to the terms of this agreement and any restrictions of the
registration you have obtained. No ownership in or title to the software is transferred to Licensee. This
license is non-exclusive. This license is non-transferable except if in accordance with an OEM
agreement with the Licensor. Licensee is authorized to make only those copies of this software that
are required to use it in accordance with license granted and those copies required for backup or
archival purposes. Licensee agrees to prevent any unauthorized copying of the software or any
registration number provided.

3. RESTRICTIONS

Except as set forth herein, the Licensee may not copy, sell, transfer, loan, rent, lease, modify, create
derivative works or alter the Products, without the express written consent of the Licensor. Licensee
may not reverse engineer, decompile or disassemble the products or otherwise attempt to derive
source code from the Licensed Software.

4. NO WARRANTY

LICENSOR MAKES NO WARRANTIES WHATSOEVER WITH RESPECT TO THE SOFTWARE,
INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTIBILITY OR FITNESS
FOR PARTICULAR PURPOSE. ALL SUCH WARRANTIES ARE HEREBY EXPRESSLY
DISCLAIMED. NO ORAL OR WRITTEN INFORMATION OR ADVICE GIVEN BY THE LICENSOR OR
THE LICENSOR’S REPRESENTATIVE SHALL CREATE A WARRANTY OR IN ANY WAY
INCREASE THE SCOPE OF THIS WARRANTY.

5. LIMITATION OF LIABILITY

Under no circumstances including negligence shall Licensor be liable for any incidental, special or
consequential damages that result from the use or inability to use the Products, even if the Licensor is
advised of the possibility of such damages. Licensor shall make a reasonable effort to resolve any
problems the Licensee may have in its use of the products. In no event shall Licensor’s total liability to
Licensee for any and all damages, losses or causes of action in contract, tort or otherwise exceed the
amount paid by Licensee for the Software or Hardware Products that are the basis of the claim.

6. HIGH RISK ACTIVITIES

Licensee acknowledges that the Licensed Software is not fault tolerant and is not designed,
manufactured, or intended by Licensor for incorporation into products intended for use or resale in on-
line control equipment in hazardous, dangerous to life, or potentially life-threatening environments
requiring fail-safe performance, such as in the operation of nuclear facilities, aircraft navigation or
communication systems, air traffic control, direct life support machines, or weapons systems. Licensor
specifically disclaims any express or implied warranty of fitness for High Risk Activities. Licensee
specifically represents and warrants that this Software or Derivative Work will not be used for High
Risk Activities.

7. INDEMNIFICATION
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Licensee agrees to indemnify, defend and hold harmless the Licensor from any and all liability,
penalties, losses, damages, costs, expenses, attorneys’ fees, causes of action or claims caused by or
resulting directly or indirectly from Licensee’s use, sale or distribution of the Software which damages
either Licensee, the Licensor or any other party or parties without limitation or exception. This
indemnification and hold harmless agreement extends to all issues associated with the Software, or
this License.

8. INTELLECTUAL PROPERTY INFRINGEMENT

Licensee shall not add, or cause to be added, any item or items to any product of Licensor for which
Licensee is granted a license under this Agreement, if said added item or items would cause said
product of Licensor to infringe or potentially infringe any intellectual property right, including a patent
right, of any third party, said item or items including but not limited to application specific software,
configuration files, data or document files, application programs, web pages, GPL (General Public
License) software, third party applications software, and the like.

Licensee agrees that the Licensor does not supply and is not responsible or liable to Licensee under
this agreement for any infringement or potential infringement that may result from the addition of
application specific software, configuration files, data or documentation files, application programs,
web pages, or the like, that are added to the Licensor’s products by or on the behalf of the Licensee.
This limitation of liability includes any or all GPL (General Public License) and third party applications
software that may be loaded into any product as an accommodation to the Licensee.

9. TERMINATION

This Agreement is effective until terminated. This License will terminate immediately without notice by
the Licensor if Licensee fails to comply with any provision of this License or any other Agreement that
exists between the parties. Upon termination of this Agreement, any and all use, sale or distribution of
the software by Licensee must cease immediately and the Licensee must destroy all copies of this
software and all associated documentation. If the licensed software is purchased through an
intermediary, the Licensor of this software is an intended third party beneficiary of that transaction and
is entitled to enforce it in its own name directly against the Licensee.

10. GOVERNING LAW

This License shall be governed in all respects by the courts, jurisdiction and laws of the State of New
York. Licensee may not export the Software or materials in violation of applicable export laws and
regulations. If for any reason a court of competent jurisdiction finds any provision of this License or
portion thereof, to be unenforceable, the provision shall be enforced to the maximum extent possible
so as to effect the intent of the parties and the remainder of this Certificate shall continue in full force
and effect.

Note: All information in this document is subject to cha nge without notice.
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Section 1 Accessing the Setup Interfaces

Quick Start Use this guide to quickly configure the switch ogerEthernet connection.

Guide to Web o
User Interface 1. The default IP address and subnet mask of thelssitt92.168.0.1

(previously 10.2.0.1) and 255.0.0.0. This means Y€ must be
temporarily set to a compatible IP address (exam8i2.168.0.2). Follow
these directions to do so:

Note:
This is the a. Unplug your computer from your Local Area NetwoLAN).
recommended b. Go to the Control Panel on your computer.
method for
initially —
aCCGSSIng the ! Netwrkonnectlms
. File  Edit  “iew Favorites  Tools  Advanced  Help
switch.

@Eack T & z /:.:SearCh Folders  [137]-

c. Go to Network Connections.

Metwork Tasks LAN or High-Speed Internet

Create & new
LN
connection TLAN—I
@ Change Windows g

Firewall settings w

&% Disable this network Disable
 device Status

% Repair this connection Repair
Iij Rename this connection

& View status of this
connection Create Shortcut

ﬂ Change settings of this
connection Rename

Other Places

d. Access the Properties window for your LAN.

Bridge Connections

Propertics

e. Access the Properties for your Internet ProtocQRTIP).

f. Select “Use the following IP address” and entearagxample an
IP of 192.168.0.2 (or 10.2.0.100) and a subnetst@0.0.

Internet Protocol (TCP/IP) Properties

General |

ou can get |P settings assigned automatically if your network. supports

this capability. Otherwize, you need to azk pour network. administrator for

the appropriate |P settings.
(7) Obtain an IP address automatically
(®) Uge the following IF address
P address:

Subnet mask:

Diefault gateway:

(3) Use the following DNS server addiess
Prefered DNS server:

Altemate DNS server:

g. Select OK to activate the change. Reboot your Pp@impted.

2. Connect an Ethernet patch cable between your P@mandf the RJ45
Ethernet ports on the switch.

3. To access the switch use a web browser programasubiternet
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Indusirial Ethernet
Elanaged Swiich

Explorer, Mozilla Firefox, or other.

Type the switches default IP address 192.168.0.1(¢®.0.1) in the web
browser’s address bar and hit enter on your keyboar

A log in window will open prompting you for a logmame and password.
Enter ‘admin’ for the login and &dmin’ for the password.

Connect to 10.2.
2
R

Managed-Switch

Lser name: £ admin |

Password: YTT

[]Rremember my password

[ 84 ][ Cancel ]

Read the Software License Agreement and Click ttlaecept the
License” button.

Navigate through the configuration screens usiegtée on the left hand
side.

SelectingQuick Setup brings up thé&ystem Settingsnenu. This menu
is used to configure the IP address (DHCP or 3tatitonet mask,
redundancy protocol, system name, contact, andidocmformation. See
the image below.

System Settings / Quick Setup

Suick Selp  Help ey Set basic parameters to quickly configure and identity the switch. (In many cases, these are all
t-1Managad Switch Menu the settings that are Necessary )
t+1Monitoring
[+ Setup MNetwork Settings
L4l Advanced Operations
-Mm Managed-Swilch 1DHGF || Disabled |
T |||' address || 10201 |
MAC sddress: 00801437 akcn |8ubr|1t T | ITIT
héame:  Mansged-Switch
L 1020001 1Dll“l.|.ll!t gateway | mone
mddres
Loction: Swkch Panel T Primary DNS | — |
Cortact: Efomel server
Secondary DNS
MMMM T | o
lnumun |
IH‘I‘P Server || nane ||1'imazom|| ArmencaTdew_vork - |
||R¢-dundl.rlw protocal " _-Flnpid Spanning Tres Profocal [+ ||
System ldentification
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9. Set the desired IP address and subnet that areatibtepwith the
network for which this switch will reside, or yoarcenable DHCP. Select
Commit to activate your new settings.

10. Restore your PC back to its normal network sett{ligsand subnet) and
reconnect it to your LAN.

11. Connect the switch to your LAN or the network itlwneside and now
you can use the IP address you just assigned es&agour switch. If you
enabled DHCP then you will need to contact your Lad\ninistrator to
determine the IP address that was assigned.

12. Once you regain access to your switch then youwoathe following:

a. The default administrative password can be chafrgedthe
Remote Access Securitynenu.

b. The individual ports on the switch are configuredtset of
defaults and auto-selects that should get youestaytiickly with
no necessary configuration. Customizing the pdtinggs by
enabling/disabling a port, choosing the speed,eyr flow
control is accessed from tRert Configuration menu.

c. The Rapid Spanning Tree Protocol (RSTP) is disatyjedefault
in the switch. The RSTP settings can be changed fhe from
Redundancy Settingsscreens.

d. Check the operational status of the switch by aucgdhe
Monitoring menu.

Note: The switch can also be initially configured using t he serial port.
However, the Ethernet method described above isrec  ommended.
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Section 2 Initial Setup and Configuration

The Industrial Ethernet Managed Switch is a conéigle device that facilitates
the interconnection of Ethernet devices on an Etenetwork. This includes
computers, operator interfaces, 1/0, controllefBUR, PLCs, other
switches/hubs or any device that supports the atdrn@&EE 802.3 protocol.
This switch has all the capabilities of a store famdvard Ethernet switch plus
advanced management features such as SNMP, RSTgodndirroring. This
manual details how to configure the various managemparameters in this easy
to use switch.

Introduction To take full advantage of all the features and weses available from the
switch, it must be configured for your network.

The switch implements Rapid Spanning Tree Prot(R8ITP) and Simple
Network Management Protocol (SNMP) to provide nafghe services offered
by the switch. Rapid Spanning Tree Protocol allovemaged switches to
communicate with each other to ensure that thastseanly one active route
between each pair of network nodes and providesaatic failover to the next
available redundant route. A brief explanation @vRSTP works is given in
the Spanning Tree section.

The switch is capable of communicating with othBsiNG® capable devices on
the network to exchange management informatiors Jtaitistical/derived
information from the network is saved in the Mamagat Information Base
(MIB) of the switch. The MIB is divided into sevédifferent information
storage groups. These groups will be elaboratéetiail in the Management and
SNMP information section of this document.

The switch implements Internet Group Managementdea (IGMP) to
optimize the flow of multicast traffic on your netvk.

The switch supports both port-based and tag-bas&abVLANs for flexible
integration with VLAN-aware networks with suppootr fVLAN-unaware
devices.

Additional technical documentation is availabléhe appendices of this manual.
These appendices provide important terminologyideins, an administrative
menu map, example of an RSTP network topology,factdry default
information extracted from the switch.
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Administrative
Interface Access

Using the
Graphical (Web)
Interface

Making a Serial
Connection
(IP30 switch only)

Terminal Interface
Initial Setup

There are several administrative interfaces tcsthiech:

1. A graphicalweb interfaceaccessible via the switch’s built-in web server.
Both http and secure https with SSL are suppo(téote: This is the
recommended method for managing the switch.)

2. Aterminal interface via the RS232 port or over the network using
telnet or Secure Shell (SSH) (for IP30 models only)

3. SNMP interface can be used to read/write many settings.

4. CLI (Command Line Interface) can be used to read/write most
settings. See section 11 for CLI details.

Initial setup must be done using an Ethernet carore¢recommended) or the
serial port. See Section 1 for quick start guides.

The graphical interface is provided via a web servéhe switch and can be
accessed via a web browser such as Opera, Maxillaternet Explorer.

Important Note: JavaScript must be supported and enabled
in your browser for the graphical interface to work correctly.

HTTP and HTTPS (secure HTTP) are supported forsactethe web server.
By default, both protocols are enabled. Eithebath may be disabled to secure
the switch. (See the Remote Access Security inlts section)

To access the graphical interface, enter a URLHiker://10.2.0.1in your
browser’s address bar. Replace “http” with “https’use secure http and
replace “192.168.0.1” or “10.2.0.1” with your sehts IP address if you've
changed it from the factory default.

The web server in the switch uses a signed seaaritificate. When you access
the server via https, you may see a warning dimidigating that the certificate
was signed by an unknown authority. This is exgeend to avoid this
message in the future you can choose to instatie¢hdficate on your computer.

Using the DB9-t0-RJ45 adapter supplied with theagaad switch, attach an
RJ45 straight-through Ethernet cable to one entleoadapter and the other
end to the switch’'s RS232 Port. Then plug the DB%RI45 adapter into your
PC'’s serial port.

Configure a terminal program, such as HyperTermboalise 9600bps, 8 bits,
no parity, 1 stop bit, with no flow control. Thenter the default login and
password, which are botadmin’. Select the desired terminal emulation mode.
The main administrative menu will appear. Navigatd the terminal interface is
done by using the arrow keys to highlight the apttenter to select, and
Escapeto go back to the previous menu. Pressing therl&ttwill commit the
changes that were made. Presgrom the main menu to logout.
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Using Microsoft Configure Microsoft Windows HyperTerminal for uséwthe switch as
HyperTerminal follows:
» Create a new connection by choodigw Connectionfrom theFile
menu.
* In theConnection Descriptiondialog, give the connection a name such
as “Managed Switch” and clidRK .
* IntheConnect Todialog, choose the correct COM port.
* IntheCOM Properties dialog, choose the following settings:
0 9600 bits per second (Bps or Baud)
0 8 data bits
0 no parity
0 1 stop bit
o no flow control.
» Click OK.
* Open theConnection Propertiesdialog by choosingroperties from
theFile menu.
* Click onSettingsto raise the setting tab.
* SelectvT100 from the Emulation list.
* Click Terminal Setup.
* IntheTerminal Settingsdialog, checlCursor keypad modeand click
OK.
e Click OK to close th&Connection Propertiesdialog.
Once the terminal screen comes up the switch pofopta login name. It may
be necessary to preBater once or twice to see the login prompt. The default
login user and password are both ‘admin’. Afterltdgn and password
prompts, select VT100 by pressid@nd therEnter The main administrative
menu will now appear and the managed switch is reaay for full
configuration.

Note: The rest of this manual describes and depicts the
web user interface in detail. The terminal interfac e is not
specifically shown but is basically the same.
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How to use the The terminal-based interface supports these telrmmalation settings:

Terminal
Interface * ANSI
(for IP30 models * Gnome
only) *  Kterm Note: See section 11 for details on
e Vt100 using the CLI (Command Line Interface)
e V102 for setting basic parameters
* Vit220
 Xterm

Select one that is supported by your terminal @ogand then the main menu
shown below will appear.

“¢ Managed Switch - HyperTerminal

Fie Edt Vew Cal Transfr Help
DeE =3 08

industrial Ethernet Managed Switch Main Menu

i clk Setup ~ [uick =et up of common parameters
Monitoring - Port status, nf/w statistics, redundancy status
Setup - HManagement port, ports, spanning tree
Advanced Operations - Load/save config, restore defaults
Ewit - Exit the consele menu

Use the arrow keys to navigate. '’ to exit
Press <tnter> to see the option selected_

Correctsd 00E: 19 YT 100 SAE E--1 A LI

Navigation of the terminal interface is simple. Tareow keys are used to
highlight a desired menu item. With a desired m&sm highlighted, press the
Enter key to select the item. After making the appradprighanges, press the °
key to commit the changes. Backing up to the presimenu is done by pressing
the Escapekey. PressxX’ from the main menu to logout.
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Configuring the

Switch for
Network Access

Indusirial Ethernet
Managed Switch

Quick Selup  Help nday
[-1Managed Switch Menu
L+ Monitoring
[+15@iup
[+ Advanced Operations

Mo Managed-Sadch
Serial rumbe 26

Firstvaana nént. 3.5.1000

MAC sddress: DOt alt1d 37 ek ca

Mame:  Managed-Swich

P 102004

addrass:

Location: Switch Pansl T

Corkact: JossmitrBmiomationcompanty com

Uzage gubject 1o Softwang License
Aoreement

Managed Switch Software User Manual
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To control and monitor the switch via the netwatknust be configured with
basic network settings, including an IP address.

To configure the switch for network access, selaagick Setup from theMain
Menu to reach th&ystem Settinggnenu. The settings in this menu control the
switch’s general network configuration.

System Settings / Quick Setup

Help

Set basic parameters to quickly configure and identify the switch. {In many cases, these are all
the setiings that are necessary.)

Metwork Settings

|DHL‘-F || Disabled

|
Jrozs |
|
|

|I!’I address

|Subnntma!k ] 255.0.0.0

|Dll'1ult gateway " none

none

Primary DNS
sarver

Secondary DNS
server

nong

oonan | |

noneg

|HTF‘ server I

"T!mezone" AmencaMew_ ok

||thur|:|an:\r protocal || Rapid Spanning Tree Frotocol |+ |

System Identification

DHCP Enabled/Disabled: The switch can automatically obtain an IP address
from a server using the Dynamic Host Configuratwsatocol (DHCP). This can
speed up initial set up, as the network adminigtrdbes not have to find an
open IP address.

IP_Address and Subnet Mask Configuration:The IP address for the switch
can be changed to a user-defined address alon@g@witistomized subnet mask
to separate subnets.

Note to Advanced Users: As additional security you can set the IP
address to 0.0.0.0 to disable the use of an IP addr  ess. However, any
features requiring an IP address (i.e. web interfac e, etc.) will not longer
be available.

Default Gateway SelectionA Gateway IP Address is chosen to be the address
of a router that connects two different networks.
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Remote Access The managed switch can be remotely managed (meditand configured) via
telnet, SSH, SNMP, and HTTP/HTTPS. To accesR#@ote Access
Security, selectSetup from theMain Menu, and then seled¥lain Settings

Security

A

Industrial Ethernet Remote Access Security
Managed Switch
Help |
Quick Setup  Help Iridex Prevent unauthorized access by specifying how the switch can be remotely managed, For best
-3 Managed Switch Menu security, disable access methods you do not intend to use
£+IMonitoring |SNMF access | Ensic and secura SNMF access w
E-J'Sgtup
£-3 Main Settings |Termlnal ACCASE | Secwre access via 55H |
+ System Setlings
+ Ramote Access Security |Wah AcCess | Secure HTTR HTTFS) access
+ Port Setlings
* Port Mirroring |cammmd line mcess| Ensbled *
+ SHMP Notifications L
* Set P per Port |.Auumatlc legout & Disabled O Afer |5 FninUtEs
L+ Bedundancy Settings L
0+3 Traffic Priority
L+ Multicast Filtering {IGMP) =
[+3 Virtual LANS M-El'hl I MName Password [ Confirm password
t=1Advanced Operations SNMP read-only I public Fe— | e
ot Mansged-Swilch SNMP readiwrita I prrvata |
Sareal ramiver: HE
Firmyars rev. 351000 Terminal and mbl admin |
WAL podress: 000l d 3T 8k

hams:  Managed-Swich | Commit Changes |
(2 10201

SUGESE

Location: Switch Panel 7

Uzage subject 1o Sofware Licones
Agrepment . ud
SNMP Access:Choose the level of SNMP access to allow.

* None- No SNMP access allowed.

*  SNMPv2- SNMPV2 access with community string sent in cteat and

no password required.
»  SNMPv3- SNMPv3 access with encrypted password.
* Both — SNMPv2 and v3 access allowed.

Terminal Access:Choose the type of terminal access to allow.

* None- No terminal access to the switch will be allowed

» Telnet — Non-secure access via telnet protocol. Rematesads
possible through this protocol, although all infatian being transacted
between server and client will be sent as cledr tex

Should security be of concern, use the Secure giwthcol instead.

» SSH- Secure access can be achieved through the tise Sécure
Shell protocol (SSH), which implements strong antication and
secure communications using encryption. Usingghasocol will ensure
that your login information never gets sent asrdiest, keeping the
switch protected against possible attacks comimgn the network.

* Both — The switch can be accessed through secure (S&H)am-
secure (telnet) terminal access.

Managed Switch Software User Manual Pag&45/ Last Revised: 25-Jun-13
Amphenol BP 29 — 74311 THYEZ Cedex — France - +33(0)4.50.89. 28.00 www.rjswitch.com



The switch supports these encryption algorithmsS6H:
1) 3DES
2) Blowfish
3) AES
4) Arcfour

To take advantage of the SSH capability in theawiyou will need to use a
SSH client program. There are many SSH client @ogravailable for you
to log onto the host (the switch).

Two open source SSH client programs are availabkhe Internet:

Program Name: OpenSSH for Windows
htt p: // sshwi ndows. sour cef or ge. net/

Program Name: PuTTY
htt p: / / ww. chi ar k. gr eenend. or g. uk/ ~sgt at hanm putty/

The SSH protocol requires some way for clientse@ire they are
communicating with the intended host. The hostmaes a "fingerprint"
based on its key and provides that to the clienvéoification. The first time
a client program sees a fingerprint, it typicalypdays it and asks something
like "The host is offering me these credentialgudth | trust it?"

If you agree, the fingerprint is stored for lateuse.

For the system to be secure, the fingerprint useddmparison must be
transmitted "out of band" (by a means other thanctiannel that is being
secured by the fingerprint). In this case, viawdoentation. The RSA
fingerprint for the managed switch's encryption lesy

1e:0f:31:39:26:3f:23:8c:ba:7e:€9:d1:56:1f:98:f6

Web AccessChoose the level of web access to allow.
« None- No web access allowed.
e HTTP- Basic HTTP access allowed.
e HTTPS — Secure HTTP (HTTPS) required. Attempts to axties
switch via http will be redirected to the securetpcol.
e Both — Basic and secure HTTP access allowed

CLI Access Choose the level of web access to allow.
« Enabled - CLI access enabled.
e Disabled— CLI access disabled.

Automatic Logout: Specify the number of minutes of inactivity befoeeminal
sessions automatically logout to prevent unautbdraccess. The default is 5
minutes.

SNMP Read-Only Name:This parameter sets the SNMPv2 community string
and SNMPv3 user name that may be used by SNMR<fenread-only access
of settings. Enter your own value if you wish tcwse read-only access.
(Default is “public”.)

SNMP Read-Only Password This parameters sets the password for secure
SNMPv3 access by the read-only user. SNMP passwoudts be at least eight
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Configuring the
Ethernet Ports

Indusirial Exhermet
Managed Switch

Guiick Sedup

-1Managed Switch Menu
[+1 Moniioring
[=15atup
L-1 Main Settings

* Systam Settings
* Remote Access Security
+ Port Settings
+ Port Mirmoring
+ SHMP Hotifications

Halp indey

+ Set IP per Port
£+ Redundancy Seflings
£+ Traffic Priority
t+1 Multicast Filtering (GMP)
t+1 Wirual LANs (VLANs)
141 Advanced Operations

Modet Wanaged-Swilch
Sarial rember 26

Firevarara rév 3.5.1000

MAC sddress: D0talt1 ¢ 3766 ca

Pune  Managed-Seilch
P 10204

addrass:
Location: Swibch Parel T
Corkact: adomationcompany com

Liznge subjec 1o Sottwars Licinse
Ageement.

Managed Switch Software User Manual
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characters long. The default read-only passwo'gliglicowd’ (w/out quotes).

SNMP Read/Write Name:This parameter sets the SNMPv2 community string
and SNMPV3 user name that may be used by SNMR<fienread/write access
to settings. Enter your own value if you wish towse read/write access.
(Default is “private”.)

SNMP Read/Write Password This parameters sets the password for secure
SNMPV3 access by the read-write user. SNMP passavoust be at least eight
characters long. The default read-only passwoigtigatepwd’ (without the
guotes).

New Admin Password:Password set here is used for Telnet and Web Access
To change the administrative password, selecofiti®n. (Default password is
‘admin’).

The switch comes with default port settings thatudth allow you to connect to
the Ethernet Ports with out any necessary configuraShould there be a need
to change the name of the ports, negotiation gstom flow control settings,
you can do this in thBort Configuration menu. Access this menu by selecting
Setupfrom theMain Menu, and then selectinglain Settings.

Y

Port Settings
[ Help
Specity how each port will connect and communicate.

Speed/DuplexFlow Control
Hegotiation 10h 10f  100h 100f

= = =

Port Name Admin

Enabled = Ao

w

3

1 |pon_1

&
&
=
3|

por_Z Enablad '~ Auln (¥

W

Q)
il
il
&

por_3 Enablad

L

At

Enabled

b

Ao

E
&
&
&

porf_4d

=
=
a
®

por_5 Enabled A

Enablad Aulo

&
=
=
I3

pon_§

o)
=
]
]

por_7 Enabled

por_8 Enablad

3l
3
=
(3]

E
=
=
3]

por_9 Enabled

jolefalelele]a]alo]El

Eummil':fhanéea

W

Port Name: Each port in the managed switch can be ident¥fit a custom
name. Specify a name for each port here.

Admin: Ports can be enabled or disabled in the managgchs\Wwor ports that
are disabled, they are virtually non-existent (visible in terms of switch
operation or spanning tree algorithm). Choose #@blenor disable a port by
selecting Enabled or Disabled, respectively.

Negotiation: All copper ports in the managed switch are capabéuto-
negotiation such that the fastest bandwidth issste Choose to enable auto-
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negotiation or use fixed settings.

Speed/Duplex/Flow Control: The managed switch accepts three local area
network Ethernet Standards. The first standard ABEB T, runs 10Mbps with
twisted pair Ethernet cable between network inte$a The second local area
network standard is 100BASE-T, which runs at 1008/bper the same twisted
pair Ethernet cable. Lastly, there is 100BASE-Fictvienables fast Ethernet
(100Mbps) over fiber.

These options are available:
10h — 10 Mbps, Half Duplex
10f — 10 Mbps, Full Duplex
100h — 100 Mbps, Half Duplex
100f — 100 Mbps, Full Duplex
1000f — 1000 Mbps, Full Duplex

Flow control can also be enabled or disabled, smtlicated by ‘FC’ when
enabled. Devices use flow control to ensure thatrdaeiving devices takes in all
the data without error. If the transmitting devéends at a faster rate than the
receiving device, than the receiving device wiketually have its buffer full. No
further information can be taken when the buffdulis so a flow control signal

is sent to the transmitting device to temporatihpsthe flow of incoming data.

Note: Flow control is discouraged in a TCP network, as

enabling flow control will unnecessarily congest th e
network.
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Section 3 Configuration Management and Firmware
Updates
Advanced Use theAdvanced Operations Menufor saving and restoring configurations,

Operations reloading factory defaults, resetting the switghdating the firmware, and
setting up remote access.

Note: The web interface supports direct transfers to and from the
system where your browser is running. Alternatively , you can use
TFTP (Trivial File Transfer Protocol) for file tran  sfers.

Access to thédvanced Operationsmenu is available by selecting the option
in theMain menu.

Saving and The Configuration ManagementandUpdate Firmware features allow you to
Retrieving Files Browse to save and retrieve files directly fromytmecal system. This is the
easiest and recommended method. Alternativelycgouuse a TFTP (Trivial
File Transfer Protocol) server to centralize tlwrage of your configuration and
firmware files. Free TFTP servers for Windows amulik are available on the
web. They are generally easy to install and sé¢tapmore details and links to
available TFTP servers see Appendix F.

Configuration One "checkpoint” (backup) version of the switchosifiguration can be stored
in a local file on the switch. Unlimited backupsiadso be saved to your local
system (web interface only) or to a TFTP servesveffiere on the network.

Management

Industrial Eihﬂ_l'ﬂﬂ I.’:unﬁguration Managemem
Managed Switch

[ Help
Gnsick Setup  Help Index The configuration may be saved and restored from a single checkpoint file. That file may be
copied to or from your local computer or a TETP server to allow multiple checkpoints or secure

"’Iﬂ:':ﬂ_f“?"“'-h L storage. When restoring a checkpoint, you may choose to restare network settings (DHCP
[‘]'Sal;]:pn"“g enabled, IP address, netmask, and gateway) or to preserve curment network settings
-1 Advanced Operations

+ Configuration Management

* Restore Factory Defaults -
* Resat Switch v =l Presere network settings

+ Update Firmware

[ Save Checkpoint ] [ Rearcuecrleckpnint]

Modek Managed-Switch Save or retrieve a file from your local system
Serial resnber, 26
Firmverare rev: 3.5.1000 Chzwitchchg gz
MAE sdress: DO TASTaG e | Diownload Checkpont | | Lpload Chackpoint |
Mams  Mansged-Swilch
P 102008
widress: , -
Location: Swich Parsl 7 Save or retrieve a file from a TETP server
s : il TFTP server none
Usage subject fo Zoftwars License
P Remote filename
[ SevewTFTP | [ Retieve from TFTF |
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Save Checkpoint:Saves a checkpoint configuration in the switch,civimay
be used later to revert back to the current stateanges lead to an undesirable
configuration.

Restore Checkpoint:Reverts to the settings in the saved checkpointt &m
optionally choose to keep your current networkisgstor use the ones in the
checkpoint file.

Note: The current administrator’'s password will remain i n effect
after the restoration. SNMP passwords will be rest  ored to the
values in the checkpoint.

TETP Configuration: Specifies the IP address of the TFTP (Trivial File
Transfer Protocol) server where configuration cipeakts may be stored.

Save to TFTP:Saves the current configuration checkpoint filéhte defined
TFTP server. You must specify the name of a fileahanserver.

Retrieve from TETP: Retrieves a previously saved configuration cheakpoi
file from the defined TFTP server. After retrievidle configuration still must be
restored to be made active.

Note: The web interface also allows you to download (sav  e) and
upload (retrieve) files directly from your local sy stem. No TFTP
server is needed.

Factory Defaults This option sets the switch back to factory defaattings. The switch will
automatically restart (reset) to put the defaulirsgs into effect.

See a list of the factory default settings in thefault Software Configuration
Settings’ section iMppendix C of this manual.

Industrial E'hﬂ_ll'IBl Restore Factory Defaults
Managed Switch

[ Help

Quick Setup  Help index Do you really wani fo restore faclony defaulis and resal the swifch?

-1Managed Switch Menu - ! )
041 Monitaring O Restore alf factory defaults and reset switch
1+15atup [E Restore factory defaults (except network ssttings) and reset switch
-1 Advanced Operations
* Configuration Management [ Bestore Defauls |
+ Restore Factory Defaults
+ Resat Switch
+ Update Firmware

Mol Managed-Swilch
Serial reember: 26

Firmvevare renv. 35,1000

WA addrass: 00ed1d 3785 co

e Managed-Switch
(2 10204

e ss:

Localion: Swich Panel 7

Corbacl Joesmiheaomationscmparn Som

Usage subject to Sofwars Livense
Ay oamard.
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Reset Switch

Industrial Ethernet
Managed Switch

Cuick Setup  Halp index

[-1Managed Switch Menu

[+1 Maonitoring

L4 Setup

-1 Advanced Operations
+ Configuration Management
+ Restore Factory Defaults
* Reset Switch
* Update Firmware

Modat Managed-Swilch
Serial resmber; 26

Flrmmaears reve: 3.5.1000

MAC sddress 00al | d 37 afca

Hame:  Mansgsd-Swilch

P f0:2.04

atdrass:

Lotatian: Swich Panel T

Contact  Joesmithi@a tomationoompany com

Uznge subject fo Softeere Licenge
Agetmant.

This feature will cause the switch to perform aft'spestart (software reset).

A software reset may take 30 seconds or more demeod what features are
enabled in the switch.

Reset Confirmation

Help

Do vou raatly want o resel the swilch?

~| Yas, reset the switch

Rasetl Swailch
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Update Firmware updates are released periodically to edtlifes and fix problems.
The recommended and easiest way to update firmw&m@m the web interface.
It allows you to Browse and select the firmware atpdoackage from your local
the Web computer or a computer on your local network. Tjashclick theUpdate from
Interface File button to load and install the latest firmwaredil

Firmware using

This method of updating the firmware will retaihyadur settings. However, it is
still recommended that you save a “checkpoint” igumhtion as a backup.

Update Another option for updating firmware is via a TF$&ver elsewhere on the
Firmware using network. Simply specify the IP address of the remiETP server and the
a TETP Server filename of the update. If necessary, the switdhantomatically reboot after

installing the new firmware files. After the rebo@u may see an “Internal
Server Error” message. Simply click refresh on ylanawser to reestablish
communications with the switch.

Refer toAppendix E for information on setting up a TFTP server.

This method of updating the firmware will retaihyadur settings. However, it is
still recommended that you save a “checkpoint” igumhtion as a backup.

Industrial Ethernet Update Firmware
Managed Switch
[ Help
Guick Setup  Halp inax Install and run a firmware update file. The file may be uploaded from your local system or
transferred from & TFTP server, (Refer to the wser manual for help quickly setting up a TFTP
r-1Managed Switch Menu sarar
[+l Monitoring TR
[+15etup
t-1Advanced Operations Install a firmware update from your local system
+ Configuration Management
E IR FACI Ba CFimware\update331000-331001 tgz
+ Update Firmware
Lipdate from file
Model. Manged-Swilch
Serial reember 216
Firmreeare rev. 35,1000 Install a finmware wpdate from & TFTP server
WA mddress: OCHedt 1o 370k ca
TFTP sa&rver wone
Nama:  Managed-Swilch
L 10204 Remote filename
ackiress
Loscalion: Swich Pane T
Cortact: Joesmihiatomationcompany Som |:Llpdul:9 trom TETE
Usage subject to Sofwars License
Aupetemand,
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The switch’s firmware can also be updated using=illeware Loader utility.
This operation will completely restore the switeimfvare and factory defaults.

Updating
Firmware using

the Firmware
Loader Utility Important Note: Only perform this operation if you are not

successful loading firmware using the web interface , a
TFTP server, or you need to completely recover the switch.

Steps for using the utility to load firmware:
1. Download & unzip the new firmware image to a folderyour computer.
2. Make both a serial and Ethernet connection to witls.

Important Note: If you are running RSTP, disconnect
any redundant Ethernet links to the switch. During the
update, make sure to re-enable RSTP before reconnec ting
your redundant links.

Important Note: If you have a Gigabit model then you must
have an Ethernet connection to one of ports 1 throu gh 6.
Ports 7, 8 and 9 may not be used for this operation

3. Run the Firmware Loader utility.

4. Click Nextfor the firmware selection window. Th&rowse and select the
new firmware image that you downloaded from the .web

5. Click Next to pick the appropriate com port that is beingduse
communicate with the switch.

6. Click Next and enter your computer’s IP address if it isandtbomatically
detected. Also, enter the appropriate IP addressalonet mask for the
switch.

7. Click Next and then click-oad. When prompted cycle power (turn power
off and then back on) to the switch to start thewirare update process.

Make sure to check that all the update steps listéae overall status window
are successful. If not, try updating the firmwagaia. You will then need to
interface the switch through a terminal program imdonfigure your network
settings or reload your saved checkpoint configomat
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Section 4 Monitoring the Current State of the Switch

System The System Information page displays identifyiffigimation about the switch,

Information and current network settings.

Industrial Ethernet System Information
Managed Switch
[ Help
Guick Setup  Halp Indax The following information describes the switch being accessed
t-1Managed Switch Menu Model 'Managed-Switch
[-1Monitoring
* |System Infarmation Description Managed-Switch - Industrial Ethemet Managed Switch
* Port and Power Status
stem hame Managed-Switch
+ Network Statistics Sy naged-swi
+ Redundancy Status Switch location Switch Panel 7
* Multicast Fillering Status ————————— — e
* Configuration Summary Contact Jossmith@automationcompany com
t+1Semp IP address 10.2.0.1
[+l Advanced Operations
Subnet mask 255.00.0
Mot Wanaged-Zwich Default gateway  HNone
Serisl ruenber 216
Firsrersrs rav: 35,1000 Serial number 218

WA o £ Firmware revision 351000

:m*- M:mﬂﬂ-ﬁmh MAC addrass 00:a:1d:37 a6 ca
1 i

ackdress: Uptime 00 days, 00:11:40

Location: Swibch Pang T

Contact  JoBsmthEstommicnCOMmpany com

Statistics updated avery 15 saconds

Lizaipe subiec 10 Zoltens Lichngs
ot Locatan d

Model number of the switch.

Description is available via SNMP asySTEM.SYSDESCRO. This is the basic
description of the switch.

System NameThe hostname of the switch. It must contain detkers, digits,
and dashes. This may be read or written via SNMYSTEM.SYSNAME.O.

Switch Location: The physical location of the switch (the cabimédset, rack,
etc. it is in). This may be read or written vialR assSYSTEM.SYSLOCATION.O.

Contact: Typically, this parameter includes the contactse and e-malil
address. This may be read or written via SNMBY&IEM.SYSCONTACT.O.

IP Address: IP address of the switch

Subnet Mask: Subnet Mask of the switch. Readable via SNMRFRisE1213-
MIB:: IPADENTNETMASK.<IPADDRESS> Where<ipapbresss is the IP address of the
switch (e.g., 10.2.0.1).

Gateway: Gateway IP configured for the switch. ReadableSN&MP as
RFC1213-MIB:IPROUTENEXTHOP.

Serial Number is a unique serial number assigned to the swittheafactory.
This number is not settable.

Firmware Revision is the version of the firmware currently in theitsW.
MAC Address: Media Access Control number of the switch (nadtadse).

System Up Timeis available via SNMP asysSTEM.SYSUPTIME.O. This is the
amount of time since the switch was latest powered
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Port and Power ThePort Status page displays the current status of each port.didpday will
Status be updated every 5 seconds.

The following information for each port is displaye

Port: The number of the port. This corresponds to thel$aon the switch.
Name: The user-configured name of the port.

Admin: The configured state of the port (enabled or dshb

Link: The current state of the Ethernet link at a pdthére is a proper
connection link status will showp. If the port is disabled, not connected, or
has a faulty connection, the link status will shbawn.

Negotiation: Shows whether auto-negotiation is enabkdt¢) or disabled
(Fixed).

Speed/Duplex:Shows the speed of the connection (10, 100 or Mifjis) and
the duplex status (h = half duplex; f = full duplex

Power and OK A separate area below the Port Status grid mirhestl, P2, and OK status
Status LEDs on the switch. When P1 is highlighted, powseatetected on the first
terminal input. P2 is highlighted when power iset#¢d on the second terminal

input. OK is highlighted when power is detectedioafirst and second terminal
inputs and the switch software is running.

Note: On models with -704 option, the P2 inputas available. Thus neither
Power 2, nor OK will be highlighted.

Industrial Ethermet Port and Power Status
Managed Switch
(Help |
Quick Selup  Help Mdex Wiew the current operational status of the ports and power inputs
[-1Managed Switch Menu
-1 Monitoring Port Status
+ Systam Information
* Port and Power Status
+ Metwork Statistics Port Name Admin Link Negotiation SpeedDuplex
+ Redundancy Status =
+ Hulticast Filtering Stats 1 |por_1 |Enabded  Down  Auto o
+ Configuration Summary S port 2| Enatiea up | Auto 1001
[+1Satup
[+1 Advanced Operations 3 | port_3 Enabled Down Auto 0
4 port_4 |Enabled Up  Auto 100f
Mot Managsd-Switch
Serisl ruenber. 216 % ||port_5 |Enabled Down | Auto 0
Firmrerare rev: 35,1000 . N
A L e e LT e 6 | port_6 Enabled| Down | Auto 0
¥ port_7 | Enabled Up | Auto 100r
Name:  Managed-Switch
P 10204 g port_8 Enabled Down Auto 0
mekiress: ¥
Location: Swich Pansd 7 9 port_9 Enabled Down Auto 0
Cortact JossmihisutomationCompany com
oy et S Power Status
Ay aeard, : i
Pwenl Fower 2 | Ok
Status i1s updated every 5 seconds
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Section 5 Network Management (SNMP and RMON)

SNMP, MIB and SNMP (Simple Network Management Protocol) and RM@&&mote
RMON Groups Monitoring) provide a means to monitor and manam# yetwork. Each
SNMP device maintains Management Information Bas#Bs) containing
information about the operation and configuratibthe device.

Note: This product uses Net-SNMP (available from www.net-
snmp.org) which is subject to the copyrights & lice nse found at:
http://www.net-snmp.org/COPYING.txt

The MIBs can be accessed with SNMP tools rangmig fsimple command-line
tools like snmpwalk and snmpget (part of the oprirae Net-SNMP package
available at http://www.net-snmp.org) to commerogtwork management
products from various vendors. Key informatiomfrthe MIBs is also available
via the switch’s terminal and web interfaces.

The MIBs are divided intgroups of relatedobjects Objects may bscalar
(having on only a single value) tabular (having a list of values varying over
time, by port number, etc.).

SeeAppendix C for a list of the supported MIB and RMON groups:

SNMP Security | SNMP provides several options for securing acae$4|Bs. SNMPv1 and
SNMPV2 provide only weak authentication. SNMPv8susncryption to add
stronger authentication as well as privacy. Iwvailkions, you may configure
read-only and read/write users.

SNMPv1 and SNMPV2 authenticate users with a “conityigtring” which is
sent in clear text (unencrypted) and no passworeggired. Some measure of
security can be achieved by setting long, obsconentunity strings.

SNMPv3 provides three levels of security and ertaoyp

* None- No password is required to read or write valngbe MIB.

» Authentication — A password is required and is used to encryputder
credentials so that security information is nott seclear text. A
variation of MD5 is used for encryption.

* Privacy — A password is required and is used to encrypuder
credentials. A second password is used to enthgpdetails of the
SNMP request using DES encryption.

For SNMPv3 access, the managed swittfuiresauthentication andllows
privacy. Only one password is configurable ansl itsed for both
authentication and privacy.

The following examples use snmpget from the Net-$Nbbls to illustrate the
use of authentication and privacy when accessiagridnaged switch.

If SNMPV2 access is enabled, values may be redsbutita password with a
command like:

snmpget —v 2¢ —c public 10.2.0.1 system.sysDescr.0
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SNMP
Notifications

If SNMPV3 access is enabled, values may be reddaxsommand like the
following (entered all on one line):

snmpget —v 3 —u public —I authNopriv —a MD5
—A publicpwd 10.2.0.1 system.sysDescr.0

Finally, if SNMPv3 access is enabled, an authetga,gprivate request could be
made with a command like the following:

snmpget —v 3 —u public —| authpriv —a MD5 —A public pwd
-x DES —X publicpwd 10.2.0.1 system.sysDescr.0

The switch supports SNMPvV1, v2, and v3. SNMPv1#hdccess are
essentially the same from a security standpointaaadnabled and disabled
together. SNMPv3 security may be separately ctietko Thus you may
prevent unauthenticated access to your switchdabting SNMPv1/v2 access
entirely while retaining password-secured accesSWMPV3.

Use theSNMP Notifications Menu to enable traps to be sent when the state of
the switch changes. Access this menu by sele&gtgp from theMain Menu,
and then selectiniglain Settings

Authentication: Traps can be sent when invalid credentials (sscin
unrecognized community string) are presented t&GHBIP agent. Enable this
setting to generate authentication traps.

Topology change: Traps can be sent when the topology of the spgriree
changes. Enable this setting to generate topalbggge traps.

Link 1 up/down — Link 9 up/down: Traps can be sent when a link goes up or
down (the same state reflected in the LED for quont). Enable these settings
to generate link up/down traps.
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Trap Managers

Industrial Ethernet
KManaged Switch

Cruick Setup  Halp index

-1 Managed Switch Menu
L+1Monitoring
L-15etup
-1 Main Settings
* System Settings
+ Ramote Access Security
+ Port Settings
+ Port Mirroring
+ SHMP Notifications
Set IP per Port
t+1 Redundancy Setlings
£+1 Traffic Priority
£+1 Multicast Filtering (IGMP)
1 Wirual LANS (VLANS)
41 Advanced Operations

Pguiet Managed-Seich
Serial resnbee TG

Firsrarare réw: 3.5 1000

MAC address: 00cal1d 37 afca

hame: Managed-Swilch
L 10204

Location:  «5eq location gf Svilbche

Use theTrap Managers Menu to specify where traps will be sent. Thep
Managers Menucan be accessed by select8gfup from theMain Menu and
then selectingain Settings.

-~

SNNMP Notifications

Send imrmediate notification of potertial network problem:s by wsing ShMP traps to report whien
speciied events occur

Motifications to send

F suthentication
[ Topology change

Lirk pufdonaT
O Em203Mald0s0OskF7*Os 09

Trap managers to notify

1 10.2.0.45
| Cinser )
Community string pubbcecample e 123456 | Update
Varsion 7 B |_Delete |

Commit Cn‘h:lna as |

Corfach =Sl nama (and e-med) of contact

Tor swilche

Lz Sulysct 1o Sofherd Licenas

Up to five trap managers may be configured. Foheme, the following values
may be specified.

Host: The IP address of the host where the trap manaperated.

Community String: The community string to use when contacting thp t
manager on the host.

Version: The SNMP trap version to send.

Note: There are two system traps that cannot be disabled and will
be sent to any configured trap managers. A  coldStart trap will be
sent whenever the SNMP agent starts up (usually, th  is is only
when the switch is reset). A NotifyRestart trap will be sent
whenever the SNMP agent’s configuration changes and IS
reloaded. This will happen, for example, when you commit
changes on a configuration menu that includes SNMP settings.
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Monitoring Menu

Network Statistics

Industrial Ethermet
Managed Switch

Cuick Setup  Help ndax

-1Managed Switch Menu
-1Maonitoring
+ Systam Information
* Port and Power Status:
* Metwork Statistics
* Redundancy Status
+ Multicast Filtering Status
+ Configuration Summany
41 Satup
L+l Adwvanced Operations

Maodat Managsd-Swllth
Serial reenber 6

Firmvware rev: 151000

MAC sddross: 00 sl 237 05 o

Harme: ET-25-1

L2 10204

kNG s s

LoeCadicen: Sl Bas-ation of Svibihe

Contact
Tor swillche

Usage subject to Zofteane Licanss
e o

Managed Switch Software User Manual
BP 29 — 74311 THYEZ Cedex — France -

T N [Arsd S-aail) of cortact

TheMonitoring menu, which is accessed right off of dain Menu, provides
four status options that may be used to monitoptrérmance of your switch
in real time.
» System Information shows the network settings and system identity
» Port and Power Statusshows the current status of each port and the
power inputs
* Network Statistics shows RMON or Ether-like statistics for one port
at a time and may be switched from port to pomeeded.
* Redundancy Statusshows the status related to the spanning tree
protocol (See Section 6 for more details).

TheNetwork Statistics page shows a subset of the performance data from
SNMP and RMON. Select RMON (Remote Monitoring) istats or Ether-like
statistics and the desired port number. The displthpe updated every 5
seconds.

SelectingEther-like statistics will display various Ethernet statistior the
selected port, for which can be used to determine your network is
performing. These statistics come from the Dot3 NRE-C 2665).

Metwork Statistics
(H=ip ]

Kionibor the vanous counters and probiem indicators maintzned oy the switch

Port  pon 7 |~ | Statistics | | Eter-like statistics |~

Alignment EFrors

FCS EfTors

Single Collision Frames
Multiple Collision Frames
SOE Test Erors

Deferred Transmissions
Late Collisions

Excessive Collisions
Internal Mac Transmit Errors
Carmer Sense Ermaors

Frame Too Longs

Internal Mac Recetve Ermors
Symibol Errors

e e e Y e Y e e Y e e Y e Y e Y o Y e

Statistics updated every 5 seconds

The following statistics are provided:

Alignment Errors: Happens when the Ethernet Interface cannot synideo
with the incoming packet because it is not of expedength (packet received
has invalid CRC).

Causes: This is possibly caused by interferenceadtethuation. Check for
faulty wiring, NICs, or possible causes of integfece/line noise.

FCS Errors: This error happens when packets have a bad FraweekC
Sequence.

Single Collision Frames:This happens when an Ethernet device tries to aend
frame but discovers that is at least one othercdemn the network trying to
send at the same time (collision detected). Whenllgion is detected the
network devices prepare to access the network mmeagain, but only after
waiting for a random amount of time. Collisions acenmon in an Ethernet
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network and collision detection allows the devioasan Ethernet network to
work. When the Ethernet device tries to transnat #ame frame again and is
successful, it is called a single collision.

Important: Collisions don’t provide for a very uaéstatistic as to the current
performance of the network, since this is the ppilecbehind how devices on
the network communicate.

Multiple Collision Frames: Multiple collisions happen when the Ethernet
device tries to transmit a frame through the nekwoedium, but detects a
collision. The Ethernet device tries again to tnaihshe same frame through the
network but again encounters another collision. difner count is incremented
each time a particular frame fails after the fagempt of transmission.

Important: Collisions don’t provide for a very uaéstatistic as to the current
performance of the network, since this is the ppilecbehind how devices on
the network communicate.

SQE Test Errors: A network device checks for the Signal Qualitydgrr
Transmission to see if the collision detectionwiry is working. For whatever
reason that the network device does not dete@te transmission, the SQE
test error counter is incremented.

Deferred Transmissions:A transmission i©eferredwhen the device is trying
to access the network but another devices in girgadsmitting (by detecting a
carrier signalpot a collision) on the network.

Late Collisions: When an Ethernet Device starts transmitting adramthe
network medium, it believes that it can transmitéaese it didn’t detect a
collision. If for some reason the Ethernet devicansmitting, but after a given
time period during the frame transfer it realiZest tit really wasn't clear to
transmit because it detected a collision; thatled alate collision For a
10BASE-T network, a collision is detected (by tlewide that is transmitting
that frame) after 51.2 microseconds into a fraraagfer is considered a late
collision. For a 100BASE-T network, a collisiondstected (by the device that
is transmitting that frame) after 5.12 microsecointls a frame transfer is
considered a late collision.

Causes: Late collisions usually come from a probtenthe network such as
improper configuration, compliance issues betwestwark devices, incorrect
cabling, and faulty Network Interface Cards.

Excessive CollisionsWhen an Ethernet Device attempts to transmitradra
but detects a collision, it attempts to retry tadstéhe same frame at another
random time. Should the Ethernet device fail tognait that particular frame
after 16 tries, the Ethernet device gives up ardrdme will not be transmitted.

Internal MAC Transmit Errors:  When frames fail to be transmitted correctly
due to an internal MAC sublayer transmit error.

Carrier Sense Errors: When an Ethernet device loses the carrier sense
condition whenever a frame is being transmittece &hror is incremented a
maximum of one time per transmission attempt (nttendow many times the
carrier sense condition fluctuates during a sibglasmission attempt).

Frame Too Longs:Every time there is a frame that is encounteregkteed
the maximum frame size.

Internal MAC Receive Errors: When frames fail to be received correctly due
to an internal MAC sublayer receive error.
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Symbol Errors: This happens when the system could not correetipde a
symbol that it has received.

SelectingRMON Statistics will display Remote Monitoring statistifor the
selected port that can be used to determine howngwork is performing.
These statistics come from the RMON MIB (RFC 1757).

Industrial Ethernet Network Statistics
Managed Switch

[ Help |

LI AEE T e Monitor the various counters and problem indicators maintained by the switch

t=3Managed Switch Manu Port |por_7 | Gtatistice  FMON statistics w
-1 Monitoring

+ System Information
* Port and Power Status

: Drap Events 0
+ Metwork Statistics . ' 718
* Redundancy Status i clets
* Multicast Filtering Status Packets 265
+ Configuration Summary Broadcast Packets 19
[+1 Setup ; Wuiticast Packets 12
[+ Advanced Operations RS :
LR Hllg"| Errars 0
- o Undersize Packets L
Serial rusmber FE Crversize Packets 0
Firmmvrars rév: 3.5.1000 Fragments 0
WAL address: 00tel1d 37 ek ca Janbers IV
Name: ET-SME-1 Collishons 0
P 102041 G4d-octet Packets 123
wckoss: 65-127-octet Packets 36
Location: <5ef location of Swiche .
A8 = el A%
p el name fand amall) of coniact 128-255-octet Packets 23
o Bwilchs 256-511-octet Packets 1
912-1023-0ctet Packets 63
Uznie subiet 1o Sofwans Lickngs 1024-1518-octet Packets 13
AFepmant

Statistics updated every 5 seconds

Drop Events: A packet has been dropped due to insufficient $wisources.
Octets: # of data octets received.

Packets:# of packets received.

Broadcast Packets# of broadcast packets received.

Multicast Packets: # of multicast packets received.

CRC Align Errors: # of packets received with an invalid CRC.

Undersize Packets# of packets received less than 64 bytes withid GRC.

Oversize Packets# of packets received more than 1536 bytes witid GRC.

Fragments: # of packets received that are less than 64 bytes.
Jabbers: # of packets received more than 1536 bytes witalithCRC.
Collisions: # of collisions detected.

64-octet Packets# of packet of size 64 bytes received.
65-127-octet Packets# of packets of 65 to 127 bytes received.
128-255-octet Packets# of packets of 128 to 255 bytes received.
256-511-octet Packets# of packets of 256 to 511 bytes received.
512-1023-octet Packetst of packets of 512 to 1023 bytes received.
1024-1518-octet Packetst of packets of 1024-1518 bytes received.
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Port Mirroring

Industrial Ethernet
Managed Switch

Quick Setup  Help index

[-1Managed Switch Menu
[+1 Monitoring
[-15etup
L-1 Main Settings
+ System Settings
Remote Access Security
Paort Settings
Port Birroring
SHMP Notifications
+ Set IP per Port
41 Redundancy Settings
£+ Traffic Priority
L+ Multicast Filtering (IGMP)
£+ Virual LANs (VLANs)
[+1 Advanced Operations

L A

P Managed-Sadch
Serial rumber: 26

Firmévars rén: 3.5 1000

MAC address: 0 a1 o370k ca

Name:  Managed-Switch

The mirroring option is ideal for performing diagtios by allowing traffic that
is being sent to and received from one or morecgoports to be replicated out
a monitoring/target port. Theort Mirroring menu is accessed by selecting
Setupfrom theMain menu, and then selectihgain Settings.

Port Mirroring
Halp

Perform advanced diagnostics by using port mirrorng 1o copy messages fram one or more
source ports to & manitor port connected to a netwaork anahysis software

Menitor part | 4 ~

[ Port [ Name . Data to Monitor .

1 ||port_1 Mone =

2 |port_2| |Boh |

3 ||port_3 Mone | »

4 | port_4 Mone |+

5 | port_5 Hone =

6 ||port_B Mone =

7 |part_? Hone =

—

B ||port_8 Mone %

P 102004 9 |port 9 Mong |+
ackdress: =

Locutkn: Control Fane 7

Contact  JossmihRaRomalioncompanty’ Com Commit Changes

Lisags subject 1o Saftwars Licanse
A mbeTand,

R

When enabling the port-mirroring feature, choosedburce ports to be

mirrored (monitored) and the “sink” port to monitdeir traffic. For each

source port, choose to monitor messages being seatt Egress), or messages
being sent and received (select Both).

In the sample image above, port 4 is monitoringsagss from port 2.

Managed Switch Software User Manual Pag&82/ Last Revised: 25-Jun-13
Amphenol BP 29 — 74311 THYEZ Cedex — France - +33(0)4.50.89. 28.00 www.rjswitch.com



Section 6 Rapid Spanning Tree Protocol (RSTP)

What RSTP Is The Rapid Spanning Tree Protocol (RSTP) allowstgolave an Ethernet
and Why You network with extra connections, so if one path leetmwtwo points on the
network fails, another path can be used to defivessages. If one link or
switch fails, another link or switch can take otransparently to prevent
unnecessary down time. So why not just physicaltynect each of the
switches in your network in various loop configimas such that there are
always at least two paths going to and from eadgttB® A good idea, but it
creates broadcast loops that will bring a networkgs knees very quickly.

Want to Use It

In an unmanaged Ethernet network there can beamaypath between any two
ports on the network. If there is more than ond fratm one switch to another
a broadcast message (and in some cases other s®ssagf by the network
will be forwarded until it completes a loop by reting on the second path.
Since the switches forward all broadcasts and dd&eep track of the
messages they have sent, the returning messade\sitint around the loop
again and again. A single message circulating faravound a loop at high
speed is clearly not a good thing, so no loopsboeved.

The limitations of having only one path are evenpder to see. If the one and
only path fails for any reason, such as a brokéfecar power failure at one of
the switches, there are no paths left and no néttvaffic can get through. We
need a way to add alternate paths without cre&dmgs. Thus the use of Rapid
Spanning Tree Protocol, a loop prevention protasalsed such that switches
can communicate with each other to discover andepitdoops.

End Stations End Stations
In this diagram, the * * # * * *
root ports are those E) (E)alE) Path Failure E EwE
connected directly = T g
to the root bridge H Root I - Designated
because they have ©  DBrdge - _ 7" Bridge

the lowest port cost = >
(only one hop). The B

Typical Active Path
paths that must go
through another RSTP —~ — — Backup Path (blocked)
bridge (switch) have Network :
. Backup path
a higher port cost - activated
(two hops) and are (®= Root Port aftor root
designated as (B'= Backup Port / path failure
backup ports. The a ([E= Edge Port v niS
ports connected ) R, B
directly to end * Deslgnated S A NI A RO &. Designated
stations are i : :
. Bridge Bridge
assigned as edge T s _ T
ports so that RSTP ? F E ? ? ?‘
doesn’t waste time
considering them. - - - - - -
End Stations End Stations
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The Root Bridge

The Rapid Spanning Tree Protocol provides a stalmat means for
intelligent switches (also called bridges) to eaai disable network paths so
there are no loops, but there is an alternativie pdtis possible. Why is it
called Rapid Spanning Tree Protocol?
* ‘Rapid’ —itis faster than the previous (and completelyppatible)
version called Spanning Tree Protocol (STP).
e ‘Spanning’ — it spans (connects) all of the stations & svagbf the
network.
» ‘Tree’ — its branches provide only one connection betvieenpoints.

In a Spanning Tree network, only one bridge (madayétch) is responsible
for forwarding packets between two adjacent LANmseqts to ensure that no
loops exist in a LAN. To ensure that only one beiggresponsible, all other
bridges on the network must cooperate with eacérdthform a logical
spanning tree that defines the pathways that pasketuld take from bridge to
bridge. The logical spanning tree has exactly omgb that is assigned the role
of root. All of the other bridges need to have ¢lyaane active path to the
root. The job of the root bridge is to notify alldges connected in the tree that
there has been a topology change and restructofitiige tree is in progress
(due to a communications link failure somewherghenetwork). The root
bridge is determined by the bridge priority asstjteeit and the MAC address.
By default, it is the bridge with the lowest MACdadss that gets assigned the
role as “root”, but a specific bridge can be fortedbe the root bridge by
changing its bridge priority setting (a lower numiaéh respect to other
bridges means higher priority).

Every communication path between each bridge (nehawgitch) on the
network has an associated cost. This “path cosy’'lmeadetermined by the
speed of each segment, because it costs moredimee data at a slower
speed. The path cost can be configured to encowragiscourage the use of
particular network. For example, you may not wantise a particular high-
speed link except when absolutely necessary betheseis a charge (money)
for data using that path, while another path is {reo monetary cost).

The root path cost is the cumulative cost of aliletwork paths from the root
bridge to a particular port on the network. A SpagiTree network always
uses the lowest cost path available between agpdrthe root bridge. When
the available network connections change, it ragarés itself as necessary.

See the RSTP Examples topic in this section faxample of how the path
cost can be utilized to establish the primary amtkbp connections.
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For the bridges to cooperate with each other tegmteloops in a LAN, upon
startup of each bridge, configuration messagesemeto other bridges. These
messages are called Bridge Protocol Data Units ()Dwhich contain
information about ports, addresses, priorities, @®ts so data can flow
through an optimal loop free network topology. Breging on the choice of
protocol these messages are either sent out peailydio other bridges
designated by a time period called the “hello time’are sent when a BPDU is
received on a port. Any other network traffic reeel by the switch is
discarded, since initially it is unknown which potb use to avoid loops.

During the start-up of a Spanning Tree Networkbatlges (managed
switches) are transmitting configuration messag&dUs) claiming to be the
root. If a switch receives a BPDU that is “bettdran the one it is sending, it
will immediately stop claiming itself as the roatdasend the “better” root
information instead. Assuming the working netwoekments actually connect
all of the switches, after a certain period of tiinere will be only one switch
that is sending its own root information and thisldpe is the root. All other
switches transmit the root bridge’s informatiorila rate of the root bridge’s
“hello time” or when the root bridge’s BPDU is ree on one of their ports.

The only factor for determining which switch is tleot (has the “best” root
information) is the bridge priority and its tie-bieer, the switch MAC address.
If a switch has more than one path to get mesdag@sthe root, other
information in the configuration message determimbgh path is the best.

Once the root bridge is determined, all other dveitcsee the root bridge’s
information and information about path (or pattwsjhe root. If more than one
port provides a path to the root the non-root dwetcmust decide which port
to use. They check all of their ports to selectgbd that is receiving messages
indicating the best path to the root.

The selected port for each bridge is called theé poot. It provides the best
path to communicate with the root. The best pattetermined first by the
lowest total path cost to the root (root path cdsgch port is assigned a cost
(usually based on the speed) for messages reamivdtht port. The root path
cost for a given path is just sum of the individp@ait costs for that path. The
lowest path cost indicates the shortest, fastdakttpahe root. If more than
one path has the same cost the port priority asgigmeach port, and its tie-
breaker the port number pick the best path.

Here we see that the spanning tree is almost coengdewe have a root bridge
selected, and root ports selected for all othelges. A hierarchy of bridges
has been established, but no traffic is flowinglus network yet. All of the
ports are blocking network traffic, except for tanfiguration messages.
Active links are now set to forward network traffibe backup links continue
to block network traffic and the network is working

Bridges participating in the Spanning Tree Netwailkconstantly check to
see if there is a better configuration.

Should a communications link become severed, theark will change the

active and backup links to establish communicatitiribat is not possible the
network is split into two networks, each with itsroroot. When a working

path becomes available, the two networks will meogereate a single network
with one root.
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Recovery Time The typical RSTP recovery time (time to start forsag messages on the
and Hops backup port) on a link-loss failure is <50 mS peog” (firmware version 3.1
or higher). A hop is defined as a link between smgtches. A link to an end
station is_not considered a hop.

TheMax Agesetting controls how long RSTP messages may ateun the
network. Since the largest value allowed for MaxeAg40, the largest RSTP
network hop-diameter is also 40.

Note: Managed switch firmware v2.5 or lower implements th e
2001 version of RSTP/STP. Switch firmware v2.6 or h  igher
implements the 2004 version of RSTP/STP (IEEE 802.1 D-2004).
These versions are compatible but all switches shou Id be running
the newer firmware in order to achieve the hop coun t of 40.

See the RSTP Examples topic in this section fobeerdetailed explanation
about hops and recovery time.

The time it takes for all of the switches to haw&able configuration and send
Time and RSTP network traffic is called the convergence time. STd3 developed when it was
acceptable to have a convergence time of maybawenor more, but that is
not the case anymore. Due to the increased derametter convergence
times, Rapid Spanning Tree Protocol was developaging the normal
convergence time for a properly configured netwdokvn to a few seconds.
The RSTP takes advantage of the fact that most mdgtbernet links between
switches are point-to-point connections. With anpto-point link, the
switches can quickly decide if the link should leé\e or not.

Managed Switch Software User Manual Pag&86/ Last Revised: 25-Jun-13
BP 29 — 74311 THYEZ Cedex — France - +33(0)4.50.89. 28.00 www.rjswitch.com



Protocol
Settings Menu

Inclustrial Ethernet
Managed Switch

Guick Setup  Halp inday

-1 Managed Switch Menu
[+ Monitoring
L-15etup
£+ Main Settings
t-1 Redundancy Setlings
+ Protocol Setlings
+ Port Setlings
t+1 Traffic Priority
£+1 Multlcast Filterlng (GMP)
E+1 inual LANS (V0LANS)
[+1 Advanced Oparations

Wbt Wanmped -Swdlch
Serial rertkee G

Firsverare rénv: 3.5.1000

MAL address: 0al1 d 37 afica

Mame:  Manmpsd-Swilch

L 10201

address:

Location:  «5ed locnlion of swichs

Corgact  =Sed newme (e &-med) of Confact
Tor swilche

Uppmpe subject to Zothwars Licsnss
ol il

Redundancy
Protocol

The Protocol Settingsmenu allows for you to configure general SpanningeT
Protocol settings for the switch. The menu is reddby selectingetup option
from theMain menu, and theRedundancy Settings

Redundancy Protocol Settings

Ersure the reliability of your netwiork by enabling network redundancy,
Redundancy protocol Fapid Spanning Trea Protocal |+
Bridge priority (0-61440) IETEE

Maximum age (6-40 seconds) | 20

Hello time (1-10 seconds) | H

|Fomrd delay (4-30 seconds) | 15

|Tr:nsmlnlnn limit {1-10) | B

Commit Cmanies

Selectnoneif you do not require the switch to manage redahdatwork
connections. All ports will forward network trafflast as an unmanaged switch
would. OtherwisdRSTP(Rapid Spanning Tree Protocol) should usually be
selected. A selection &TPor RSTPwill allow redundant links between
switches so those links can keep the network caadexven when a primary
link fails. RSTPis compatible with switches that only implemeraipS5TR an
older version of the protocol. 8TPis selected only the original STP format
messages will be generated. Selec8idPreduces the chances of network
packets being duplicated or delivered out of ortat,at the expense of much
longer reconfiguration time.

Important Note: Should you intend to use RSTP and VLANS at the
same time, please read the VLANs and RSTP topicin  Section 9 of
this manual for important information concerning th e setup of
your network. Otherwise, communication failures may occur.
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Bridge Priority Bridge priorityis important since it is used to determine thd twa@ge. The
priority ranges from O to 61440 (default 32768) amast be a multiple of 4096.
Lower numbers indicate a better priority; the stvitath the lowest priority
number will be selected as the root bridge.

There are two ways to select a root bridge (swit€hg first is by default,

leaving all the bridge priority settings the sarméha default of 32768. The
second way is to customize priority settings ohdaredge. When leaving the
bridge priority setting at the default on all oétbwitches, the switches select the
managed switch with the lowest MAC address. Thig beaadequate for
networks with light or evenly distributed traffic.

Customizing the bridge priority settings allows tlegwork to select a root
bridge that gives the best network performance.gda is generally to have
the network traffic pass through the network asdlly as possible, so the root
should be central in the network. If most message$etween one central
server and several clients the root should proldably switch near the server,
S0 messages do not take a long path to the rocarasttier long path back to
the server.

Once you decide which switch should be the roahduld be given the best
(numerically lowest) bridge priority number in thetwork.

Max Age | For STP/RSTP thmax agandicates the maximum time (in seconds) that the
switch can wait for configuration messages fromeothanaged switcheshax
agecan range from 6 to 40 seconds (20 seconds defduliat time expires,

the switch assumes that it is no longer connecébe root of the network. If a
link goes down in a way that the switch can detsdobss of link it does not wait
before reconfiguring the network.

RSTP uses 3 times the Hello Time instead of Max Age

Note: Assign all switches in a RSTP/STP network the same  max
age.

Hello Time Configuration messages (BPDUSs) are either senbghieslly to other bridges
based on a time period labeleello time Hello timecan be set from a range of
1 to 10 seconds (6 seconds default). Decreasingdileetimegives faster
recovery times, while increasing thello timeinterval decreases the overhead
involved.

Note: Assign all switches in the RSTP/STP network the sam e
hello time .
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Forward Delay Theforward delayis a time (in seconds) used by all switches inmitevork.
Theforward delaycan be set from a range of 4 to 30 seconds (Indsc
default). This value is controlled by the root lgedand is used as a timeout
value to allow ports to begin forwarding traffi¢eaf network topology changes.
If a port is not configured as &age portand RSTP cannot negotiate the link
status a port must wait twice tfeeward delaybefore forwarding network
traffic. In a properly configured network using RS{not STP) this setting has
very little effect. For STP networks setting theditoo short may allow
temporary loops when the network structure cha(gesches turn on or off or
links are added or broken). A longer time will pgat/temporary loops, but
network traffic will be disrupted for a longer time

The default value for thimrward delayis 15 seconds. If you change this setting,
the switch will not allow a value unless it sagsfthe following formula:

2 x (forward delay— 1.0 seconds} max message age

Note: Assign all switches in the RSTP/STP network the sam e
forward delay .

Transmission Thetransmission limicontrols the maximum number of BPDUs which may be

Limit | sent in one second. Thansmission limican range from 1 to 10
messages/second (6 messages/second default) singréaansmission limit can
speed convergence of the network but at the cosbrffguration messages
using a larger share of the available network baatidiwv
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Port Settings
Menu

Inelisstrial Ethernet
Managed Switch

Gueck Setup  Halp Inday

-1Managed Switch Menu
£+ Monitoring
[=15atup
t+i Main Settings
t-1 Redundancy Settings
+ Protocol Setings
+ Port Settings
[+ Traffic Priority
E+1 Multicast Fiktering (1GMP)
E+1Vinual LANRs (VLANs)
1 Advanced Operations

Modet: Managed-Swilch
Sarial rasnbee 26

Firstravars ranv: 3.5.1000

MALC address: 00al 1 d 37 ek ca

Mame: Manpoged-Swich

P 10201
address;

Location:  «<Sef location of swiichs

Contact:  =5ed name (and a-mad) of Contmct

Tor swillche

Uznge subject to Sotwans Licenss
ol lniland

Including or

Excluding a Port

Port Priority

Path Cost

Port Type

In this menu, each available port in the managettiBwan be configured for
optimizing the STP/RSTP behavior of the switch.atgess this menu, select
the Setup optionfrom theMain Menu, and then sele®edundancy Settings

Redundancy Port Settings
Helg ]

Optimize your network redundancy and madmize reliabiity by specifing spanning tree protocol
parameters for each port

Fort Name Exclude Priority Path Cost Type Point-to-Point
1 | port_1 0 126 = auto O 200000 Autn % | Auto *
2 |port_2 £ 128 & auto O (200000 Ayt w || At v
3 |port_3 0 128 & ayto O 200000 Ayto w||| Aubo w
4 |port_4 08 126 & auto O (200000 Auta || At v
§ |ports [ 128 & auto O 200000 pute || e v
& |port s O 126 @& Auto O (200000 Auto w | | Auto -

T port_7 B 126 & auto O (200000 At w || Auba w
g |pote [ 128 & auto O [200000 Auto ||| Auto v,
9 |port_9 B8 126 @& auto O (200000 Auta || At w

| Commit Changes |

Normally all ports should be included in determinthe Spanning Tree network
topology, either as a normal port or an edge pbit.possible to completely
exclude a port, so that it will always forward netw traffic and will never
generate or respond to network messages for RSB Br Excluding a port is
an advanced option that should be used only iflatedp necessary.

If the switch has more than one port that provaleath to the root bridge and
they have the sanmeot path costthe selection of which port to use is based on
theport priority. The port with the best (numerically lowest) pitipwill be

used. If theport priority is the same, the switch will use lowest numbered. p
Theport priority can range from 0 to 240 seconds (128 second tlefaul

As with any network, there is an associated cogtérom a source location to
a destination location. For RSTP, the root path sosalculated based on the
bandwidth available for that particular connectiorihe root bridge. The port
with the lowest cost for delivering messages tortiwd is used to pass traffic
toward the root.

Thepath costcan be assigned automatically based on the peedspsing the
IEEE standard values of 200,000 for 100Mbps linkg 2,000,000 for 10Mbps
links, or the value can be specified in the range 200,000,000.

See the RSTP Examples topic in this section faxample of how the path
cost can be utilized to establish the primary asckbp connections.

A port that connects to other switches in the nekwoay be part of a loop. To
ensure such loops do not occur, the switch willpwdta port in the Forwarding
state until enough time has passed for the spatrgego stabilize (twice the

forwarding delay, 30 seconds by default). Howeifex port connects directly to
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a single device at thedgeof the network, it may safely be put in Forwarding
state almost immediately. The pdigpecontrols the switch's assumptions about
what is connected to the port.

Auto: The port will initially be assumed to be an Edget@and go to
Forwarding quickly. 1t will automatically adjust teeing a Network port if
BPDUs are received and revert to being an Edgegmyrtime no BPDUs are
received for 3 seconds.

Network: The port will always wait a safe time before goinghe Forwarding
state.

Edge: The port will initially be assumed to be a direonhnection to a single
device but will change to being a Network portn@8PDUs are received.
Thereatter, it will always wait a safe time befgang to Forwarding whenever
a link is reestablished on the port.

Point-To-Point A port is part of a point-to-point network segmeifiten there can be no more

MAC | than oneother network port connected to it. RSTP can dewidether it is safe
to forward network traffic very quickly on point4aoint links to other managed
switches, otherwise the port must wait many sec¢®dseconds by default,
twice theforward delay before forwarding network traffic. When setAatq,
full-duplex links are assumed to be point-to-polralf-duplex ports are not.
This setting can be forced true or false if theoendtic determination would be
wrong.
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RSTP Setup
Guidelines

Redundancy
Protocol

Typical
Recovery Time

Number of
"hops" and
Switches in a
Ring Network

Bridge Priority

Port Priority

Maximum age,
Hello Time and
Forward Delay

Path Cost

Point-to-point
MAC

Port Type
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A Rapid Spanning Tree network is simple to setupw@se. In most cases,
where all you want is a simple ring of switchesyal have to do is enable
RSTP. Just leave all the RSTP parameters at #tinrly defaults and the
switches in the ring will automatically determirne tbest primary and backup
pathways. For the best RSTP performance here are basic guidelines to
follow:

Choose the Rapid Spanning Tree Protocol (RSTRnést applications
because it offers the fastest recovery times afdyscompatible with the
original Spanning Tree Protocol (STP).

The Managed Switches (firmware v3.1 or higher)hM&ISTP enabled, typically
provide less than 50 mS per hop recovery times e is a link-loss failure
in the network. A typical ring network of ten maedgswitches will provide a
recovery time of <5600 mS.

TheMax Agesetting controls how long RSTP messages may ateun the
network. Since the largest value allowed for MaxeAg40, the largest RSTP
network hop-diameter is also 40.

See the RSTP Examples topic in this section fobeerdetailed explanation
about hops.

This along with the MAC address determines whichagad switch is
considered the "root bridge". For simple ring netkgo(which are most
common) you can leave all the switches with thaualebridge priority and they
will automatically decide which should be the "rbbased on the MAC address.
You only need to change this value in advancedltqpes where you want to
force a switch to be the root bridge.

If a switch has redundant direct connections tortlze bridge then the port
priority determines which will be the primary angickup connections. In most
cases you should use the default setting (whitteisame for all ports) and let
the switch automatically determine which port takenactive (port with lowest
port number) and which to block.

These parameters define various aspects of hoR$id® operates. It is
recommended that you leave these parameters dethelt values for all the
managed switches in your network.

This parameter helps the switch decide which pfiet®the best path to the
root bridge. It is recommended that you leave thatdefault setting ckutg,
which will let the switch automatically make thetel@nination.

This parameter tells the switch that a port hasextd(one-one-one) connection
to another switch, which allows it to start forwagltraffic immediately. It is
recommended that you leave it at the default getfrAuto, which will let the
switch automatically make the determination.

If you don’t know whether a port is directly conteat to an end device or not
then set it aduto. In theauto setting, the switch will treat the port like anged
until a BPDU is received.
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Redundancy TheRedundancy Statuspage, accessed through Menitoring Menu from
Status theMain Menu, provides a snapshot of the switch and its rothénmanaged
network. At the top of the page, the protocol ie issdisplayed along with the

MAC address of the current root of the spanning.tAdso, the current
redundancy status of each port on the switch Hajied.

i e A Redundancy Status
Managad Switch
(Heip ]
EIMCH CLAR B8 CReNG WteX Wonitor the status of Rapid Spanning Tree Protocol or Spanning Tree Protocol, if enabied
["["]:“‘Qf" F"‘""" Menu |Redundancy protocel|[RsTP |
-1HManitarin
* Systam |ﬂ|‘u;ma1|un [Duignund root ]|32.?EE S 00al1d:37:a6:ca (this swrtm;|

+ Port and Power Status
* Metwork Statistics

+ Redundancy Status Port Mame Status State Cost
* Multicast Filtering Status >

+ Configuration Summary 1 port_1 Imcluded Unlinked 20,000

[+1 Satup 2N port_2 Included | Forwarding 200,000
L+ Advanced Operations

3 port_3 Included Unlinked | 20,000
[ port_4 Included Forwarding 200,000
5 |port_5 Included Unlinked 20,000
B
i

Modet: Managed Switch
Serial ruenber HE

Firmarare rev: 35,1000

MAC mddress (el 1o 37 a6 ca

port_6 Included Unlinked | 20,000
port_7 Included Forwarding 200,000

Mama Managed-Switch
L 10201

acidress: 8 |port_8 Included Unlinked | 20,000
Location: <5t kcation of swiichs q 9 |ncluded  Unlink |'2 '
z e 9 |port_9 Included Unlinked | 20,000

Tor swiich=

Status is updated every 5 saconds
Uizage subject 10 Software License
Agresmen,

Port: The number of the port. This corresponds to thelaon the switch.
Name: The user-configured name of the port.

Status: The configured state of the port in the STP prot¢iacluded or
excluded). Anncludedport is part of the managed network and may carry
traffic to other managed switches for other devic&s excludedport will not
be used as part of the managed network. For erasingle uplink from a
managed network of factory devices to a businesgark would be configured
to be excluded from STP use.

State: The STP/RSTP state of the port (see below).

Cost: The cost of using this port to reach other pafth® managed network.

STP/RSTP Port Statesin Spanning Tree Protocol, there are five portestat
Rapid Spanning Tree Protocol uses just three. Tialllend Table 1-2 show
port states, port participation in the active Sjpamiiree Topology, and port
participation in learning MAC addresses for STP BT P respectively. All
ports that are not physically connected to an Eetedevice or have a faulty
connection will be labeled as “unlinked” in the pstate section.
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Port States for the
STP Algorithm

Blocking (STP): A port in this state does not participate in franelay (pass
frames received to other locations). Once a panttkis state, it is prevented
from the possibility of frame duplication causednyltiple paths in an active
topology.

Listening (STP): A port in this state is about to participate imfiarelay, but is
not involved in any relay of frames (no frames Wwél forwarded). The reason
for not entering frame relay immediately is to eesthat there are no temporary
loops introduced when the network topology is clr@ngDuring this state, the
bridge will disable all learning states on its jgoxd prevent the race conditions
when ports are changing roles and the forwardinggss will discard all frames
and not submit any frames for transmission. MealevB#DUs can still be
received and forwarded to keep the algorithm rugnin

Learning (STP): A port in this state is about to participate imfiearelay, but it
is not involved in any relay of frames. Frame relaye not performed to prevent
the creation of temporary loops during the actogology of a changing bridged
LAN. In addition, the forwarding process will disdaall frames and not submit
any frames for transmission. The reason for engl#iarning is to acquire
information prior to any frame relay activitiesfdmmation gathered will be used
and placed in the filtering database (MAC tablejaduce the number of frames
being unnecessarily reduced.

Forwarding (STP): A port in the forwarding state is currently pag&iing in
frame relay. BPDUs will include the forwarding pertthe computation of the
active topology. BPDUSs received are processed deapto the Spanning Tree
algorithm and transmitted based on the hello timBRDU information
received.

Port States Port Participates in Port Participates in
Active Topology Learning MAC Addresses
Disabled No No

Blocking No No

Listening Yes No

Learning Yes Yes
Forwarding Yes Yes

Table 1-1 - 802.1D STP Port States
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Port States for the To optimize the efficiency of 802.1D spanning tpeetocol, certain states were
RSTP Algorithm condensed or eliminated to produce faster convegggmes. Specifically, the
disabled, blocking, and listening states in STReHaeen reduced down to a
single discarding state in RSTP.

Discarding State (RSTP):In this state, station location information is not
added to the Filtering Database (MAC table) becangechanges in port role
will make the Filtering Database information inacte.

Learning State (RSTP):In this state, information is being added to the
Filtering Database under the assumption that therpte is not changing.

Gathering information before frame relay (forwagdstate) will reduce the
number of frames sent out when entering the foringrstate.

Forwarding State (RSTP): Frames will be forwarded to and from the
particular port that is in the forwarding stateabidition, during the forwarding
state, the learning process is still incorporastagion information into the
filtering database.

Port States Port Participates in Port Participates in
Active Topology Learning MAC Addresses

Discarding No No

Learning No No

Forwarding Yes Yes

Table 1-2 - 802.1D RSTP Port States
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RSTP Examples
Example 1: |Maximum “hops” and Switches in a Redunda nt Ring
The Max Age setting controls how long RSTP messaggscirculate in the
network. When a switch receives a message, it caenpihe age of the message
with the Max Age (also carried in the message)iftie age has reached the
Max Age, the message is discarded. Otherwisantdssage age is incremented
before the message is forwarded. Therefore, theman diameter of a RSTP
network is controlled by Max Age. Since the latgedue allowed for Max Age
is 40, the largest RSTP network hop-diameter 405
Number of Hops vs. Recovery Time
The diagram below shows a typical redundant ringragk with 6 managed
switches and 5 hops between stations.
The overall recovery time when there is a netwadnsent failure is dependent
on the number of hops. The recovery time is tyjyidess than 50 mS per hop.
Therefore, in the diagram below of a typical ringivé managed switches the
overall recovery time would be less than 250 m8djps x <50 mS).
—— 3 ——
2 smucn“ === swuch_ \
| ; 4 Typical Redundant Ring . Switch |
Switch. | Network with 8 Managed Switches -
—\ (Recovery fime < 250 mS)
1 | Swith mmmemems Swilch 2
"L 5*hops”
" IR -
ALB
Typical Redundant Ring with
5 “hops” between A & B
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Example 2: |Using Path Costs to Establish Primary & Backup Connections

The path cost can be used to distinguish the logstections to use. You can
assign a higher cost to pathways that are morensie slower or less
desirable in any way. The managed switches with tedd up the path costs to
determine the best route back to the root switek. the example below.

Note: In most networks you can simply leave the path cos tat
Auto and let the switches automatically determine t he best paths.

—n| 1
‘E Supervisory This is the Root Bridge

Computer because it either has the
e highest priority or

lowest bridge ID.

This is a Designated

Bridge with root R TS
path cost of 10. :
# . 4 This is a
Q Switch 1 Designated
‘ Bridge with root
Pathlcost =10 ) path cost of 15

Path cost =15

- - - — B R I @ = o Jis =]
. Switch o I Switch o
Pathicost =10
T T T Pathicost =10
This is a °
Designated # ¥
= s Swith
(10 + 10) since it will cost
) 25 (10 + 15) to
reach the root
iij Ethernet ¥ & FEthernet M
" Device aE Device
Example of Using Path Costs
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Example 3: |Ring Topology with only one Managed Swit  ch (Do not do this!)
Implementing a ring topology with a single managedtch and several
unmanaged switches is a common question becauke tifought of saving
money. The topology is legahly if that single managed switch is a member of
each ring. Although it is legal, it ot recommended, as the hypothetical
scenario indicated below will explain why.

Hypothetical An integrator wishes to use implement a single Etiering topology for the
Scenario proposed network. Only one managed switch is usednnect to three or
more unmanaged switches in the loop (Figure 1).
pme——— Y PR Port is forwarding g v
T: Managed ‘ “: Switch #1 -
A Switch A > 5 3
3 | $3ess |
L Port is blocking
M Connection is not active
because of blocked port

‘ = RE— - N L ‘ - - - - L L
. swich#s | € . Switch#2

Managed Switch Software User Manual
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Note: The === between switches represents either one
port-to-port Ethernet cable connection or one port-to-port fiber
connection. Switches 1,2,3 are unmanaged.

Figure 1

Initially, everything is working fine in the netwkarThe managed switch detects
the loop by seeing its own configuration messagesbased on STP
parameters, chooses one port to be in the forngsdate, and the other port to
be in the blocking state. No loop is formed andiake can talk to device B.

Somewhere in the plant, a construction vehicledgettally cuts the connection
between unmanaged switch #1 and unmanaged switcFh#2managed switch
in the network notices (typically around 6 secowtien connected to an
unmanaged switch) that the port in blocking modw®isreceiving configuration
messages and transitions through the listeningyiteg and forwarding states
(Figure 2).
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T Port is forwarding e A

Managed ' Switch #1
B Switch s >

Jodoiolole Jodsiolole
99000 | 99000 |

Link is broken

3 |
—
<l

Figure 2

This would seem to have solved the problem as poits in the managed
switch are in forwarding mode, but it is not theeaDue to the fact that the
other three switches are unmanaged, they do net thavintelligence to know
that there has been a change in the network topo®witch #1 still points to
switch #2 when device A is trying to talk to devi@dfor which it cannot, due

to the broken Ethernet link). The bottleneck haanb#iscovered, as we have to
wait until the MAC table in switch #1 ages outatstries of device A and device
B. The same applies for devices connected to swic{B talking to A) and
switch #3 (C talking to A).

As a result of this “money saving” configuratiohetnetwork redundancy
performance is traded off and left at the merctheftime it takes to age out
MAC table entries in switches 1, 2, and 3. Depemnain the model of
unmanaged Ethernet switch, entries in the MAC taldeusually aged out in a
time period of 5 minutes or more.

This introduces at least 5 minutes of downtimetii@r plant, which could have a
very detrimental cost with respect to the operatibthe plant. By replacing
switches 1, 2, and 3 with managed switches, th@ar&tconvergence time is
brought down to a less than a second. An additioeaéfit is that the network
is not limited to only one redundant loop and caweha “mesh” of connections
for a truly redundant network scheme at all poimtithe network.
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Section 7

Traffic Priority

Scheduling

Priority Queuing (QoS, CoS, ToS/DS)

Without enabling special handling, a network presgié “best effort” service to
all applications. This means that there are narasses regarding the Quality of
Service (QoS) for any particular application beesalspackets are treated
equally at each switch or router. However, cerégiplications require
deterministic response from the network to assuvpgr operation.

Consider a drilling machine in a plant that is colieéd by a computer elsewhere
on a local network. The depth of the machine’s idrcritical; such that if the
hole is drilled is too deep, the material will haeebe thrown out. Under nominal
conditions, the drill process is running smootlalyritroller and computer are
communicating efficiently over the network) but warenother user on the
network decides to access records from an onlitedbdae, the large volume of
traffic can interfere with timely communication tvithe drill. A delay in
communications between the drill and controllersesuthe drill to go too far and
the material has to be thrown away. To prevestftbm happening, we need to
provide a certain QoS for all drill-controller comnications so delay is avoided.

Numerous mechanisms exist to help assure reliaoleimely network
communication. The managed switch supports twoncommeans of
prioritizing messages: IP header and 802.1p usent@s.

The IP header is present in all frames and congapority field, which defaults
to 0 and may be set as high as 255. This fieldnsesimes referred to as the Type
of Service (ToS) field, or the Differentiated Sees (DS or DiffServ) field.

Applications may add IEEE 802.1p tags, which cangapriority field that may
be set from O to 7. Each value has a traffic ggsociated with it. For example,
a tag of 5 is prescribed for video data.

The switch provides four priority queues for expiedi outbound data. The 256
IP priorities and the 7 IEEE priorities are mapped these ports in a way that
optimizes throughput of high priority data.

When choosing how to handle lower priority dat&, $tvitch can usstrict or
fair scheduling. This choice affects all queues opaits.

With strict scheduling, all data in the highesopity queue will be sent before
any lower priority data, then all data from thea®t highest priority, and so on.
This assures that high-priority data always getsugh as quickly as possible.

With fair scheduling, a round-robin algorithm iseds weighted so that more
high-priority than low-priority data gets througBpecifically, the switch will
send eight frames from the urgent queue, thenffoar the expedited queue,
two from the normal queue, and one from the baakguajueue, then start over
with the urgent queue. This assures that the I@nerity queues will not be
starved.
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QoS /CoS

Settings

Indusirial Ethernet
Managed Switch

QoS / CoS Settings

Access to the switch’s traffic priority menus candone by selectin§etup from
theMain Menu, and therTraffic Priority .

[ HEE :
Quick Setup  Haip inday Ensure detemministic delivery of important messages with priofty queuing (tratic priortzation)
sing Quality of Service, Class of Service, and Type of Service settings
-1 Managed Switch Menu b g e e e e g
L+1 Monitoring e end all high prionity frames before amy others
i-15aiup O Allow loweer prionty frames through, a few at atime
£+1 Main Settings
£+1 Redundancy Settings e e Priotity
£-1 Traffic Priority 8 AP 59 @
* (o5 / CoS Settings Pert Nane Tag Priorty ToeS/DiffSery Precedence Deiats Out G 1
+ (02.1p Tag Settin ]
- I\ﬁml;gﬂ Ema Llin;!iﬁlng 1 |pl:|‘[_1 = [ | Tag * Morrmal b | Transparent
C+1 M Fi 1]
o Wﬁ?mﬁﬁmﬁgﬂﬂsf il 2 I po rt_?'. [# [# I Tag ~ Mol v I Transparent |«
[+] —
oot ATl 3 ||port_3 [= [=] Tag ~ Mormal - | Transparant
Mot Managed-Swilch 4 |[port_ a4 [+ [l Tag |» Lirggemt b | Network el
Serial rrstber FHE )
Firmerars s 35,1000 g l port 5 = [ l Tag Marrmal W l Transparent
MAL address: (0ed 437 0fica -
v ] | port_& [ [ | Tag * Morrmal b | Transparent |+
ST 7 | port_7 = = | Tag ¥ Marrmal v I Edge v
:Em“m g:mt?;:nﬂm e g |pl: it 8 [ [ | Tag & Morrmal bt | Transparent |+
wwilch
i 2 I port_9 [+ = I Tag Hormal - I Transparent ¥

Lizaip subject 1o Zollwirg Licenss
AFeeTend,
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| Commit Changes |

For each port, the following settings may be canfigl:

Use 802.1p Tag Priority: This setting controls whether the switch will bon
IEEE tags if present in frames. When enabled,adgtata will be routed to an
outbound priority queue based on the configurenagping (See below).
Disable this setting to ignore IEEE tags on attaming frames.

Use IP ToS/DiffServ: This setting controls whether the switch will bon
priority fields in the IP header. When enablechd aot overridden by an IEEE
tag — data will be routed to an outbound prioriege based on IPv4 Type of
Service or IPv6 Traffic Class. The priority quemi# be the IP priority field
value divided by 64. Disable this setting to igadl priority fields.

Priority Precedence: This setting controls which priority mark — IEE&g or IP
header — takes precedence if both are presentratded. It has no effect if
either Use Tags or Use IP is disabled.

Default Priority: This setting controls the default priority to dssigned to
frames when it cannot otherwise be determined. ekample, if a frame without
an IEEE tag arrived at a port where Use IP wadbltida Select an out-bound
priority queue from the list.

Port Type: This setting controls how IEEE tags are handiealut-going data

* Transparent maintains any tag that may have been presenfranee
when it entered the switch.

* Edgeremoves tags from all out-going frames.

Network adds a tag if none is present. The value of thestthe queue number
times two (six for queue 3, etc.)
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802.1p Tag Each of the 8 IEEE tag priority values can be agsigo one of the four output
priority queues:

» Background (0)

* Normal (1)

* Expedited (2)

* Urgent (3)

The default assignment follows the IEEE 802.1p naoendation as follows:

Settings

Priority Traffic Type Queue
0 Best Effort 1
1 Background 0
2 Spare 0
3 Excellent Effort 1
4 Controlled Load 2
5 Video 2
6 Voice 3
7 Network control 3
Indusirial Ethermet 802.1p Tag Settings
Managed Switch
[ Help
Quick Setup  Halp Indey Optimize your network determinism by using IEEE 802.1p tags to priontize your network tratic
[-1Managed Switch Menu based on byps
[+l Maonitoring Qutput Dueue
(=15
:+:E|l|l::n Setilngs Priority  Traffic Type Background Mermal Expedited Urgent
£+1 Redundancy Settings . - r
£=1 Traffic: Priority ) e
+ 0oS5 /[ CoS Settings i Background
= BO2.1p Tag Settings - = i
+ Message Rate Limiting 2 (Spare) =
£+1 Multicast Filtering (1GMP) 3 Excellent Effort O &
£+ Wirtual LANs (VLANS)
1 Advanced Oparations 4 Controdled Load
5 Video
Whude. Managed-Saich
Seriel rumber: 216 6 | Vuice i ! I :
:';",;:;;:: E\:ﬁa,.ﬁu T Metwork Contraol @, O & =
Mame:  Managed-Swilch | Commit Changes |
[ 10204
aress
Location:  «Set location of s
Cortacl  =Sed name (anvd e.mally of condact
Tor peichs
Lz nge subiect 10 Zoltwans Licehie
fult - ool
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Message Rate Poorly configured applications and devices or nwalis users can flood your
Limiting network with broadcast packets that are forwardealltports and can quickly
consume most of a network’s bandwidth. The manageith provides some
protection from such “broadcast storms” by allowyagy to limit the rate at
which these messages are accepted by the switch.

For each port, you may choose to limit the ratbrohdcast and multicast
messages accepted. Messages over the presetilimog discarded. The limits
are applied based on priority according to theofwihg table:

Priority Limit
Background 10% of link capacity
Normal 20% of link capacity
Expedited 40% of link capacity
Urgent 80% of link capacity

The exact limit depends on link speed.

Industrial Ethemen Message Rate Limiting
Managed Switch
[Help |
Duicki Setup  Halp kndax Protect your network from decreased perfarmance due to brosdcast and multicast storms by
t-1Managed Switch Menu enabling message rate limiting .
1 Monitoring Fort Mame Limit Breadcast and Multicast
[=15atup m—
[+1 Main Settings 1 port_1 Enablad |+
+1 Redundancy Settings
-1 Traffic Priority 2 |port_2 Enabled v
+ (o5 / CoS Settings x y
+ B02.1p Tag Settings 3 |port_3 Enabled »
+ Message Hate Limiting
£+ Multicast Filtering (IGMP) 4 port_4 Enabled |+
L+ Winual LANs (VLANS)
[+1 Advanced Operations § |port 5 Enabled v
Mot Managed-Switch 6 |port_& Enablad
Serial rumber 2E -
Fiererses rev: 351000 T port_7T Enabled |+
MAC sddress: 000801 & 37868 -
8 |port_& Enabled v
Mame.  Managsd-Swilch
e 10201 8 |port_9 Enabled =
sddrazs:
Location: «Zst lacation of switchs ——
Cortact  «Sel name {and g-meil) of contact _Commit Changes |
for swilchs
Usage subject 10 Zoftwars License
ot Laia
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QoS Example

Hypothetical
Scenario

Configuring the
Switch for Traffic
Prioritization

QoS Ensures Real-time Delivery of Important Message s

Let us investigate a detailed example of how toagara network such that
critical real time data will not be interrupted dgta that is not as urgent
(relatively speaking). Consider the following:

Scenario: There is a power plant that is contrdiig@ central control system. In
addition, because of security concerns, cameras lben mounted and installed
at each location of mechanical control. The medadiciontrol devices and video
cameras at each site communicate via Etherneetodvn switch. (For reasons
of simplicity and clarity, we will assume thamly video and control data reside
on the network)

Problem: Should any of the mechanical control devieceive delayed control
data from the central control system, the powentptan’t generate the
maximum energy that it is capable of. Customerkexperience brown outs, and
the plant will be looked upon with negative scrytirt is therefore very
important that the video traffic created by the eeas not delay critical data.

Goal: To optimize the forwarding of critical re@ht control data and minimize
or eliminate the impact of video data traversing nietwork at the same time.

Solution: Configure the switch such that video daa lower priority than
control data by adjusting the priority queuing isgl$ in the switch.

As mentioned earlier in this manual, some appbecetirequire a certain Quality of
Service (QoS) from the network to achieve a dedaeel of service. In this
example, it is important that we achieve timelinesscontrol data. Without
taking advantage of the switch’s priority queuilgiées, we are using the best-
effort network model. This means that the netwoilktvy to deliver all packets

of information, but will not make any sort of pra@ior guarantees with respect
to the timeliness of data for specific applicatio@snsidering our control/video
example, there is no guarantee that we can geetponse time needed for
control data if the video cameras are sending alatide same time.

A way to achieve the QoS desired is to prioritizénork traffic. Prioritization of
network traffic can be achieved even if the devisgdeo cameras and control
systems) do not support selection or configurabib@uality of Service
parameters.

Configure all the ports used to interconnect thitcchws as follows:
Use 802.1p Tag Priority Checked
Use IP ToS/DiffServ Checked
Priority Precedence Tag
Output Tag Add Tag

Where the data originates (the camera or contsbésy), configure the QoS/CoS
settings for the video camera ports as follows:

Use 802.1p Tag Priority  Unchecked

Use IP ToS/DiffServ Unchecked

Default Priority Expedited

Output Tag Remove Tag

Also, configure the control system ports as follows
Use 802.1p Tag Priority  Unchecked
Use IP ToS/DiffServ Unchecked
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Default Priority Urgent

Output Tag Remove Tag
In this way, the switches will handle the packedgrapriately and tag them for
handling elsewhere in the network.

At the destination, configure the control systemt s follows:
Use 802.1p Tag Priority Checked
Output Tag Remove Tag

Also, configure the video concentrator port aio8:
Output Tag Remove Tag

Result | Result: Configuring the video data to have a loprarity than control data
results in the QoS required for the control data.

In the diagram below, we have an IPm controllirigrédine and some torque converters. In addition, we
have a video concentrator device that is collectidgo data. Since the switch was configured shah t
video data (Triangles) has lower priority than cohtlata (circles), we see that the control data gent
out more often than the video data. For claritg, diagram notes that untagged data in the network
consists of open triangles and circles, while tagdggta in the network consists of filled trianghesl
circles. This achieves the QoS needed for the cbapplication.

'. AN A
_ﬁ' ol (K X FaY I Fa
5 R ‘ i
11 A & = \Video
: & Al Concentrator
¥ Managed
Switch f‘ i
], 'YX X | OO0 OO
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Blocked —F o N O
& _ &) o
o O A A |le 500000
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S— 'l 1 D G ] ‘ - Ll.l ' E
Video .
O10% wnama ¢ @ e
Q O O A Switch i
'i.j' O _ =EE _
) KEY:
r-.i;_“:i} A Camera Data
NEEYTa {:) Control Data
T
i A% Taogged Comera Data
Turbine TNGHE LORYEAEE . Tagoed Control Data
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Section 8 Multicast Filtering (IGMP)

About IGMP IGMP (Internet Group Management Protocol) allowste@nd routers to work
together to optimize forwarding of multicast traffin a network. Without
IGMP, all multicast packets must be forwarded tmetwork segments. With
IGMP, multicast traffic is only forwarded to netvkasegments, which connect
interested hosts.

IGMPvV1 provides a basic mechanism for hosts anteredo communicate about
multicast groups. Routers send Query messagelsaatsl respond with group
membership Report messages.

IGMPV2 adds a maximum response time to the Quetadds a Leave message
to the protocol. IGMPv1 and IGMPv2 should not asegn the same network.
Also, IGMPV2 routers are expected to perform IGMBwnlsegments where
IGMPV1 hosts are found.

An IGMP snooping switch performs many of the fuocs of an IGMP router.

In passive mode, such a switch processes IGMP gobioessages sent by hosts
and routers to configure efficient forwarding ofltimast traffic. In active mode,
a switch will also send its own queries to spedd/ogk convergence.

Periodically, routers and IGMP snooping switcheadtive mode send an IGMP
Query on each attached network. (The query int&s\generally around 1-2
minutes.) A host that wishes to be a member abagsets a timer for a short,
random delay when it sees the Query. If it seRs@ort from another host
before its timer expires, it cancels the timer tatsks no further action until
another Query is seen. If no other Report is seéteport is sent when the timer
expires. The router or switch uses the Reporotdigure multicast forwarding.

The router or switch keeps track of how long it besn since the last Report on
each port for each group. When the group expihestouter or switch stops
forwarding multicast data to that port. Since dery interval is less than the
expiration time, data for active groups continuebe forwarded without
interruption.
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Multicast IGMP can be configured through two menus:
Filtering * IGMP Switch Settings
Configuration * IGMP Port Settings

SelectingSetup from theMain Menu and then selectinglulticast Filtering
will get you to these menus.

Industrial Ethernet IGMP Protocol Settings
Managed Switch
LHelp |
Suick Selup  Help nde Reduce unnecessary bandwidth usage In @ network that has IP multicast traffic by enabling
-1Managed Switch Menu o
L+ Monitoring | I1GMP mode Actrve IGMP handiing
[-15eiup
t+1Main Settings |Multlctl-t supprassion IF multicast groups ¥
t+1 Redundancy Settings: -
£+ Traffic Priority [IGMF version Warsion 2 |~ |
£-3 Multicast Filtering (GMP) I
+ Protocol Setlings |Rnhu:tnln
+ Port Setlings -
£+ Wirtual LANs (VLAHS) | Query Interval 125
t+1 Advanced Operations
|Gl.l!l"f Response lnranralil 10 |
Modad Managed-Swilch :
Serial raenber: 216 = —
Firmeaes rev: 351000 | Cammit Changes |

W atidrass: O0al 1 d 37 a6.Cca
M Managed-Swilch

P 10201

aidnass;

Location: == lacation of swichs

Coract  =Zaf name (and a-mal) of conlact
ToF il

Lksage subjesed 10 Zollwars Licsnss
Ay iieTend,

IGMP Switch IGMP Mode: This setting controls how the switch handles IGM&ssages to
Settings determine how to forward multicast traffic.

* IGMP Disabled causes the switch to ignore IGMP messages. All
multicast traffic will be sent to all ports.

» Passive IGMP handlingcauses the switch to listen to IGMP messages
and configure forwarding of multicast traffic acdmgly.

* Active IGMP handling causes the switch to act as an IGMP router,
sending queries when needed and configuring msiticawarding
according to IGMP membership reports.

Multicast Suppression: This enhanced feature can intelligently suppregticast
packets that no host has requested with IGMP.

None -Multicast packets will be sent to all ports unl&S#P is enabled
and one or more clients have sent IGMP Report stgue

IP multicast groups - Multicast packets corresponding to IP multicast
groups (with MAC addresses starting 01:00:5e) allsuppressed unless
one or more clients have sent IGMP Report messafigcast packets
with other addresses (any other packet with a MA@ress starting 01)
will be sent to all ports.

All unreserved multicast - Multicast packets with reserved multicast
addresses (01:80:¢2:00:00:0x where x is 0..f)weilsent to all ports. All
other multicast packets will be suppressed unlassoo more clients
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have sent IGMP Report messages.

IGMP Version: This setting controls the highest IGMP versiort tha switch
will use. All IGMP routers and snooping switchesanetwork should be
configured for the same IGMP version. Select 1 as 2ppropriate for your
installation.

Robustness:This setting specifies how many queries may beviasout
impacting forwarding as the switch tries to findM8 hosts.

Query Interval: This setting specifies how often the switch welhd IGMP
gueries.

Query Response Interval:This setting specifies the maximum time for hdsts
respond to IGMP queries. (For IGMPv1, this is fbeddLO seconds.)

Industrial Ethernet IGNP Port Settings
Managed Switch
Helgp
Cll el A RR Optimize your I multicast traffic by specifying IGMP for each port
(-1Managed Switch Menu Port| Name Router |
L+ Monitoring = -
t-15etup 1 Jport_1|| & Auto detect © Stanc|
L+1 Main Settings = =
41 Redundancy Settings I 2 _FJD'T__?I & Auto detect O Stal:u:]
£+ Traffic Priority & 0
£-1 Multicast Filtering (IGMP) 3 ||port_3( @ aAutodetect O Stat||:|
+ Protocol Settings 4 flport_4( © auto detect & Static
+ Port Setiings ol ol — |
[+1 Virtual LANs (VLANs) 5 [lport_5| & Auto detect O Statlc|

[+] Advanced Oparations — =
[ & Pﬂﬂ..ﬁ[ & suto detect O Statu:]
Modst Mgz Sl ch 7
Sarisl rustbesr 216

Firmarars rév: 35,1000 8 (|port_B| & auto detect O Stanc|
MAC sddress 0l 3T o ca

port_T| @ auto detect O St,atn:|

| g Pﬂﬁ_‘3" & Auto detect O Statu:]

Mame:  Managsd-Swilch
P 10204
address: Commit Changes |
Location: «<Sef location of swiche
Cortact  «Sed naime (and a-mad) ol contact

Tor swilche

Lisnipt gubpect to Zoltens Licenss
AgFeean

IGMP Port | Generally, the switch will dynamically learn whipbrts have IGMP routers

Settings attached to them by listening for IGMP Query messatynder some
circumstances, it is necessary to statically conéigports as leading to IGMP
routers. Force the switch to forward IGMP messagesspecific port by
choosingStatic as the router type.

Static Router: Specifies whether the switch should assume thexe ISMP
router on this port even if no IGMP Query messageseceived.
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IGMP status can be monitored via two menus:
* IGMP Port Status
IGMP Status * IGMP Group Status
SelectingMonitoring from theMain Menu will get you to these menus.
IGMP Port Status Each network segment can have only one active |@M#ier, the active switch

or the IGMP router with the lowest IP address. s®Hareen shows the IP
address of the querier on the network segmenthedtaio each switch port.

Incustrial Ethermet
b sgoi Shch IGMIP Group Status
Hel
Quick Selup  Help indey Wiew IGMP routing status
-3]  ©-IManaged Switch Menu R = |
o t-1Monitoring " Faglll IGEAFP Port Status |
= Syztem Information
* Port and Power Statues "
- Na % Statistics IGKMP mode Active 1GNP handling
+ Redundancy Staius Multicast suppression P multicast groups
+ Multicast Filtering Status
+ Conflg G At IGMP version 2
r- L+ Seiup
€ t+1Advanced Operations

Port|| Mame Querier

odet Wanaged-Swillch
Serial reerkee HE

Firmvwars rev: 3.5 1000

MAC sddrass: 00t sl o 37 afca

1 |[pore_1][Tnis switch
2 ||:u:m:_2| This switch ]
3 |[port_3|[This switch |
4 |[port_a]|static router|
5 |[port_s]|[Tnis switch
)

T

]

L ]

3 Managed-Swilch
[ 10201

Location:  «Sef location of swibchs
Contact  <Set name (and -mad) of contact
for sowviiche

2548 | ETEE)
{

port_6 || This switch

port_7 ][ This switch |
|[port_s]| This switch |
" port_9 "'I'I'II‘S switch ]

Uznge subledt to Sottware Licenss
Agreement.

1

Staws is updated every 5 seconds.

IGMP Group Status | Use the group status screen to find out the IGMRIjgs being forwarded by a
switch. There is one line for each group/port cmadton. That is, if a group is
active on more than one port, each port will hagearate line in the table.

Industrial Ethernet
i g S IGMP Group Status
Hul
Cuick Setup  Halp Index WView IGMP routing status
-1Managed Switch Menu - . -
L-1 Monitoring "F‘lﬂl‘" IGMP Grrowp Stafus "
+ System Information
= Port and Power Staius
+ Notwork Statistics IGMP mode Aclive IGMP handling
* Radundancy Status Multicast suppression P multicast groups
+ Multicast Filtering Status
* Configuration Summans IGMP versien 2
41 Seiup
L1 Advanced Oparations
; Group Port Reporter Age Expiration
Modst Managed-Switch 224.0.1.24 4 10.128.0.1 11.11 24534
Serisl ressber HE
Firmeyaes rawe 351000 224.0.1.55 4 10.131.23 14.11 250.08
WAL oo ws: 0wl 1 270 ca 224.0.1.59 4 10.131.1.17 || 13.66 24733
Mame Mansasd-Sadlch 224.01.60 4 10.129.0.202 | 13.32 246 14
:,m,,x RG220 235.80.68.83 4 10.128.0.7 13.78 24568
Location: =St kecstion 0f swichs o & o
T s o it 239,255 ..55'2.,0__ﬂ ___'ID 1281147 L 13 EIS_I 249 Bﬂ__
Tor swllche 239.255.295.250 |T 10.1.0.190 B03 .86 246592
Lizage zubjec in Softwass Ljceren 239.255.255.254 4 10.128.0.1 13.52 24587
Argeerent.
Status is updated every 5 seconds.
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The displayed data is separated by several fields:
Group: Displays the IP address of a particular multicasug.

Port: Displays the port number for which the particulartmast group is active
on.

Reporter: Displays the IP address of the last host to remernbership in this
group on this port. Hosts send IGMP Reports to iechver router for the
purpose of having the switch or router include theim a particular multicast

group.
Age: The number of seconds since this group was lastrtegh on this port.

Expiration : The number of seconds until this group will begjyred unless a
new report is received.

IGMP Example The benefits of enabling IGMP

Take an already established control network thatamaEthernet device sending
multicast data to several other Ethernet deviceswvBen the source of the
multicast data, and the destination Ethernet devicat are interested in the
multicast data, multicast packets might pass thmagumber of switches or
routers.

To make this control network more efficient, thetstes or routers should
know how to handle the flow of multicast data byame of IGMP (Internet
Group Management Protocol). Switches or routersat@not capable of
supporting IGMP will not know what to do with thaulicast data and forward
multicast data out all ports. This will slow dowhetnetwork.

Take a look at the diagram below, where the IGMWesas the source of the
multicast data, and the IGMP hosts are the devwitesested in receiving
multicast data. On the network are two switcheretone has IGMP enabled
and the other has IGMP disabled. We can clearlytssethe switch with IGMP
enabled only forwards multicast data to the inteid$iost (Ethernet Station 2).
The switch with IGMP disabled will not know wheie ¢end the multicast data;
thus Ethernet Stations 4 and 6 unnecessarily receifticast data even though
only Station 5 is the interested host.
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Section 9 Virtual Local Area Networks (VLANS)

Introduction to VLANS can segregate traffic flowing through a s\Wwito improve bandwidth

VLANSs utilization or security. Segregation is done basednembership in a group of
ports (port-based VLANS) or on IEEE 802.1Q tagscihinclude a VLAN ID
(tag-based VLANS).

A port-based VLAN limits traffic coming in a porb the group of ports to
which that port belongs. For example, if ports 15,37, and 9 were placed in a
port-based VLAN, broadcast frames coming in ponta@ild be sent to ports 1,
5, 7, and 9 (which are members of port 3's VLANY ot to ports 2, 4, 6, and 8
(which are not members).

A port may be a member of two port-based VLANSs tifotesults of this
configuration are not always desirable or easiydmtable. When initializing
port-based VLANS the switch configures each potbeéable to send data to all
ports in all the port-based VLANS in which it isrember. For example, if one
VLAN had ports 1-5 and another had ports 5-9, ic&f®dm port 1-4 could go

to ports 1-5, traffic from ports 6-9 could go tor{®05-9, and traffic from port 5
could go to all ports.

A tag-based VLAN limits traffic based on the VLAR in a 'tag’ associated
with the frame. VLAN tags may be explicitly placiadrames by applications or
switching equipment, or implicitly assigned to fregrbased on the switch port
where they arrive.

VLAN IDs are 12-bits long providing 4096 possiblesl but several values are
reserved:

0 Indicates that the tag is not being used for VLNting but only to
carry priority information. (See QoS / CoS topicSaction 7 of this
manual)

1 Used for switch configuration and management.
4095 | Not allowed by the 802.1Q standard.

Managed Switch Software User Manual Pag&42/ Last Revised: 25-Jun-13
BP 29 — 74311 THYEZ Cedex — France - +33(0)4.50.89. 28.00 www.rjswitch.com



VLAN Settings TheVLAN Settings Menu can be accessed by select#gfup from theMain

Menu and then selectingirtual LANs (VLANS) . This menu is used to set the
VLAN mode of operation and also creating, editiagd removing VLAN

definitions.
Industrial Ethernet VLAN Settings
Managed Switch
: Help
Quick Setup  Help ndax Wanage staticalty configured YLANS
t-1Managed Switch Metu VLAN Mode Fombased
[+1Monitoring
" Hoin Sate
+1 Main ngs
£+ Redundancy Setlings I_ pors
:: Lm;}:a;ﬂ;':wl (IGMF) Hame | e ElT'Tl : | : | : | : | . | : | ; |DEM'|
A erin .
-3 ﬁ.’:lual Lﬂ.r;s MEI’H Management |THg-h;—::-:.Hc:I 1 ITITITITITITITITIT
* VLAN port Sings = (= ) 1 B Bl E B Bl E] B E
+ i
t3Advanced Operations Manufactusing | For-bazed | B | B ||_. ||_E | = | = ||i| ||i: ||:ﬂ' | 0
Modat Managed-Swilch Ve A w ] ] ]
ot = EnlEEEEEEEEEE
Firmvevans e 3.5.1000
MAC sddress: D080 o 37 86:c4 [ Commit Changes |
Meame:  Managsd-Swilch
[ 10204

sddrass:

Location: «Eat lacation of ewlchs

Contact =5 name (and &-malf) of contact
Tor swilche

Usage subject 10 Softerars License
Ageianct,

Choosing VLAN There are several VLAN modes, which will provideyiag levels of flexibility
Mode of | and security. To choose the VLAN mode of operatsatect option 1 labeled
Operation | VLAN Mode. You will be asked to choose one of five VLAN mede

Disabled: No VLAN processing is done. VLAN IDs goaort-based VLANS are
ignored.

Port-Based: Only port-based VLANSs are used to rénatmes. VLAN IDs are
ignored.

Flexible: VLAN IDs are used when present, routiatisfback to port-based IDs
when no ID is found.

Standard: Port-based VLANSs are ignored; all rouisngone by VLAN ID. The
source port of a frame need not be part of a VLANte frame to be
forwarded.

Secure: All routing is done by VLAN ID, however tiife source port of a frame
is not a member of the target VLAN, then the frasngropped. For example, if a
tag-based VLAN for ID 1024 was configured to inayabrts 1-5 and a frame
with VLAN ID 1204 in its tag arrived at port 6, tfiame would not be
forwarded.

Adding, editing, The switch can handle up to 63 configurable VLAAI] in this menu, each
or deleting a option (starting at option 2) can handle up to 8Lconfigurations.

VLAN 111 other words, say you have 16 VLANs defined ia slwitch. The VLAN
settings menu should therefore show a total oft®og available. The first
option is for VLAN mode selection (this option isvays there). The second
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option allows you to edit VLANs 1 — 8, and the thaption will allow you to
edit VLANs 9 — 16. Since there are a total of 63giole VLAN configurations,
the VLAN settings menu could show up to 9 availaigéons for you to choose
from (the last option will always end with “New”rféhe creation of a new
VLAN). Upon selection of an option (2-9), will yeétla screen such as the one
shown below:

Choose an entry in the list that has the word <nas/the descriptor, and you
will be presented with five options to choose from:

Name: A mnemonic name for a VLAN such as “Engineeririfylanufacturing”,
“Building 58”. This is used for display only.

Type: The VLAN's type, port-based or tag-based (make $ardefine the
VLAN ID before selecting tag-based).

ID: This ID identifies the individual VLANS you creats your network. The
VLAN ID must be specified in the range from 2 tdB40For example, in the
screen shot above, the Engineering VLAN ID is 3.

There are three reserved VLAN IDs (that shouldbeused):

VLAN ID of 0 is used to identify frames whose tags carry onltyrjpy
information.

VLAN ID of 1 is used for switch configuration and management

Note: A VLAN including all the switch ports and with ID oflis
preconfigured in the switch and used for management traffic. The
default port VLAN ID for all ports is 1 so untagged data is routed

on the management VLAN.

VLAN ID of 4095 is not allowed by the 802.1Q standard.

Ports: To select the ports to include in this VLAN, prélssEnter key to toggle
the port(s) to include/remove. Press Eseapekey twice to confirm the ports
that have been assigned to the VLAN.

Note: When working with tag-based VLANS, ports included ina
VLAN may lead to other network devices (which requi re tags to
properly route data) or to end devices, which canno t process
VLAN tags. Use the VLAN Port Settings page to conf  igure the

appropriate type for each port.

Delete: When selected, this VLAN will be deleted when aesare committed.
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Each switch port can be configured to control howAM tags are handled for
frames coming in and going out of the port.

VLAN Port
Settings

Industrial Ethermet VLAN Port Settings

Managed Switch

(Help |
Gick Selup  Help Indax Specity port-specific VLAN settings.
-1Managed Switch Menu |Port||Name || PVID |Force|  Type |
+1Monitoring
-1 5atup 1 :u:urt_1|1 | | Edge -
£+1 Main Settings
£+1 Redundancy Settings 2 :|D|t_2| 1 | | Edge ke
t+1 Traffic Priority
€42 Multicast Eiltering (IGMP) 3 || nDrt_S] 1 || O ] Edge v
t-1 Virtual LANs (VLANS)
+ VLAHN Settings | :ll:lrt_~'.‘-| 1 | | Edge ¥
+ VLAN Port Settings
41 Advanced Operations 3 ||port_ 5| 1 O | Edge bt
Modst Managed-Swilch & :":"'t_ﬁl] O ] Edge ks
Serial resmber, HE ;
Firmevane rev: 351000 T :":'IT_T| 1 O | Edge -
MAC stidres: D080 o 37860
= “ 8 |F.IDI1_E]1 ] [=] ] Edge -
P 10204 | 9 || :II:IIT_E||1 || [ || Metwork b
adidrass
Localion: =581 lacation of swiths :
Corgact  «Set name (and e-mil) of contact [_Commit Changes

Tor swilths

Uisage subject to Sattwars Licanss
Augeserand.

PVID: This is the port's default VLAN ID. It is applied frames which arrive
at the port without a VLAN tag or with a priorityaly VLAN tag (one which
contains the special VLAN ID 0). Set the desired[PYo make sure your
untagged packets for the port get forwarded torgibets in the desired
VLAN.

Note: Switch management and configuration is only possib le
through the port if the PVID is setto 1 (the default). Setting the
PVID to another value prevents the switch from bein g
managed/configured via that port (unless the system you are
using to configure the switch can explicitly tag fr ames for VLAN
1, the management VLAN).

Force: When this is checked, the PVID is forced on alifes coming in this
port regardless of any existing tag.

Type: The port type controls how tags are handled ondsaexiting this port.

* Network: All frames exiting this port will be tagged. If nag was
present when the frame entered the switch, thecequort's PVID will
be used. Typically, a Network port will be a membemany or all tag-
based LANs on a switch and is used to forward VLiAdffic to another
switch which then distributes it to other netwoegments based on the
tags. A Network port can only send packets for WsAn which it is a
member.

» Edge: No frames exiting this port will be tagged. (Ubes tsetting for
ports leading to legacy or end devices without VL&W\bport.)

* Transparent: Frames will be forwarded unchanged.
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VLAN with RSTP Extra care must be taken when enabling both VLANsr@dundancy, or
communications failures may occur.

The example diagram below depicts the problem wmatiming the Rapid
Spanning Tree Protocol (RSTP) and VLANSs at the saime The IEEE
802.1D based RSTP is not aware of the VLAN conéigion. Therefore, in the
example, one of the Network Ports for VLAN 3 isrlageblocked (see VLAN
Port Settings topic in this section about Netwaggetports). This prevents
VLAN 3 from being able to forward data to all itembers.

- Problem:
4 Device 9 Device RSTP blocks
A e o s VLAN connection.
gL by
i | W
4 H 1 T oo
T e ate s o rs 3| Device
09 W, /5= o
sﬂﬂm ~ “eﬂ % ~
— - gt e -
sk "ﬂg I o “?Fit#ﬁﬁi.
[ oy ,'d - - T '\J\-' i
| Device for vian 3. Wilth Frogqed ' Network 4 Devi
""""" - connection | e
by for VLAN 3 L=
a5 blocked by RSTP

| Device | Device

The solution to the problem above is to configur&Network” type ports to
carryall VLANSs in the network. In other words, the Netwd?krt should be a
member of all VLANs defined in the switch. As séem the example diagram
below, VLAN 3 can forward to all its members thrbuge other Network Port
connections and is not affected by the block RSdithection.

. . Solution:
! : Make all switch to
+| LemEs | e switch connections
pi e carry all VLANs
Je Ve
o —— 4’.1?
| Device i ‘ b S
S Switey, - 4| Device
l = . K\T - ﬁ I S
2 agged for all g
Witeh | VLANS= (1,2 & 3) Witch -
I . i ?.5*9
4| Device Switehy . o e
et = Ble€ | Device
Ve (. - i
An 3 quLﬂ
:t| Device 4| Device
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Section 10 | Other Special Features

You can define an IP address for a time serveroam getwork. On startup, the
switch will contact the server you specify to acgquhe current time. Then any
time stamped information will use this time. Yowadso define the time zone in
which the managed switch resides.

Network Time

Protocol

Indusirial Ethernet

Ll L System Settings / Quick Setup

Help
Susck Seup.  Help g Set basic parameters to quickly configure and identify the switch. {In many cases, these are all
-1 Managed Switch Menu the settings that are necessary.)
L+ Monitoring
L+1Setup Network Settings
[+ Advanced Operations
Modst Managed-Swilch |I.'lHL‘.-F || Disablad |
Serisl ruember 216
Firmtvarars rev: 3.5.1000 |IF address " 10.2.0.1 |
MAC address: (0 alt1d 37 akcn
|Subnntma!k ] 255.0.0.0 |
Mame:  Managed-Swich
P 10204 ||J||'a,u|t gateway ” none |
addrass]
Location: Swiich Panel T Primary DNS I
Contact. Joosmithwdomationcompany' com server
Lisage sublect 1o Saftware License f::,f:r“” NS ‘ none
Agesment
|nam:m " |
|HTF‘ server I none "T!mezone" AmencaMew ok ~ |

||thur|:|an:\r protocal || Rapid Spanning Tree Frotocol |+ |

System Identification

NTP server (default = none):

The IP Address of an NTP server from which the gwhay retrieve the current
time at startup.

Timezone (default = GMT):

The local time zone such as GMT-05 for the EassicoNorth America.
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Set IP Per Port The switch may provide an IP address to one denceach network port. This
feature may be turned on and off for the whole @wénd individually controlled
for each port.

The switch responds to DHCP requests by providistaacally-configured IP
address to the first device to request one. The Pl¢@se does not expire.

A

Industrial Ethernet Set IP pner Port
Managed Switch P
(_Help |
Shick Setup  Help ndex Automatically assign IP addresses to devices based on the switch port that they connect
[-1Managed Switch Manu ) through
[+l Monitoring O Do not provide IP address to any device
[=15etup ® Provide addresses to devices on ports enabled below
£=1 Main Settings
= Bystem Setings
+ Remute Access Security Port| Name |[Enabled|  Address
+ Pon Settings
+ Pont Mirroring 1 ”””_1] O |
+ SHMP Hotifications = 101020

2 |port_2

+ SatIP per Port

41 Redundancy Settings
L+1 Traffic Priority
£+1 Multicast Filtering (1GRP)

3 |port_3 | 0

£+ Virtual LANs (VLANs) 4 ||:u_-rt_4] [ 10.1.0.21
[+1 Advanced Operations s oo 5| 0
Mhostel Managed-Snd ch & oot E| 0
Serial rernber: HE —
Firmravare rev. 351000 T :||:|rt_',-'| ) 10.1.0.23
MAC wddress: 0w o 3706 ca
- S 2] :|D|t_B| L
bt * Jpous] © |
Loocadion: Control Pansl T
Corliact: JosamihiRautomationcompansy com Commit Changes
Lizage subject 1o Zofases Licenss
S dEeTad, bl
Enabled:
When this box is checked, the switch will handle@Hrequests for the port.
Address:
This field specifies the address to provide in oese to DHCP requests.
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Section 11 | Command Line Interface (CLI)

Intro to CLI The CLI is constructed with an eye toward autonmatibCLI-based
configuration. The interaction is modeled on thegdiin many Internet protocols
such as Telnet, FTP, and SMTP. After each comnsadtered and processed,
the switch will issue a reply that consists of aeuc status code and a human-
readable explanation of the status. See, for exgrtipg SMTP protocol
specification iIRFC 821- Simple Mail Transfer Protocol
(http://www.faqgs.org/rfcs/rfc821.htinispecifically, “Appendix E - Theory of
Reply Codes.” for more details.

The general format of commands is:
section parameter [value]
Where
* Sectionis used to group parameters.

» Parameterwill specify the parameter within the section. Eaample,
the network section will have parameters for DHEPaddress, subnet
mask, and default gateway.

* Value is the new value of the parameter.vafue is omitted, the current
value is displayed.

Please note that new values will not take effetit explicitly committed.

Sections and parameter names are case sensigve‘fetwork” is not the same
as “network”).

Global The following global commands are available via @hg.
Commands Command Effect

commit Values are inter-validated as needed. liflyaalues are committed.
Please note that this may take some time dependichnages.

defaults Restore factory defaults.
quit CLI is exited. Uncommitted changes are didedrwithout prompting.
Note:

When restoring factory defaults, network settingg/iine saved by adding a
“savenw” option. In other words:

defaults
restores all values but

defaults savenw

restores all defaults except the current setting®HCP, IP address, etc.
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Access The following administrative access settings ateabé via the CLI.

Configuration Parameter Default Allowable values

snmp both none, snmpv2, snmpv3, both

Network The switch can have DHCP enabled or disabled. Whemnabled, settings for
IP address, subnet mask, and default gateway nlidyestet and the values will
be stored and used should DHCP be disabled iruthest

The following values may be set in the network guration:

terminal both none, telnet, ssh, both

Configuration

Parameter Default Allowable values

dhcp disabled enabled, disabled

address 10.2.0.1 Any IPv4 address in dotted deciotation.
subnet 255.255.0.0 Any IPv4 address in dotted dgauotation.
gateway none Any IPv4 address in dotted decimaitiaot or

“none” to indicate no gateway.

hostname Model id Any valid Internet host namee FSleC 952 —
DoD Internet host table specification
(http://www.faqgs.org/rfcs/rfc952.htil

RSTP The following values may be set in the RSTP comégjan:
Configuration Parameter Default Allowable values

protocol none none, stp, rstp

priority 32768 An integer multiple of 4096 from @ 614440,
inclusive.

mma 20 An integer from 6 to 40, inclusive.

hellotime 2 An integer from 1 to 10, inclusive.

fwddelay 15 An integer from 4 to 30, inclusive.

txlimit 6 An integer from 1 to 10, inclusive.

When values are committed, the Maximum Message thgeHello Time, and
the Forward Delay will be inter-validated to asstimey meet the requirement:

2 * (fwddelay — 1> mma> 2 * (hellotime + 1)

as required by Section 17.14 of IEEE 802.1D-20P4dilure to meet this
requirement will prevent implementation of the \esu
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Example In the following examplebold text is sent by the switch and normal text is
entered by the user. Upon connection to the gaoidlof the switch, a login
banner and prompt are displayed.

Configuration

Session
Please Note: Logging into this software acknowledge s that you
have agreed to abide by the software license as sta ted in the
user manual.
switch login: cli

Password: <hi dden>

220 Managed switch configuration CLI ready
net wor k dhcp

251 DHCP is “disabled”

net wor k address 1234

501 Invalid IP address format ‘1234’
network address 1.2.3.4

311 IP address 1.2.3.4 will be used

net wor k subnet 255.0.0.0

312 Subnet mask 255.0.0.0 will be used
net wor k gat eway none

313 No default gateway will be configured
net wor k hostnane switch.1

504 Hostname ‘switch.1’ invalid

net wor k host nane

252 Switch hostname is “switch”

net wor k hostnane switch-1

314 Hostname switch-1 will be used
rstp protocol rstp

311 RSTP redundancy protocol will be used
rstp mma 1

501 MMA 1 is not valid. Must be 6..40
rstp hellotine 10

314 Hello time will be set to 10

conmi t

504 Limit mma >= 2 * (hellotime + 1) not met
rstp hellotime 8

314 Hello time will be set to 8

conmmi t

250 OK

qui t

221 CLI done

After quit, the CLI program will exit and the sesmsiwill terminate. A login
banner and prompt will be presented again.

Please note that there may be a delay of up tamatenbetween the commit
command and the CLI's response. This is normal.
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Appendix A | Basic Troubleshooting

Symptom: No power to the switch.

Answer:

» Check connections to ensure the power and grouwndttached to the
correct terminals.

* Check Voltage of power coming into P1 or P2 to eaduis within
10V-30V.

* Ensure there are no shorts between power and ground

If the above fails, contact support.

Symptom: No link light on a switch port.

Answer:

» Check to ensure correct connection of Etherneedgdddth ends).

* Check the CAT-5 RJ45 cable itself.

» Check the other device to see if it is poweredng@perating correctly.

* Try moving the Ethernet cable that has the posfabiity connection to
another port in the switch and check for link light

Symptom: Slow connection on the switch.

Answer:

Possible negotiation problem. Check to ensure ¢veeds connected to the
switch supports the appropriate duplex settingsdfuhalf duplex) that are
currently stored in the switch configuration.

Symptom: Forgot the password to access the switch.

Answer:
To recover from this, full frmware must be reloddeto the switch to
restore the factory default password and thus o azcess again.

Symptom: Can’t access the web page on the switch.

Answer:

* Check to make sure that the IP address being uatzhes what is in the
managed switch.

* Ensure that the subnet masks for the client anegsside are on
compatible subnets.

* Make sure web access (http and/or https) is enabpkn switch.
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Symptom: Can'’t Telnet into the switch.

Answer:

» Check to ensure that telnet is enabled in the nethagitch
configuration.

* Check to make sure that the IP address being uatzhes what is in the
switch.

« Ensure that the subnet masks for the client anegsseide are on
compatible subnets.

Symptom: Not able to communicate via Ethernet.

Answer:

* Check subnet mask to ensure network communicatowpatibility.

* Check to make sure the IP address is correct.

* Check to ensure there is a link light.

» Check switch management to ensure the right setéing used for what

you are trying to do.

Symptom: Can't access command line configuration througmir@l window
for serial management port.

Answer:

» Make sure flow control is turned off and the cotregud rate, parity,
and stop bits are selected.

* Should there be a blank terminal screen, peaegsrto have the switch
ask for login information again.

Symptom: No management access to switch for first minute.

Answer:
Switch can sometimes take that long to boot up.

Symptom: Switch seems to be resetting itself.

Answer:
Check the input voltage to ensure you have at thastminimum required
voltage (10V).

Symptom: Can’t communicate successfully over fiber.

Answer:
Check the duplex settings and also make sure thaected device is
operating at 100BASE-FX.
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Appendix B | Default Software Configuration Settings

About Default The settings below are the factory defaults whersthitch comes out of the
Settings box. Use this page as a reference for tailoringstiiech to your needs.

Management | DHCP: disabled
Port | IP Address: 198.168.0.1 or 10.2.0.1
Subnet Mask: 255.255.0.0
Default Gateway: none
NTP: Disabled
Timezone: GMT

) ) Port Port Name| Admin | Mode Speed & Duplex Flow Contro
Configuration for 1 Port 1| Enabled] Auto| 10h 10f 100h 100f Disabled
Ports 1-9: 2 Port_2| Enabled| Auto| 10h 10f 100h 100f Disabled
3 Port 3| Enabled| Auto| 10h 10f 100h 100f Disabled
4 Port 4| Enabled| Auto| 10h 10f 100h 100f Disabled
5 Port 5| Enabled| Auto| 10h 10f100h 100f Disabled
6 Port 6| Enabled| Auto| 10h 10f 100h 100f Disabled
7 Port 7| Enabled| Auto| 10h 10f 100h 100f 1000f Diséb
8 Port 8| Enabled| Auto| 10h 10f 100h 100f 1000f Diséb
9 Port 9| Enabled| Auto| 10h 10f 100h 100f 1000f Diséb

Port Mirroring Mirroring: Disabled

RSTP/STP | Redundancy Protocol: none (spanning tree protsatisabled)
Configuration Bridge Priority: 32768
Max. Age: 20
Hello Time: 2
Forward Delay: 15
Transmission Limit: 6

RSTP/STP Port Port Name R(STP) Priority Cost Type PtpMAC
Configuration 1 Port 1 Included 128 20000( Auto Auto
2 Port 2 Included 128 20000( Auto Auto
3 Port_3 Included 128 20000( Auto Auto
4 Port_4 Included 128 20000( Auto Auto
5 Port 5 Included 128 20000( Auto Auto
6 Port 6 Included 128 20000( Auto Auto
7 Port 7 Included 128 20000( Auto Auto
8 Port_8 Included 128 20000( Auto Auto
9 Port 9 Included 128 20000( Auto Auto
SNMP | All traps disabled.
Notifications
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IGMP Settings

Trap Managers

Priority Queuing

SNMP System
Information

Remote Access
Security

IEEE Tagging

VLAN Mode

VLAN Port
Settings
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IGMP Mode: Disabled

Multicast suppression: None

IGMP Version: 2

Robustness: 2

Query Interval: 125 seconds

Query Response Interval: 10 seconds
Static Router: Disabled for all ports

No trap managers configured.

Use 802.1p Tag Priority: Enabled
Use IP ToS/DiffServ: Enabled
Priority Precedence: Tag

Default Priority: Normal

Type: Transparent

QoS Scheduling: Strict

Contact: <Set name (and e-mail) of contact for gwst
System Name: Managed Switch
Location: <Set location of switch>

SNMP Access: both SNMPv2 and v3 enabled
Terminal Access: both SSH and telnet enabled
Web Access: both http and https enabled
Inactivity logout: 5 minutes

SNMP Read-only Name: public

SNMP Read-only Password: publicpwd
SNMP Read/write Name: private

SNMP Read/write Password: privatepwd
Admin Password: admin

Priority Traffic Type Queue

0 Best Effort 1

1 Background 0

2 Spare 0

3 Excellent Effort 1

4 Controlled Load 2

5 Video 2

6 Voice 3

7 Network control 3

Disabled
Port PVID Force Type
1 1 Disabled Transparent
2 1 Disabled Transparent
3 1 Disabled Transparent
4 1 Disabled Transparent
5 1 Disabled Transparent
6 1 Disabled Transparent
7 1 Disabled Transparent
8 1 Disabled Transparent
9 1 Disabled Transparent
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Appendix C

SNMP SUPPORT

Groups General Description Location and RFC Support

System Information about the 1.3.6.1.2.1.1 This MIB is fully supported
switch as a system: name,| RFC 1213
description, physical
location, uptime, contact,
and a list of other groups i
the MIB.

Interfaces Per-port information at the| 1.3.6.1.2.1.2 ifTable: Basic interface
interface layer. RFC 1229 info.

ifXTable: Extended
interface info.
ifStackTable: Interface
layering (for VLANS).

AT Address translation 1.3.6.1.2.1.3 This MIB is fully
information to map IP RFC 1213 supported.
addresses to MAC
addresses.

IP Information used to keep | 1.3.6.1.2.1.4 This MIB is fully
track of the IP layer on the RFC 2011 supported.
managed node.

TCP Information to keep track | 1.3.6.1.2.1.6 This MIB is supported but
of the application entities | RFC 2012 keep in mind that this is a
using TCP. host oriented MIB so it

may not be particularly
helpful to the you.

UDP Information to keep track | 1.3.6.1.2.1.7 This MIB is supported but
of application entities using RFC 2013 keep in mind that this is a
User Datagram Protocol. host oriented MIB so it

may not be particularly
helpful to the you.

Dot3 Performance statistics for | 1.3.6.1.2.1.10.7 This MIB is fully
“Ether-like” devices. RFC 2665 supported.

SNMP Statistical information 1.3.6.1.2.1.11 This MIB is fully supported
about the SNMP protocol | RFC 1213
entity and tracks the
amount of management
traffic that a device
responds to.

RMON Remote Monitoring 1.3.6.1.2.1.16 Group 1: Ethernet

RFC 1757 statistics.
Group 2: Ethernet history
(8 samples each at 30
second and 30 minute
intervals for each port)..
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Dotl1dBridge STP/RSTP MIB 1.3.6.1.2.1.17 dotldStpPortTable:
RFC 1493 Spanning Tree protocol
info.
dotldTpFdbTable:
Learned MAC addresses
and port associations.
dotldTpPortTable:
Port info similar to RMON.
DotldBase Basic STP/RSTP 1.3.6.1.2.1.17.1 This MIB is fully
information. RFC 1493 supported.
Dot1dStp Spanning Tree Protocol | 1.3.6.1.2.1.17.2 This MIB is fully
operating parameters. RFC 1493 supported.
DotldTp Transparent routing 1.3.6.1.2.1.17.4 This MIB is fully
parameters and RFC 1493 supported.
performance.
DotlqgBridge VLAN MIB 1.3.6.1.2.1.17.7 This MIB is fully
RFC 2674 supported.
IGMPStdMIB IGMP MIB 1.3.6.1.2.1.85 This MIB is fully supported
RFC 2933 for all things relevant.
ETOMS Switch specific data 1.3.6.1.4.1.20540.2.1 This MIB is fully
(private MIB) supported.

Group 1: Power input 1
Group 2: Power input 2
Group 3: OK status
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Appendix D

10/100BASE-Tx,
100BASE-FX,
1000BaseT/F

Active
Communication

Auto-MDI/MDIX-
Crossover

Auto-Polarity

Auto-Sensing or
Auto-Negotiation

BPDU

Bridge Priority
Bridge
CoS

Designated
Bridge

Designated Port

DHCP

DNS

Duplex
(full or half)
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Concepts & Definitions

This describes the type of port. 10BASE-T is a lfjpMcopper (RJ45) port,
100BASE-TX is a 100 Mbps copper port , 100BASE-B> 1100 Mbps fiber
optic port and 1000BaseT/F is 1000 Mbps coppeiber port.

Communication is enabled between two devices wathindrances (such as a
port in a blocked state). As long as there is @MWE active communications
path from a root to any end node, there will bdoaps in theactivetopology.

The RJ45 (copper) ports on the switch will autoosdiyr detect the cable type
(straight-thru vs. cross-wired) and re-configurentiselves accordingly.

The RJ45 (copper) ports on the switch will intefgly correct for reverse
polarity on the TD and RD pair.

The RJ45 (copper) ports on the switch will intelhgly detect the speed
(LOBASE-T — 10 Mbps or 100BASE-TX — 100 Mbps) angblex (half or full).
The fiber ports are fixed at 100BASE-FX and thelexs settable.

Bridge Protocol Data Unit: These data units arelusekeep bridges informed
of the network status.

A setting that helps create the hierarchical leaslso which switch will become
root.

Device used as a means to connect/communicate &éetwe networks. Also
called a “switch”.

Class of Service is a method to prioritize the mekntraffic based on the traffic
type. (See also Qo0S, ToS, Traffic class.)

Each managed bridge is designated to the LANs Fachwit is connected to (via
its designated ports). For the root bridge, dasignated to all the LANs in the
managed network.

The port that sends the best configuration BPDass&gned as designated. This
port is the one used to forward frames betweeh A for which it is
connected to and the Root Bridge.

Dynamic Host Configuration Protocol: This is a el used to assign IP
addresses in a network. The device that usesribiegnl to gain access to the
network obtains a dynamically changing IP addrash $hat it could have a
different IP address every time.

Domain Name Server: This server translates donaimes into IP addresses.

Half duplex means that messages flow in only onection at a time. Full
duplex means that messages flow in both direcabnse same time. The RJ45
ports of the switch automatically support (autossgrboth full and half duplex
flow control. The fiber optic port is software caufrable for full or half duplex
flow control.
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Edge Port

Forward Delay

Full Duplex
Gateway IP
GDA

Half Duplex

Hello Timer

IEEE 802.3

IEEE 802.1Q
IGMP

IP Address
IPv4

IPv6

Latency

MAC Address

Managed Switch

A port that is only linked to an end station andrez create a loop in the
network.

Time used in STP to wait before determining itaedor a port to make
transitions leading to forwarding network traffic.

Simultaneous transmission of data in both direstiaecross one link.
IP address of the device used to bring two netwtogsther.

Group Destination Address. A class D IP addreed as the destination
address for multicast data. Class D IP addressestigh-order bits 1110 and
fall in the range 224.0.0.0 to 239.255.255.255.

Only one device is transmitting data at any pairtime.

Timer value to indicate the interval that STP ogunfation messages are sent out
from the root bridge.

This is the primary standard for Ethernet. Thisgslvcomplies with this primary
standard and various related sub standards sW&®2a3u (L00BASE-TX),
802.3x (full-duplex with flow control), 802.1D-204& TP, RSTP)

This switch complies with this standard for the rapien of Virtual LANSs.
Internet Group Management Protocol used for IPioadgt filtering.
Address used to indicate the destination of wherpdckets should go.
Internet Protocol version 4.

Internet Protocol version 6.

This is the time it takes a message to be routednal to a switch from one
port to another. The typical latency of a messadgemicroseconds (@ 100
Mbps) or faster.

Each Ethernet device inserts its unique “MAC” addrmto each message it
sends out. The port on the switch used for a gWAC address is automatically
learned when a frame is received from that addf@sse an address is learned,
the switch will route messages to only the appedprport, instead of
broadcasting messages out all ports like a hubm@ stamp is also placed in
memory when a new address is learned. This tinmpsimused with the aging
feature, which will remove unused MAC addressesnftbe table after 300
seconds. If a device moves, the associated pateoswitch will be changed
(migrated) as needed. Up to 2,048 MAC addressebeatored and monitored
at any time.

A device that forwards packets between LANs. Thiick also has to
capability to support loop configurations using @pag Tree Protocol. Loop
configurations are used to prevent a single pdihiaodware failure in a
network. Management Information about the netwerilso obtained through
the switch by querying the MIB
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Multicast

Max Message
Age

MIB

Mirroring

Notification

Path Cost

Point to Point
MAC

Port Priority

QoS

RMON (Remote
Monitoring)

Root bridge
Root port
RSTP
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A means of sending messages to multiple hosts utitwadcasting the data to
all hosts or sending it individually to each intge=l host. IGMP may be used to
optimize routing of multicast messages so only nekvsegments with

interested hosts need carry multicast traffic.

Length of time the STP Algorithm waits before refgguration is necessary.

Management Information Base: This is a databasdjetts that is used by
some form of network management system (like theaged switch). SNMP
and RMON are popular tools to obtain the informafiom the MIB.

This diagnostic capability allows messages from@nmore source ports to be
copied to one or more target (monitor) ports. TaAgrort analyzer or “sniffer”
program can be used to monitor the traffic withaffgcting the operation of the
switch.

See “Trap”.

For each pathway a packet of information must pghese is an associated cost.
A number is used to indicate the cost from a soporéto a destination port.
The lowest number (least cost) among a set of giadhsa specific source and
destination will be chosen as the optimal pathhoiice.

This indicator is used to optimize the convergemuoe in the STP algorithm.

A numeric value placed upon a port to indicatdisarchical standing to
become a designated port.

Quiality of Service. Generic description of netwsgkvice parameters such as
latency, frame loss, user priority, etc. (See &lse&®, ToS.)

This network management protocol allows accessrichar MIB to provide
more extensive and detailed information about gtevark.

The bridge that controls the Spanning Tree Topology
This port that provides the connection (directlyralirectly) to the root bridge.

Rapid Spanning Tree Protocol: This protocol isaprovement over the
original STP technology, providing for faster corgence times.
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SNMP | Simple Network Management Protocol: Protocol ugesthdnage complex
networks. A computer/device requests data from SNigiéhts through
protocol data units. The agents return the dataigtstored in their MIBs
(Management Information Bases).

SNMP Agent | The software which monitors the status of a desigeh as the managed switch
and provides information about that status to tdidry replying to requests or
sending notifications.

Store & Forward This is the standard operating mode for the switch.

STP | Spanning Tree Protocol: This protocol is used &vent loops in a bridged
network, but still allowing for redundant connecigoas a safe guard against
single points of hardware failure.

Subnet | A subnet is the part of the network that shares#me part of an IP address.
For security reasons, a network can be dividednmaay subnets by using a
subnet mask. The subnet mask setting in devicesmbined with the binary IP
address to extract the subnet ID. On an IP netwanly, devices with the same
subnet ID can communicate with each other.

Telnet | This is a terminal emulation program used to acadsinet server. Once
connected and logged in to the telnet server, cardmeaan be remotely
executed as if the user were at the server hinglhers

ToS | Type of Service. A field in the IPv4 header whegecifies the type of service
requested in handling the packet. The value mdsole O to 255. (See also
CoS, QoS))

Traffic Class A field in the IPv6 header which specifies the tie@priority of the frame. The
value may be from 0 to 255.

Trap | A message sent by an SNMP agent to an SNMP trapgeano notify the
manager of a change in the state of the devicetoredi by the agent.
Examples of traps include cold start (the deviderieed on), authentication
failure (a user supplied invalid credentials wheermapting to connect to the
agent), and link up/down (a connection to a pors wade or broken).

VLAN | VLANSs segregate traffic flowing through a switchitaprove bandwidth
utilization or security. Segregation is done basednembership in a group of
ports (port-based VLANS) or on IEEE 802.1Q tagscihinclude a VLAN ID
(tag-based VLANSs). Devices on one VLAN can not talldevices on another
VLAN unless a router is involved to join them.
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Appendix E | TFTP Tutorial

TETP Servers A TFTP server can be used to Save or Retrievegumafiion files, or Update
Firmware in the switch. Available on the Interne¢ enany TFTP (Trivial File
Transfer Protocol) servers. Most TFTP servers lmadk perform very similarly
with respect to each other. Since the TFTP sear@rso similar to each other, we
will only need to explain how to use one of thenetiectively show how to use
TFTP with the switch.

Using Lets take a look at a simple and effective TFTResecalled TFTPD32, created by
TETPD32 Philippe Jounine. This TFTP server is freewareeg(fren-commercial product) and
available on the Internet at this addrdgfp://tftpd32.jounin.net/

Please read the conditions for using this freeypaoeuct.

At the site, choose to download the latest versicthe TFTPD32 server. The file
downloaded is a zip file which contains the TFTP@32cutable (the server itself),
an uninstall program, and an online help file. Batrthese files to your desired
directory on your computer and run the tftpd32.executable.

Choosing the The first step is to find out the IP address arizhstithat the switch uses. Knowing
Ethernet | this, make sure there is at least one Ethernafacte (Ethernet card) in your
Interface | computer that resides on the same network as tibehsWext, in the TFTPD32

server, choose the interface that is being usedtamunicate with the switch from

the Server Interface Selectiondrop down box.

Choosing Create a directory on your computer for which yoauld like to store and retrieve
Your Restore the switch’s configuration files. Once the restdirectory has been created, the
Directory current directory path setting needs to be cordigun the TFTPD32 server.

For example, a directory is created and narmseatécfg with a full path of
‘c:\switch\storecfg!. Continuing with this example, click the ‘browdatitton from
TFTPD32 and navigate ta:\switch\storecfgl. We now have the TFTP32
server’s path directory correctly set to read anitewour switch’s configuration
files.

Configure the The only thing to configure in the switch for TFi&Rthe IP address of your TFTP
Switch for server. This is done by selecting tbenfiguration ManagementMenu from the
TFTP | Advanced Operations Meny and then selectingFTP Configuration. Set the
IP address of your TFTP server here.
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Saving a | To save the current switch configuration, simplgseSave to TFTPand specify
Configuration the desired filename for what you want the backeapd be called.

via TFTP
Using path settings:
It is also possible to access directories thatcaa&ted “deeper” than the ‘current
directory’ path setting that you have configuredhe TFTP32. However, it is not
possible to navigate directories that are “abote”‘turrent directory’ path setting.

Path example:

‘Current Directory ' path setting is set to:\switch\

There is a directory under teevitch  directory namecCurDir .

Therefore, to access thaswitch\CurDir directory from the switch, you
would need to type in:

\CurDir\restorefile.sv

restorefile.sv Is the arbitrary file name that you chose to satethe
remote machine.

Hint: Should you have trouble saving, some machinestmeggdd you to create an
empty file for the particular name that you havessn before the save process.

Retrieving a To restore a configuration that has been previoashked, choosRetrieve from
configuration TFTP and type in the name of the backup file that yoeecgied when you
performed your save.

To use path information, refer to the Path exarapteve.

Updating To update firmware, select telvanced Operationsoptionfrom theMain
Firmware Menu, and then seled¢ipdate Firmware. Ensure that the IP address is set for the
TFTP server by selecting=TP Configuration and load the firmware file by
selecting théJpdate Firmware with the firmware file name.
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pendix F

Service
Information

For more
information

Service Information

We sincerely hope that you never experience a @nollith anyAmphenol product. If you
do need service, calimphenol at +33(0) 450 89 28 00 and ask for Applications
Engineering. A trained specialist will help youduickly determine the source of the
problem. Many problems are easily resolved witingls phone call. If it is necessary to
return a unit to us, an RMA (Return Material Autlzation) number will be given to you.

Amphenol tracks the flow of returned material with our RM#stem to ensure speedy
service. You must include this RMA number on thisimle of the box so that your return
can be processed immediately.

The applications engineer you are speaking withfillibut an RMA request for you. If
the unit has a serial number, we will not needidetdinancial information. Otherwise, be
sure to have your original purchase order numberdarte purchased available.

We suggest that you give us a repair purchase acgeber in case the repair is not
covered under our warranty. You will not be billethe repair is covered under warranty.

Please supply us with as many details about thalgomoas you can. The information you
supply will be written on the RMA form and suppligdthe repair department before your
unit arrives. This helps us to provide you with bi@st service, in the fastest manner.
Normally, repairs are completed in two days. Samegi difficult problems take a little
longer to solve.

We apologize for any inconvenience that the needgfoair may cause you. We hope that
our rapid service meets your needs. If you havesaggestions to help us improve our
service, please give us a call. We appreciate gaais and will respond to them.

For Your Convenience:

Please fill in the following and keep this manu&hvwour Amphenol system for future
reference:

P.O. #: Date Purchased:

Purchased From:

To obtain support for Amphenol products:
Visit our website. http.//www.rjswitch.com

Phone: +33(0) 450 89 28 00
Fax: +33(0) 450 96 29 75

E-mail: mailto:contact@rjswitch.com

Mailing Address: Amphenol, Promenade de 'Arve, B.P.29, 74311 Thyedex, France

You will find all useful information on the RJ-Swift series on the dedicated website:
http://www.rjswitch.com
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